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Cloud Computing 

What do you need to know about cloud comput- 
ing, including the applications currently ready, 
security, and future trends? We talked with prod- 
uct manufacturers and others to find out. 
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Security In The Cloud 12 

Cloud Computing Of The Future 14 



m Expert Advice 

^ In Four Key Areas 

We polled industry insiders to come 
up with some of the best tips, strategies, 
and advice in four key areas. See page 26. 



PHYSICAL 
INFRASTRUCTURE 

■ Future Facilities' goal with its innovative 6SigmaDC soft- 
ware suite is to help you build a Virtual Facility, or an inter- 
active 3D model of your server rooms page 15 
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operations and a disaster from which an Internet-based 
enterprise may not be able to recover page 22 
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tight security, and a trouble-free environment for busi- 
ness segments page 24 
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Cloud's Key 
Considerations 

Plans For Moving To The Cloud Are Not Complete 
Without Thorough Assessment & Examination 



by Christian Perry 

Cloud computing has gradually trans- 
formed from a niche option into a full- 
bore opportunity for organizations to 
offload nearly every element of their data 
center infrastructures. But jumping into 
the cloud without a solid perspective on 
the key issues around the concept can be a 
perilous experience, particularly if you 
choose to rely on the cloud for business- 
critical applications. 

"While cloud computing poses new chal- 
lenges to IT managers and data center 
providers, it also throws up interesting 
opportunities," says Sanjay Vyas, vice pres- 
ident and general manager of managed ser- 
vices for Arcot Systems (www.arcot.com). 
"By carefully framing requirements, design- 
ing the system, choosing vendors, and 
deploying, you can leverage the cloud to 
achieve lower costs for you with better 
availability than usually possible with inter- 
nal IT deployments." 

Although you might have a firm grasp on 
your organization's needs, it remains criti- 
cal to pair that understanding with solid 
knowledge of the cloud's primary problems. 





Doing so can help you avoid becoming 
overwhelmed or confused by the glut of 
information currently swirling about the 
cloud realm. 

Be Inquisitive 

For organizations looking to move their 
products or services to a cloud format, 
plenty of questions must be answered 
before making such a move. Lee Goldstein, 
IT manager for IPRO Tech (www.iprotech 
.com), says that organizations must first 
determine whether their products or ser- 
vices provided to customers would even 
work in a cloud environment. 

For example, he says, can an environment 
be provided that enhances the line of 
business? What resources will need to be 



I 



Key Points 



Although cloud connputing serves a huge 
nunnber of enterprise needs, nnanagers must 
still determine whether cloud services will in 
fact meet their particular requirements. 

Without availability, any cloud foundation 
can crumble, so look closely at a potential 
provider's physical infrastructure to ensure 
it can deliver on its promises. 

Cloud considerations should include exam- 
ination of support and extensibility options 
offered by cloud providers, similar to con- 
siderations involved with evaluations for 
internal IT deployments. 



purchased to achieve the overall goal while 
maintaining security and availability? Does 
the current facility provide the resources 
(redundant power, Internet, cooling/heating, 
etc.) required to handle the increased hard- 
ware resources? Is the current IT staff able to 
create the proposed cloud environment, or 
Go to Page 8 



Threat Protection In The 
Age Of Social Networking 

A Look At Countermeasures IT Should Take 



by Kurt Marko 

Social networks and other collaborative 
Web 2.0 sites illustrate an interesting case of 
cognitive dissonance within today's business 
community. Many IT executives view them 
as just another time-wasting Internet pariah 
like shopping, sports, or video streaming 
sites. In fact, a survey last fall by Robert Half 
Technology of more than 1,400 CIOs found 
that 54% don't allow employees to visit 
social networking sites at work for any rea- 
son. Bolstering this response, Cisco's (www 
.cisco.com) ScanSafe Web content filtering 



unit found a 20% increase, to 76% of their 
customers, in the number of companies 
blocking social networking sites, which was 
the highest level for any filtering category. 

While management frets over the effect 
of social networks on employee productivi- 
ty and company reputation, their workers 
have a different view. An April 2009 study 
by Deloitte LLP found that 22% of employ- 
ees use social networking sites at work five 
times a week, and 53% feel these activities 
are none of the company's business. 

CIO objections aside, many business 
units are now reliant on social networks. 



blogs, and tweets as important tools for 
connecting with potential customers and 
employees. As Burton Group Senior Vice 
President and Principal Analyst Dan Blum 
points out, IT can't very well block these 
sites when their marketing and PR people 
are expected to use them. 

Social sites pose more than just productivi- 
ty risks; they are powerful, effective vectors 
for spam, malware, and targeted phishing 
attacks (so-called spear phishing). The latest 
Sophos Security report found a 70% increase 
in the number of firms reporting spam or 
Go to Page 8 
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STORAGE 



■ Product Spotlight: Tape Backup page 30 

■ Data centers need solid disaster recovery plans in 

place, but they also need to be up to par. But how can 
data centers determine if they're keeping up?.... page 32 

SECURITY 

■ As businesses increasingly use social networking 
sites for marketing and customer support purposes and 
employees visit these sites, their potential to spread mal- 
ware and facilitate cyber attacks is increasing .... page 1 

■ Product Spotlight: Antivirus Appliance page 34 

■ The American Portwell Technology CAD-0205 is a 
compact and versatile security appliance with an Intel 
Atom processor page 36 

■ Managing and complying with regulatory issues is 

a daunting task that, when handled manually, is time 
consuming and risky. That's why Abiomed turned to 
SymSoft ControlPanelGRC page 36 

^BLACK BOX 

NETWORK SEfiVICt:! 

■ Black Box Veri-NAC helps you automatically discov- 
er your common vulnerabilities and exposures and 

provides remediation instructions page 37 

MESSAGING 

& TELEPHONY 

proof points 

■ Proofpoint makes software and hardware and offers 
SaaS and cloud options for keeping customers safe 
from the deluge of viruses, spam, malware, and 
hacker attacks page 38 

■ If it's time to upgrade your Exchange server, 

there are some things to consider as you prepare for 
the migration page 40 

■ It seems inevitable that smartphones should become 
the next IP telephony platform. Yet beyond the cool fac- 
tor and the sheer geeky satisfaction of making VoIP calls 
from a smartphone, is there any substantive advantage to 
using it as a mobile IM and VoIP client? page 41 

DATA CENTER 
MANAGEMENT 



One of the toughest tricks IT managers at SMEs face 
is balancing costs with quality. When it comes to 
budgeting, personnel jumps off the ledger sheet as a 
major cost center page 42 

Are you thinking about expanding your present data 
center or building a new one? Consider forging ahead 
with these plans and take advantage of the lower equip- 
ment, labor, and construction costs page 43 



News 



I Council Releases New 
Power Efficiency Benchmark 

The Transaction Processing Performance 
Council has announced a new benchmark 
called TPC-Energy that's designed to measure 
the efficiency of power instrumentation interfac- 
ing, power and temperature logging, and report 
generation, among other metrics. The results 
will help admins discover how products perform 
in relation to price and energy performance. 
Other measurables in the test bed include 
energy metrics for servers, storage, application 
servers, and miscellaneous hardware. Cus- 
tomers can visit the TPC Web site to identify 
which systems, based on benchmark testing, 
meet their price, performance, and energy 
needs. The TPC requires an independent audit 
of the results prior to publication. 

I Study: Enterprises Want Usage-Based 
Software Prices 

A recent report from IDC found that revenue 
within the software industry is often associated 
with licensing models that do not account for 
the customer's long-term experience with the 
software. The study shows that enterprise cus- 
tomers prefer newer pricing models such as 
PPU (pay per use) or SaaS (software as a ser- 
vice), which allow for customers' needs to 
change and align cost with actual use, because 
customers believe they are currently forced to 
buy more software than they need. On the 
other hand, it may be difficult for some compa- 
nies to judge the cost and revenue impact of 
utility pricing, and many vendors are resistant 
to implementing usage-based pricing structures 
because they fear they will lose revenue. 

I Dell To Acquire KACE Networks 

industry giant Dell announced that it is acquir- 
ing KACE Networks, a systems management 
appliance company whose products are geared 



toward healthcare, education, and government 
institutions and midsized enterprises. Following 
the acquisition, Dell plans to strengthen and 
expand its systems management offerings 
through KACE's KBOX family of appliances, 
which Dell says are highly capable and easy to 
deploy and use and will offer Dell's customers 
rapid returns on investment. Financial terms of 
the deal were not disclosed, but it is expected 
to close by the end of April. 

I New Intel Chip Promises Efficiency 

Although still a prototype, Intel researchers 
announced that they have created a processor 
that promises up to 41% more throughput than 
a comparable conventional core using the 
same amount of energy. The chip self-tunes on 
the fly, detecting and correcting voltage and 
temperature errors as well as problems caused 
by aging components. The chip uses adaptive 
circuits to eliminate cycle-wasting buffers 
known as guardbands, which have extra cycles 
available to account for normal fluctuations. 
The technology would, in theory, deliver better 
performance from a lower-rated processor, 
which has significant ramifications for commer- 
cial applications. 

I Funding For Supercomputer Research 

Backed by the G8, several countries, including 
the United States, Canada, France, Germany, 
Japan, Russia, and the UK, are financially sup- 
porting efforts to develop software for the next 
generation of supercomputers, following the 
recommendations of researchers who believe 
that open-source endeavors alone won't be 
sufficient to meet the technological needs of 
exascale computing. The countries are seek- 
ing project proposals until May, and the pro- 
gram will offer 10 million Euro, or about $13.6 
million, to selected projects. Supercomputers 
use complex 3D modeling to run simulations, 
and the G8 sees this technology as helpful for 



WATCH THE 

This information provides a quick glimpse of current and historical stock 
j^^^^ J^j^ prices and trends for 13 major companies in the technology market. 



Company 


Symbol 


Year Ago 


Feb. 4 $ 


Feb. 18$ 


% change from 
previous issue 


AMD 


AMD 


$2.12 


$7.19 


$7.95 


A 10.57% 


OA 


CA 


$17.12 


$21 .58 


$22.47 


A 4.12% 


Cisco Systenns 


CSCO 


$15.04 


$23.16 


$24.28 


A 4.84% 


Dell 


DELL 


$8.12 


$13.01 


$14.43 


A 10.91% 


Google 


GOOG 


$342.64 


$526.78 


$543.20 


A 3.12% 


HP 


HPQ 


$31.39 


$47.03 


$50.81 


A 8.04% 


IBM 


IBM 


$88.93 


$123 


$127.81 


A 3.91% 


Intel 


INTC 


$12.68 


$19.02 


$20.84 


A 9.57% 


McAfee 


MFE 


$29.59 


$36.94 


$40.31 


A 9.12% 


Microsoft 


MSFT 


$17.91 


$27.84 


$28.97 


A 4.06% 


Oracle 


ORCL 


$16.83 


$23.11 


$24.52 


A 6.10% 


Red Hat Software 


RHT 


$14.08 


$27 


$29.18 


A 8.07% 


Symantec 


SYMC 


$14 


$16.93 


$17.12 


A 1.12% 



researching climate change and other environ- 
mental issues. 

I Kodak Asks ITC 

To Investigate RIM, Apple 

Having accused RiM (Research in Motion) and 
Apple of patent infringement, Kodak has asked 
the U.S. international Trade Commission to 
investigate the allegations regarding image pre- 
view and resolution technologies found in the 
two accused companies' smartphones. Kodak 
filed a similar suit against Samsung in Decem- 
ber for using the same technology; that case 
ended in a cross-licensing deal between the two 
companies. Kodak says it is open to settlement 
talks with RiM and Apple, although it is request- 
ing that the iTC ban the two companies from 
importing devices featuring Kodak's technology. 
The iTC will set a target date for finishing the 
full investigation in the next 45 days. 




I ITU Projects 5 Billion Cellular Users 
In 2010 

According to the iTU (international Telecom- 
munication Union), the number of cell phone 
users will reach 5 billion this year, significantly 
exceeding the 4.6 billion subscriptions at the 
end of 2009. The increasing demand for sub- 
scriptions is attributed to advanced handset 
services and the demand for services such as 
mobile banking and health care in developing 
nations; in fact, the iTU says even the most 
basic mobile phones are proving to be helpful 
for advancing healthcare quality in developing 
countries, thanks to mobile broadband. Addi- 
tionally, the iTU says that if the same rate of 
growth continues, mobile Web access will sur- 
pass desktop PC Web access. 

I Malware-Ridden Spam On The Rise 

A recent report published by M86 Security shows 
that the number of attacks on social networking 
sites such as Facebook and Twitter significantly 
increased in the second half of 2009, as did 
spam messages containing malware. According 
to the report, more than 200 billion spam mes- 
sages—or 80 to 90% of all inbound email— were 
sent to organizations in 2009, while messages 
containing malware rose to 3 billion. M86 says 
that about 78% of spam is sent by the same five 
botnets, including Rustock and Pushdo, and that 
the attacks they perform have become much 
more sophisticated in the past year. 



NOTE: This information is meant for reference only and shiould not be used as a basis for buy/sell decisions. 
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I IBM Acquires Intelliden 

IBM announced recently that it has purchased 
Intelliden, a network automation software man- 
ufacturer that helps enterprises automate vari- 
ous manually managed network devices, such 
as hubs, routers, and switches. Financial terms 
of the deal were not disclosed, but IBM did say 
that it will integrate Intelliden technology into its 
Tivoli line in order to improve network service 
availability for its customers. 

1 100 Squared Initiative Revealed 

The U.S. Federal Communications Commission 
has announced its "100 Squared" initiative, 
which is the commission's plan to bring 100Mbps 
Internet service to 100 million households 
across the country as soon as 2020. The 100 
Squared plan, which was announced by FCC 
Chairman Julius Genachowski, is part of the 
FCC's National Broadband Plan that it plans to 
send to Congress in March. Genachowski, who 
announced the plan at a National Association of 
Regulatory Utility Commissioners conference, 
says that he wants the adoption rate of 65% to 
climb to 90% and that high school graduates 
should all be "digitally literate." 

I Health IT Gets Stimulus Funds 

The health information technology industry will 
get $975 million from the Recovery Act to help 
healthcare providers implement electronic in- 
formation technology, the Obama administra- 
tion announced. The Department of Health and 
Human Services will contribute $750 million 
through grants, and $225 million will come from 
the Department of Labor to help train health- 
care institutions. The plan will spread the money 
to more than 100,000 hospitals and primary 
care physicians by 2014. Additionally, 32 non- 
profit organizations will receive $375 million to 
build extension centers to assist regional doc- 
tors and hospitals. 

I Mobile Data Traffic Set To Explode 

According to Cisco's latest five-year Visual 
Networking Index Global Mobile Data Forecast, 
mobile users around the world now send and 
receive 1 60% more data than they did just one 
year prior. Even more startling is the compa- 
ny's prediction that mobile data traffic will multi- 
ply by about 39 times by 2014 (a compound 
annual growth rate of 108%) to an astounding 
40 exabytes per year. Most of the traffic in 
2014 will involve smartphones and air cards in 
notebooks, and about two-thirds of the data is 
expected to be mobile video. 

I Alcatel-Lucent Reports Q4 Profit, 
2009 Loss 

LTE and telecom vendor Alcatel-Lucent has 
announced its financial results for the fourth 
quarter and the whole of 2009. It was a modestly 
gainful quarter for the company, which posted a 
net profit of 46 million Euro on nearly 4 billion 
Euro in revenues, the latter off by almost 20% 
year over year. Still, the quarterly figures weren't 
enough to turn a down year into a profitable one 
for the company, which logged a 524 million 
Euro loss for 2009. Alcatel-Lucent expects LTE 
and IP sales to drive growth of up to 5% in 2010. 




I Qwest Q4 2009 Earnings Fall 

Qwest Communications announced its financial 
results for Q4 2009 and is attributing its 39% 
fall in earnings to more customers switching 
from landline telephones to mobile devices. 




Reportedly, landline use among Qwest con- 
sumers and small companies fell by more than 
12% to 6.8 million, while landline use among 
larger enterprises fell by 9% to 2.4 million. The 
Denver-based service provider had earnings of 
about $108 million for the quarter, or about 6 
cents per share. That's down from $177 million 
(10 cents per share) for Q4 2008. The compa- 
ny reported that revenue for the quarter dipped 
10% to about $2.99 billion. Qwest did add 4.5% 
more high-speed Internet customers for the 
quarter as well as 64,000 wireless subscribers 
and 23,000 satellite TV subscribers. 

I HPQ1 2010 Revenue Climbs 

HP is reporting an 8% revenue gain for the first 
quarter of fiscal 2010 vs. the same time period 
last year. The gain is credited partially to the 
market's continuing recovery from the global 
recession. For this fiscal quarter, HP reported 
$31 .2 billion in sales and a $2.3 billion net 
income, a 25% increase from last year. The 
company also increased its 2010 revenue pro- 
jections from a previous estimate of $1 18 billion 
to $1 1 9 billion up to $1 21 .5 billion to $1 22.5 bil- 
lion. HP's Enterprise Storage and Servers busi- 
ness racked up sales of $4.4 billion for the 
quarter, an 11% increase. Its Industry Standard 
Server revenue increased 27%, while blade 
server revenue rose 24%. Storage sales dipped 
3%, while Business Critical Systems revenue 
fell 22%. 

I Mobile Broadband 
To Grow Rapidly 

The GSM Association recent- 
ly reported that global carri- 
ers will spend about half of 
the $72 billion mobile infra- 
structure budget on boosting 
mobile broadband. North 
American carriers will spend 
80% of the $19 billion allocat- 
ed for infrastructure on mo- 
bile broadband. The Asia 
Pacific region and Europe 
will spend up to $34 billion 
and $14 billion, respectively. 
All global regions combined 
will spend about 52% of 
operator investment in mobile infrastructure. 
According to a GSMA spokesperson, the 
mobile industry is focusing on mobile broad- 
band because customers like being able to 
access any type of content whenever and 
wherever they want. The most popular mobile 
broadband technology among carriers is HSPA 
and HSPA+, which currently represent 200 mil- 
lion connections worldwide. By the end of the 
year, Europe will have created 120 million con- 
nections, followed by Asia Pacific with 116 mil- 
lion and North America with 58 million. 

I 2010 Silicon Valley Index Released 

Joint Venture and the Silicon Valley Community 
Foundation have released the latest edition of 
the Silicon Valley Index, which provides valu- 
able insight into the current state of the tech 
industry in Southern California. Many of the 
trends seen here also have implications for 
the global tech industry. According to the latest 
figures, 2009 was not kind to tech. San Mateo 
and Santa Clara counties (the heart of Silicon 
Valley) experienced a 5.8% decline in employ- 
ment between December 2008 and December 
2009, compared to a 3.8% decline for the rest 
of the nation. Innovation in the region also 
seems to be slipping, if only slightly; Silicon 
Valley-based patents declined less than 1% 
compared to last year, and commercial vacan- 
cies jumped by 33% in 2009. It's not all bad 
news, though: Businesses that provide "green" 
jobs and offer products and services designed 
to cut fossil fuel dependence, conserve re- 
sources, and eliminate pollution have increased 
by more than 50% since 1995, and between 
January 2007 and January 2008, green jobs 
increased by 8%. Silicon Valley represents just 



7% of California's population; however, it was 
responsible for 1 6% of total state revenues from 
personal income tax in 2008. 

I Motorola To Break 
Into Two Companies 

Motorola says it has started the process of sep- 
arating into two independent, publicly traded 
companies. Motorola's Mobile Devices and 
Home business will be headed by Dr. Sanjay 
Jha, and Greg Brown will head Motorola's 
Enterprise Mobility Solutions and Networks 
business. Jha and Brown are currently Moto- 
rola's co-CEOs. Brown says the split will pro- 
vide both companies a better opportunity for 
success. Under the plan, which should take 
place by the first quarter of 201 1 , both busi- 
nesses will use the Motorola brand, which will 
be owned by the Mobile Devices business and 
licensed royalty-free to the Enterprise Mobility 
Solutions group. The planned separation has 
the support of Motorola's board of directors. 

I Microsoft, Apple Sued Over 
Media Streaming Technology 

Israel-based Emblaze has filed suits against 
Apple and Microsoft contending that both com- 
panies manufacture products that infringe on a 
patent Emblaze has for its Live Streaming tech- 
nology. Emblaze says its patented technology 
is used in Microsoft's IIS Smooth Streaming 
system, which is used in Silverlight, and 
Apple's HTTP Live Streaming Application, 
which is used in the iPhone, iPod touch, 
and iPad and in OS X Snow Leopard. Both 
Apple and Microsoft have been extended 
offers to license the Emblaze technology. 

I EU Approves HP/3Com Deal 

The European Commission approved HP's 
acquisition of network equipment maker 
3Com after the commission concluded that 
the deal would not significantly hinder 
competition in Europe. HP announced its 
$2.7 billion bid to buy 3Com in November 
in an effort to expand its portfolio; better 
compete with Cisco Systems; and increase 
sales in the Chinese market, which gives 
3Com more than half of its $1 .3 billion in 
annual sales. The deal will also give HP a 
stronger presence in the converged data center 
market. HP expects the deal to close in the 
second fiscal quarter. 

I Icahn Substantially Cuts His Stake 
In Yahoo! 

According to a filing with the Securities and 
Exchange Commission, billionaire investor 
Carl Icahn dramatically reduced his share in 
Yahoo!. At the end of December, Icahn held 
about 12 million shares of the company, a 
substantial decrease compared to his more 
than 60 million shares at the end of Septem- 
ber. In 2008, he increased his Yahoo! shares 
amid Microsoft acquisition talks. When Mi- 
crosoft failed to acquire Yahoo!, he gained 
a seat on the company's board as part of a 
settlement that came after he fought to oust 
the search firm's board. In October, Icahn 
resigned from the board after Yahoo! signed 
a search deal with Microsoft. 

I January Search Market Results 

Digital market intelligence company ComScore 
has released its results for January search 
engine rankings. Google led the pack with 
more than 14 billion search queries on its sites 
and a 65.4% share of total Internet searches. 
Yahoo! placed second, attaining a 17% share 
of searches. Microsoft increased its share to 
1 1 .3% from December's 10.7%. Ask.com and 
AOL rounded out the top five. Although Micro- 
soft is trailing behind two search giants, it is the 
only company to have significantly increased 
its search market share in January. According 
to ComScore, prior to Bing's launch a year ago, 
Microsoft maintained only 8.3% of U.S. search 
market share. 
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Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you have an event you'd like 
listed, please send an email to 
feedback® processor.com. 



- FEBRUARY - 

Microsoft 2010: A Sneak Peak 
Feb. 26, 9:30 a.m. and 1 p.m. 
New Horizons Dayton 
1890 Commerce Center 
Fairborn, Ohio 
www.nhcomputerlearning.com 

- MARCH - 

ISSA Parsippany 

March 3 
Deloitte Services 
100 Kimball Drive 
Parsippany, N.J. 
nj.issa.org 



Data Center World 
March 7-11 

Gaylord Opryland Resort and Convention Center 

Nashville, Tenn. 
Data Center World is the largest global event of 

its kind and has been named one of the 50 
fastest growing tradeshows in the United States. 
It is the leading educational conference for data 
center professionals. To learn more about the 
event, visit www.datacenterworld.com 



AFCOM 

AITP Garden State 
March 9 
Jim Johnston's Steakhouse 
58 Eisenhower Parkway Mountain Plaza 
Roseland, N.J. 
tech.groups.yahoo.com/group 
/aitpgardenstatechapter 



PASS Wisconsin SQL Server User's Group 
March 9, 4:30 
Microsoft Office 
2176 Woodcrest Drive 

Green Bay, Wis. 
wisconsin.sqlpass.org 



AITP San Diego 
March 10, 5:30 p.m. 
National University-Kearny Mesa Campus 
3678 Aero Court 
San Diego, Calif. 
sandiego.aitp.org 



Greater Wheeling AITP 
March 10 
Wheeling, W.Va. 
www.aitp-wheeling.org 



ISSA San Diego 

March 10 
www.sdissa.org 



Southern New England 
SQL Server User's Group 
March 10 
www.snessug.com 



AITP Washington D.C. 

March 11, 6:30 p.m. 
Alfio's Restaurant 
4515Willard Ave. 
Chevy Chase, Md. 

aitpwashdc.ning.com 



ISSA Northeast Ohio 
March 1 1 

Cuyahoga County Library-Parma South 
7335 Ridge Road 

Parma, Ohio 
www.neoissa.org 



SQL Server Society of Las Vegas 

March 1 1 
The Learning Center of Las Vegas 
777 North Rainbow 
Las Vegas, N.V. 
sssolv.com 



AITP Pittsburgh 
March 15 
Slovak Catholic Sokol 
205 Madison St. Road 
Venetia, Pa. 
www.aitp-pgh.org 
AITP's Association 
Outstanding Chapter Award Winner 



For more Upcoming IT Events, see page 6. 
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The Processor Product Releases section 
includes brief overviews of data center products. 

All products listed have been released recently, so use this section to get 
up-to-date with what's new on the market and to find products you need. 



Clients 



■ BenQ V Series 

BenQ announced nine V Series LED- 
backlit monitors. The energy-efficient V 
Series ranges from 18.5 to 24 inches in 
diagonal screen size and features Senseye 
Human Vision Technology, HDMI 1.3, and 
a headphone jack. The V Series models are 
14 to 15mm thin and Energy Star 5.0-rated. 

■ Brady Worldwide NetDoc 2.0 

Brady Worldwide announced NetDoc 
2.0, its Web-enabled network cable man- 
agement solution. NetDoc2 allows users 
to document, label, and manage their net- 
work assets with one easy-to-use system. 
2.0 includes features such as rack docu- 
mentation, where users can define infra- 
structure by asset, termination hardware, 
or backbone cables. Users can search for 
a specific asset by circuit ID or extension 
or by tracing cable connections through 
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racks and other components. NetDoc2 
also features a simple Microsoft Excel 
import/export tool that lets users import 
data and read network data from NetDoc. 
For more information on this product, see 
page 25. 

■ Datawatch l\/lonarch Business Intelligence 
Enterprise Server 

Datawatch announced the release of the 
Monarch Business Intelligence Enterprise 
Server, which lets enterprises store and 
transform ERP, CRM, and accounting doc- 
uments into browser-based spreadsheets for 
online use. Enterprise Server features 
include ES Report, ES Collaboration, ES 
Extended Annotation, ES Report Search, 
and ES Spreadsheet. 

■ Ensim SharePoint Manager 

Ensim added SharePoint Manager to its 
Ensim Unify Enterprise Edition suite. 
SharePoint Manager, which provides provi- 
sioning, management, and compliance 
tools, will support SharePoint 2007 and 
the upcoming SharePoint 2010 versions. 
SharePoint Manager's features include 
automated provisioning of SharePoint sites, 
management of user permissions to meet 
compliance goals, group management, and 
real-time user and resource reporting. 

■ Fujitsu fi-6800 

Fujitsu released the fi-6800 scanner fea- 
turing scanning speeds of 130ppm at 200 or 
300 dpi. The iMFF (Intelhgent Multi-Feed 
Function) can instantly detect multilayer 
documents. Fujitsu's alQC (Automatic 
Image Quality Checker) marks any docu- 
ments with missing data. Other features 
include an LCD navigation panel, an auto- 
matic stacker, and full software suite. 

■ Glacier Computer M300 & M305 

Glacier Computer released the M300 and 
M305, two ruggedized M3 Series handheld 
computers for collecting data in harsh envi- 
ronments, including warehouses and retail 
and field settings. Both models have an 



IP65 rating, run Windows Mobile 6.1 
Professional, include an optional RFID 
reader, and are available with ID or 2D 
variable range scanners. 

■ InFocus IN2100 & IN3100 Projector Series 

InFocus announced projectors in its 
IN2100 and IN3100 series. The projectors 
feature increased zoom capabilities, vivid 
color, and 3,000 to 3,500 lumens. The 
IN2100 starts at $599 and features a long- 
life lamp, and the IN3100 starts at $1,499 
and features HDMI capabilities. 

■ Micro Focus Server Express Remote 
Development Option 

Micro Focus unveiled its Server Ex- 
press Remote Development Option, which 
is a development environment designed 
for organizations creating and support- 
ing Micro Focus COBOL applications 
for Unix and Linux servers. The offering 
lets users remotely develop, debug, and 
test core COBOL applications in a power- 
ful Eclipse IDE (Integrated Develop- 
ment Environment). 

■ Oce VarioLink 2222c MFP 

Oce announced the VarioLink 2222c 
multifunctional printer designed to offer a 
variety of color and black-and-white print- 
ing options for offices. Features include 
mobile wireless printing via Bluetooth; the 
ability to print and scan from a USB flash 
drive; and finishing options such as folding, 
stapling, and booklet making. 

■ SGI Cyclone Cloud Computing Service 

SGI released its large-scale on-demand 
cloud computing service called Cyclone. 
Cyclone supports fluid dynamics, finite 
element analysis, computational chem- 
istry, computational biology, and ontolo- 
gies. Cyclone comes in SaaS and laaS 
models. Cyclone supports Novell, SUSE, 
and Red Hat Linux, in addition to SGI 
ProPack, Altair PBS Professional, and 
SGI ISLE. 



Messaging & Telephony 



■ B Labs Bopup IM Software 

B Labs announced new pricing for the 
Bopup IM software. The program is engi- 
neered to let its business users communicate 
via instant messaging and other real-time 
communication services. It also offers 
Bopup Communication Server server-side 
software free to small businesses and enter- 
prises that only want a few IM clients. 

■ CounterPath Bria 3.0 

CounterPath released Bria 3.0, its multi- 
media communications softphone. Bria 
3.0 is based on Windows Presentation 
Foundation and .NET for Windows and 
Cocoa for Mac. Bria's latest features 
include 1,280 x 720 HD video support; a 
simplified user interface; and Presence 
Alert, which notifies the user when a con- 
tact changes his or her presence status. 
Security features have also been enhanced, 
including extended support for network 
topologies and an improved firewall. Bria 
can be purchased on CounterPath' s Web 
site for $49.95 for a single copy. Additional 
volume pricing is also available. 

■ EMC SourceOne Solutions 

EMC unveiled its SourceOne solutions 
for archiving, retention, and e-discovery 
within Exchange 2010. EMC handles high 
volumes of PST and email files; it can also 



archive and preserve inactive messages. 
The solution bundle includes EMC Source- 
One Email Management for seamless 
archiving and EMC SourceOne eDiscovery- 
Kazeon for automated identification and 
electronic preservation. 

■ Siemens Enterprise Communications 
Group OpenScape Voice 4 

Siemens Enterprise Communications 
Group released OpenScape Voice 4, a soft- 
ware-based voice solution that features 
OpenScape Branch and OpenScape Con- 
cierge. OpenScape Branch supports seam- 
less voice services and a session border 
controller for SIP trunking. OpenScape 
Concierge is a unified communications 
application that offers call queue and direc- 
tory integration services. 

■ Valicom Clearview 

Valicom released Clearview, a software 
solution designed to help customers man- 
age and cut telecom expenses. It offers 
expense management through visibility, 
control, and financial savings. Clearview 
can perform bill audits, bill payments, and 
contract negotiations and track changes to 
telecom inventory for enterprises. Addi- 
tionally, it offers complex reporting and 
trending technology. 

■ vBrick VBoss 2.0 

vBrick released the VBoss 2.0 for video- 
based Webinars. It's designed to give users 
the freedom to create a personal video 
player utilizing 30 Flash and Windows 
Media Player options. Features include the 
VBrick Network Appliance, Internet 
streaming bandwidth, file storage, person- 
alized viewing pages, and remote manage- 
ment capabilities. 



Networking & VPN 



■ 2X Software ApplicationServer 
& VirtualDesktopServer Version 8 

2X Software released Version 8 of its 
ApplicationServer and VirtualDesktop- 
Server. The latter can publish any Windows 
application or virtual desktop to remote 
devices (thin clients and Windows, Mac, and 
Linux PCs) without having to install applica- 
tions or desktops to the local device. The 
company says the releases will let system 
administrators deploy and manage VDI ses- 
sions and thin clients from one management 
source for the first time. 

■ Absolute Software Absolute Manage 

Absolute Software announced Absolute 
Manage, its cross-platform IT asset manage- 
ment solution that offers enterprises a simple 
way to manage PC and Mac devices from a 
single interface. Previously called LANrev, 
Absolute Manage' s features include applica- 
tion and license management, automated 
patch management, and asset inventory. 

■ Agito Networks Global Enterprise 

Agito Networks announced Agito Glob- 
al Enterprise, which includes Agito' s 
RoamAnywhere Mobility Router 4.0. It's 
designed to help enterprises mobilize 
voice and UC programs in order to boost 
productivity and cut costs for mobile 
workers. It uses 3G technology, cellular 
data connections, and Wi-Fi to enable 
calls and applications. 

■ AlterPoint NetworkAuthority Automation 7.0 

AlterPoint released NetworkAuthority 
Automation 7.0, its policy-change and 



configuration management solution. The 
offering features an enhanced visual navi- 
gator, which provides on-demand visual- 
ization of network topology; increased 
device support; a redesigned operations 
environment; and core enhancements such 
as performance, scale, and versatility. 

■ Barracuda Networks Barracuda Load 
Balancer Firmware Release 3.1 

Barracuda introduced the latest firmware 
for the Barracuda Load Balancer, which 
adds global server load balancing and 
Layer 7 content routing. Firmware Release 
3.1 is available for Barracuda Load Bal- 
ancer models 440 and 640. The Barracuda 
Load Balancer starts at $1,499. 

■ BLADE Network Technologies UFA 

BLADE Network Technologies announced 
its UFA (Unified Fabric Architecture), a fabric 
designed to reduce the cost and complexity 
involved with the deployment of physical and 
virtual data center infrastructure. Features 
include the BLADEOS operating system, 
VMready network virtualization extensions, 
vNIC converged fabric extensions. Smart 
Server Control, and FabricHarmony manage- 
ment software. 

■ BlueLock CloudSuite 

BlueLock announced BlueLock Cloud- 
Suite, which offers a variety of laaS envi- 
ronments designed to meet the requirements 
of individual applications. The suite, which 
offers a mix of both private and public 
solutions, includes BlueLock vCloud 
Express, Virtual Cloud Professional, Virtual 
Cloud Enterprise, and virtual private cloud 
solutions. 

■ Citrix Systems XenDesktop 4 

Citrix Systems announced the latest 
version of its Citrix XenDesktop, which is 
now capable of supporting up to 125 
VDI-based desktops, 500 hosted shared 
desktops, and 5,000 local streamed desk- 
tops from a single physical server. Xen- 
Desktop' s latest scalability improvements 
are attributed to Intel's Xeon 5500 
processors and the company's FlexCast 
delivery technology. 

■ Enterasys HiPath Wireless v7 

Enterasys announced that it has enhanced 
its HiPath Wireless portfolio. HiPath 
Wireless version 7 allows administrators to 
create global, role-based priority and access 
policies that are universally applied; assign 
traffic-forwarding rules for users and 
groups; limit data flows; and control admis- 
sion on a per-user and per-SSID basis. 

■ FrontRange Solutions Discovery 9 

FrontRange Solutions announced Dis- 
covery 9, a tool to find and track virtual IT 
assets across a network. Designed to offer 
a multifaceted approach. Discovery 9 
features the ability to automatically detect 
and audit virtual servers, desktops, and 
applications, including those on thin client 
servers. The tool supports several VMware 
iterations as well as Microsoft Hyper-V 
(Windows 2008). 

■ Juniper Networks Silicon 

Juniper Networks released a next genera- 
tion of silicon it says will let customers 
upgrade existing T Series Core Routers to a 
full-duplex slot capacity of 250Gbps. The 
company says the improvement will allow 
for a total of 4Tbps capacity in one half- 
rack system, thus letting customers continue 
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to scale T Series routers with future service, 
subscriber, and bandwidth growth. 

■ Kaseya 2 System Management Tools 

Kaseya announced a Kaseya 2 line of 
products that includes an updated engineer- 
ing framework, apps, SaaS options, and 
advanced features allowing the company to 
scale up or down to meet needs in such seg- 
ments as SOHO, Break/Fix IT service 
providers, remote support and troubleshoot- 
ing providers, SMEs, managed service 
providers, corporate IT departments, and 
IT outsourcers. 

■ LANDesk Software Asset Lifecycle 
Manager 4.0 

LANDesk Software announced the Asset 
Lifecycle Manager 4.0, a tool designed to 
help enterprises better manage their IT 
assets, generate faster ROI, reduce risk, and 
increase productivity. Features include 
complete software access management, 
data center readiness, and increased inte- 
gration and control over software licenses. 

■ Lantronix XPort Pro 

Lantronix introduced its XPort Pro, 
which is an extremely compact embedded 
Ethernet networking and compute module 
that supports Linux and IPv6. The XPort 
Pro's leading-edge architecture, 32-bit pro- 
cessing power, and ample memory allow 
resource-intensive applications to be 
deployed on a single platform. It handles 
demanding applications, allowing for flexi- 
bility and customization. 

■ Napatech Mobile Data Network Monitoring 

Napatech announced additional mobile 
network technology designed to help cus- 
tomers with managing and troubleshooting 
IP-based mobile data networks. The fea- 
tures added to its real-time network analy- 
sis adapters include support for IPv6 and 
support for automatic recognition of tun- 
neling protocols (such as SCTP, GRE, 
and GTP). 

■ Netcordia NetMRI 

Netcordia announced that its NetMRI 
will provide support for Cisco's line of 
Nexus products, including the lOOOv, 5000, 
and the 7000. Network managers can use 
NetMRI to control configuration and 
changes attributed to networking devices 
and perform a holistic analysis of configu- 
ration and policy violations. 

■ Paragon Software Group 
Virtualization Manager 2010 Personal 

Paragon Software Group released Paragon 
Virtualization Manager 2010 Personal, 
which provides a set of tools to perform 
migration operations to virtual machines. 
Supported virtual machines include Sun 
Virtual Box, Microsoft Virtual PC 2007 and 
Virtual PC 7, VMware Player and Work- 
station 4.0-7.0, and Fusion 1.0-3.0. Paragon 
Virtualization Manager 2010 Personal also 
includes technology to connect an offline 
virtual disk and work with it as if it is an 
ordinary physical disk performing various 
disk operations and other virtualization 
operations to ease day-to-day usage of virtu- 
al machines. The program can also solve 
boot problems after an unsuccessful migra- 
tion attempt by a third party. 

■ Riverbed Steelhead 7050 

Riverbed unveiled the Riverbed Steel- 
head 7050 WAN optimization appliance 
that features SSDs and datastore fault toler- 
ance. The Steelhead 7050L uses 14 SSDs 
to enhance up to 75,000 concurrent TCP 
connections, while the 7050M's 28 SSDs 
help it handle up to 100,000 concurrent ses- 
sions. The fault tolerance feature provides 
disaster recovery and replication. 



■ SolarWinds Orion NetFlow 
Traffic Analyzer 3.6 

SolarWinds released the latest version of 
its SolarWinds Orion NTA (NetFlow 
Traffic Analyzer), a product that provides 
views of NetFlow, J-Flow, and sFlow data 
while performing CBQoS monitoring. 
Orion NTA 3.6' s features include Top 
Talker Optimization (identifies bandwidth 
consumption), advanced application map- 
ping, and customizable rate-based charts. 

■ Specops Software Specops Deploy 4.0 

Specops Software released Specops 
Deploy 4.0, which includes capabilities for 
OS deployment, software deployment, and 
virtual deployment. OS deployment is based 
on standard components, and it handles the 
components using existing infrastructure. 
With the software deployment, enterprises 
have full use of existing investments in 
Group Policy. For virtual deployments, 
Specops can manage Microsoft App-V. 

■ Userful Multiplier V.3.7 

Userful released Userful Multiplier 
V.3.7, software that turns one computer 
into 10 virtual desktops. Userful Multiplier 
supports each user with his own monitor, 
keyboard, and mouse. It features automated 
configuration and provides multimedia per- 
formance for full-motion, full-screen video. 
V.3.7 also offers expanded multilingual 
support and improved USB device support. 



Physical Infrastructure 



■ Atlas Sales & Rentals MovinCool Office 
Pro 12 Portable Air Conditioner 

The MovinCool Office Pro 12 portable air 
conditioner from Atlas Sales & Rentals is a 
portable, self-contained tool designed to 
deliver spot air conditioning to serv- 
er rooms. The compact Office Pro 12 
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measures 44 x 21 x 27 inches and features 
the environmentally friendly R-410A refrig- 
erant, which is designed to help prevent 
ozone depletion and complies with the 
HVAC industry's regulations. Other features 
include 11,800 BTU per hour of cooling 
capability; a programmable digital con- 
troller; and 115V power for easy compatibil- 
ity with common, existing infrastructure. 
Atlas has a full line of portable air condition- 
ers available for rent or purchase. 

■ FireXonline OnGard 
Fire Protection System 

FireXonline introduced the OnGard Fire 
Protection System, which is a self-contained 
fire-extinguishing device that delivers fire 
suppressant directly to localized fires auto- 
matically within 10 seconds. OnGard' s tank 
and heat-sensitive tubing are filled with a 
pressurized EPA-approved fire suppressant 
that forcefully ejects when the tubing melts. 




OnGard 



effectively killing the fire at its source and 
preventing the fire from propagating 
throughout the data center. FireXonline' s 
OnGard can protect locations as small as 25 
cubic feet and areas up to 150 cubic feet in 
size. Pricing starts at $650. For more infor- 
mation on this product, see page 9. 

■ Optima EPS E-TR Cases 

Optima EPS announced its line of E-TR 
transit rack cases, which are designed to 
transport electronic systems through rugged 
environments. The cases are MIL-STD 
810F-compliant and IP65-rated. E-TR cases 
are stable in temperatures from -40 degrees 
Fahrenheit to 158 F. The rotomolded cases 
feature a stainless steel 19-inch rack frame 
that is supported on anti vibration mounts. 

■ ProSource Technical Service Pro-Tek 
Contamination Control Entrance Mats 

ProSource Technical Service's Pro-Tek 
Contamination Control Entrance Mats are 
designed to protect important equipment by 
helping to eliminate dust and keep it and 
other contaminants from getting into data 
centers, clean rooms, and labs. Available in 
blue, gray, or white, the mats measure 36 x 
45 inches and are sold in cases of four 




mats. Pro-Tek Contamination Control 
Entrance Mats feature a low-profile design 
and durable construction to withstand 
heavy foot and equipment traffic. And, 
with 60 sheets per mat, the mats can help 
cut down on maintenance costs. For more 
information on this product, see page 15. 

■ Temperature® lert Cellular Edition 

Temperature @lert announced the Tem- 
perature @lert Cellular Edition device, which 
alerts system administrators when it's too hot 
or cold in a server room, protecting valuable 
information and assets. With the Cellular 
Edition device, users will receive emails, 
texts, or phone calls if the temperature climbs 
too high or drops too low. It requires no 
installation or setup, simply plug the device 
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into an electrical outlet and it begins trans- 
mitting data to Temperature @lert's online 
Dashboard. Additionally, the device is bun- 
dled with a rechargeable battery to keep the 
unit operating even if the power goes out. 
You can monitor the current conditions or 
the temperature history whenever you'd like 
from any Web browser or the free Tem- 
perature @lert iPhone app. For more informa- 
tion on this product, see page 9. 

■ Universal Networking Services Critical 
Facility Energy Profiles 

Is your data center power and cooling 
under control? Are capacity increases and the 
rising cost of electricity giving you a 
headache? Improve energy efficiency with- 
out sacrificing reliability. Universal Net- 
working Services' Critical Facility Energy 
Profiles analyze seven key areas of data cen- 
ter infrastructure. UNS evaluates your power, 
cooling, enclosures, fire suppression, securi- 
ty, management, and personnel to establish 
the baseline for energy efficiency. A compre- 
hensive "report card" documents existing 




challenges and offers solutions that can be 
implemented in phases. The optimal use of 
resources begins with a plan. Critical Facility 
Energy Profiles are available in three pack- 
ages: Basic, Premier, and Elite. Call this 
month to receive a special offer. For more on 
this company, see page 13. 



Security 



■ Advanced Software ReACT v3.0 

Advanced Software released version 3.0 
of ReACT, its password reset and synchro- 
nization software. Version 3.0 features an 
interactive dashboard that allows adminis- 
trators to view live user activity on one 
screen, and it offers improved access via 
password reset and help desk panels. 

■ Astaro Security Gateway 

Astaro announced an updated licensing 
model for the Astaro Security Gateway, 
which is designed to offer new ways to 
deploy unified threat management solu- 
tions. With this model, the Security 
Gateway platform can be deployed in hard- 
ware appliances, software appliances, 
and VMware-ready virtual appliances. 
Available applications include Network 
Security, Web Security, and Mail Security. 

■ Barracuda Networks NG Firewall 

Barracuda Networks unveiled the Bar- 
racuda NG Firewall virtual and hardware 
appliance that enables users to protect their 
network infrastructure, improve perfor- 
mance across the network, and ease net- 
work administration. The Barracuda NG 
Firewall is capable of Web and email filter- 
ing, intrusion prevention. Layer 7 applica- 
tion profiling, and network access control. 

■ CRYPTOCard BlackShield ID 2.6 

CRYPTOCard announced the latest ver- 
sion of its BlackShield ID authentication 
platform. Version 2.6 adds an array of non- 
hardware authentication token options to pro- 
vide companies with more flexibility in 
system access. The first option is GrIDSure's 
Zero Deployment Authentication token, 
for which each user chooses a personal 
identification pattern as a password. Next is 
an MP-1 token for Java ME mobile phones, 
which can generate PIN- secured one-time 
passwords. Then there's an MP (multi- 
platform) token with two-factor authentica- 
tion for SafeStick secure USB flash drives 
as well as various SMS options, including 
Challenge/Response, Single Sign On, No 
Waiting, and No Waiting Plus. 

■ Imperva Data Security Appliances 

Imperva announced models of its hard- 
ware appliances that it says will help enter- 
prises better serve their data security needs. 
The releases include five X-series data secu- 
rity appHances (XIOOO through X6500) and 
two M-series appliances. The appliances 
include such features as more than 50% 
increases in storage capacity as well as easier 
management and deployment abilities aimed 
at helping enterprises better protect and audit 
more Web applications and databases while 
also reducing internal and external hacking 
threats. Beyond streamlined network designs 
and the easier replacement of components in 
the field, the appliances feature factory SSL 
acceleration integration. 

■ InfoExpress CyberGatekeeper 
NAC Policy Server 

InfoExpress released the virtualized 
version of the CyberGatekeeper NAC 
Go to Page 6 
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AITP Southwest Missouri 
IVIarch 16 
Springfield, IVIo. 
aitpspringfield.org 



ISSA St. Louis Chapter 
IVIarch 16 
St. Louis, Mo. 
stl.issa.org 



Oklahoma City AITP Chapter 
March 16 
Oklahoma City, Okla. 
www.aitp.org/organization/chapters 
/chapterhome.jsp?chapter=40 



AFCOM Central Ohio 
March 17 
Columbus, Ohio 
www.afcomcentralohio.org 



AITP Lehigh Valley 
March 17 
Fleetwood, Pa. 
www.lv-aitp.org 



AITP Northeastern Wisconsin Chapter 
March 17, 4:15 p.m. 
Holiday Inn Select 
150 S. Nicolet Road 
Appleton, Wis. 
new.aitp.org 



AITP Atlanta 
March 18, 5:30 p.m. 
Crowne Plaza Atlanta Perimeter NW 
6345 Powers Ferry Road NW 
Atlanta, Ga. 
www.aitpatlanta.org 



AITP Greater Boston 
March 18 
Phillip's Old Colony House 
Dorchester, Mass. 
www.bostonaitp.org 



ISSA Upstate South Carolina 
March 1 9 
NuVox 

301 N. Main SL, Suite 5000 
Greensville, S.C. 
www.upstate-issa.org 



What's New In SQL Server 2008 R2 
March 19, 2 p.m. 
New Horizons Dayton 
1890 Commerce Center 
Fairborn, Ohio 
www.nhcomputerlearning.com 



ISSA Des Moines 
March 22 
3920 SW Camden Circle 

Ankeny, Iowa 
www.issa-desmoines.org 



AITP Long Island 
March 23 
www.aitp-li.org 



ISSA New England 

March 23 
Weymouth, Mass. 
www.issa-ne.org 



ISSA Baltimore 
March 24, 4:30 p.m. 
Sparta Inc. 
7110 Samuel Morse Drive, Suite 200 
Columbia, Md. 
www.issa-balt.org 



AITP California Southland 

March 24 
www.aitpcalsouthland.org 



AITP Akron 
March 30 
Akron, Ohio 
www.akron-aitp.org 

ISSA Inland Empire 
March 30, 11:30 a.m. 
Coco's Restaurant and Bakery 
60 West Foothill Blvd. 
Upland, Calif. 
ie.issa.org 



VMware vSphere: Install, Configure, Manage 
Class 
March 30, 9 a.m. 

Platform Labs 
1275 Kinnear Road 

Columbus, Ohio 
www.platformlab.org 
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Continued from Page 5 
(Network Access Control) policy server. The 
CyberGatekeeper assists InfoExpress cus- 
tomers in allocating their server resources on 
virtual hosted platforms. By only allowing 
authorized devices and reporting rogue end 
points, the CyberGatekeeper quarantines end 
points for remediation. The appliance man- 
ages the network through Dynamic NAC 
enforcement and a filter bridge for in-line 
traffic. Overall features and capabilities of 
the InfoExpress CyberGatekeeper include 
802. 1 AVindows domain authentication, auto- 
matic remediation, end point compliance, 
SSL VPN enforcement (with support for F5, 
Juniper, Aventail, and Nortel), continuous 
monitoring, guest support, and centralized 
configuration updates. 

■ Overland Storage & Mobotix AG Unified 
l\/lanagement Console 

Overland Storage and Mobotix AG intro- 
duced a unified management console to 
simplify the deployment of video surveil- 
lance and archive systems. The companies 
have integrated Overland' s SnapServer 
NAS products into the configuration of 
Mobotix IP camera systems to improve 
management, flexibility, and scalability, 
which is ideal for hotels, retail shops, park- 
ing structures, and multitenant buildings. 

■ SymSoft ControlPanelGRC Batch Manager 

SymSoft released ControlPanelGRC 
Batch Manager, a module that's part of 
SymSoft' s ControlPanelGRC second-gen- 
eration suite of GRC applications. It creates 
a centralized infrastructure that simplifies 
complex batch job scheduling. It also auto- 
matically provides users with documenta- 
tion showing if batch jobs ran, whether or 
not they were successful, and what was car- 
ried out to fix any issues. 

■ Trend Micro Worry-Free Business 
Security Services 

Trend Micro introduced its Worry-Free 
Business Security Services. The subscrip- 
tion-based, hosted service solution allows 
small enterprises to reduce the time spent on 
server management and updates, while still 
having control through a Web-based console. 
Users can manage and monitor PCs (even 
those that aren't connected to the network). 

■ Websense TRITON 

Websense announced TRITON, a unified 
security architecture that combines the 
Websense Web Security Gateway, Web- 
sense Data Security Suite, and Websense 
Email Security into one platform. The tool is 
designed to help protect organizations' data 
from blended threats and targeted attacks 
while reducing administrative costs and 
complexity. Features include TruContent 
intelligence, which involves real-time analy- 
sis and classification of inbound and out- 
bound content for protection from inbound 
threats and outbound risks, and TruHybrid 
technology, which provides unified policy 
management and reporting infrastructure. 



Servers 



■ IBM Power? Systems 

IBM announced Power? systems that are 
designed to manage applications ranging 
from smart electrical grids to real-time ana- 
lytics for financial markets. The systems, 
which can perform millions of transactions 
in real time while monitoring energy usage, 
include the Power 750 and 755 (now ship- 
ping) and 780 and 770 (shipping March 16). 



Storage 



■ Buffalo Technology LinkStation Mini 

The palm-sized LinkStation Mini is a 
NAS with room for two 2. 5 -inch drives. 



Available in 500GB ($229.99) and 1TB 
($329.99) versions, the device supports 
RAID types and 1, Active Directory, 
remote power-on, SFTP remote access, 
UPS alerting, DLNA, external USB drives, 
and permission settings by user or group. 

■ IceWEB Iplicity Unified Storage Platform 

IceWEB's Iplicity Unified Storage Plat- 
form now offers a true converged storage 
environment. Customers can enjoy storage- 
area networks, network-attached storage, 
and direct-attached storage by simply using 
one program. A broad range of protocols is 
provided so customers can connect to a 
variety of storage resources. 

■ InMage 

InMage is a disk-based recovery platform 
that supports backup, disaster recovery, and 
automated application failover/failback. It 
combines continuous data protection, hetero- 
geneous asynchronous replication, and WAN 
optimization into a single solution to elimi- 
nate backup impacts on production environ- 
ments, minimize data loss and recovery 




times, improve recovery reliability, and 
support long-distance disaster recovery 
configurations. InMage captures data 
changes in real time, providing a rollback 
capability to any time of day or event within 
an application. InMage automates recovery 
for applications such as Microsoft Exchange, 
SQL, SharePoint, Oracle, and others and 
supports heterogeneous servers, storage, and 
storage architectures in physical or virtual 
machine environments. For more on this 
product, see page 33. 

■ Isilon S-Series & X-Series 

Isilon announced that it has integrated 
SSDs (solid-state drives) into its S-Series 
and X-Series scale-out NAS product lines. 
The products, called 5000S-SSD, lOOOOX- 
SSD, and 32000X-SSD can be used in 
combination with Isilon' s OneFS operating 
system to deliver cost-effective scalability, 
faster performance, and more diverse flexi- 
bihty. 

■ LaCie Rugged eSATA 

LaCie launched its Rugged eSATA, 
which is a mobile external hard drive that 
utilizes a Power eSATA interface and is 
ideally suited to harsh environmental condi- 
tions. The Rugged eSATA supports transfer 
speeds of up to 90MBps and is available in 
500GB capacities starting at $159.99. 

■ Nasuni Filer 

Nasuni released Nasuni Filer, a gateway 
to the company's cloud storage provided 
via a virtual NAS file server running on 
VMware and using cloud resources to 
make file storage and protection easier. 
Filer lets midmarket- sized enterprises pay 
only for storage they need. Advanced 
caching; snapshot and deduplication tech- 
nologies; and file access, storage, and pro- 
tection management are included. 

■ QNAP Systems Turbo NAS TS-239 Pro II 
&TS-439 Pro II 

QNAP Systems announced the two latest 
additions to its Turbo NAS lineup for cor- 
porate users and SMEs. The 2-drive TS-239 
Pro II and 4-drive TS-439 Pro II come with 
single-core Intel Atom D410 processors. 



support for VMware vSphere4 ESX 4.0 vir- 
tualization, and version 3.2 of the QNAP 
NAS management software. 

■ Seagate Savvio 10K.4 

Seagate's latest 2.5-inch server drive push- 
es the category envelope with up to 600GB 
of capacity and a 2 million-hour MTBF 
(mean time before failures) rating. The 
10,000rpm Savvio 10K.4 comes with the 
PowerChoice idle state energy-saving fea- 
ture, plus in-flight data protection and option- 
al SED (self-encrypting drive) capabilities. 

■ Spyrus Secure Pocket Drive 

Spyrus unveiled the Secure Pocket Drive, 
a USB device that turns a microSD card (2 
to 16GB available with purchase) into a 256- 
bit XTS-AES hardware-encrypted portable 
desktop. Using Windows Embedded Stan- 
dard 2009, the Secure Pocket Drive lets you 
use any PC securely without leaving a trace. 
It supports Suite B On Board and has anti- 
tampering features. 

■ STORServer Reporter v2.5 

STORServer announced the latest iteration 
of its STORServer Reporter software, which 
delivers comprehensive Tivoli Storage 
Manager environment monitoring. STOR- 
Server Reporter v2.5 lets users gather live 
data and perform analysis, reporting, and 
trending functions on critical backup servers 
and clients with the press of a button. Fea- 
tures include asset management, dynamic 
performance reporting, departmental charge- 
back capabilities, and trending analysis that 
predicts resource conformity and TSM envi- 
ronmental constraints. STORServer Reporter 
v2.5 will be available next month starting at 
$4,000 for the first TSM server and $2,000 
for each additional TSM server. Reporter is 
compatible with TSM server releases 5 and 6. 

■ Synology DiskStation DS710+ 

Synology released a scalable, 2-bay busi- 
ness NAS server. With the addition of an 
expansion enclosure, it becomes a 7-drive 
system with a 14TB maximum capacity. 
The Intel Atom D410-based DiskStation 
DS710+ also helps small to midsized enter- 
prises with storage and file management 
problems as well as media streaming, back- 
up, email, and media server functions. 



Services 



■ EEC Data Center Assessment Services 

Electronic Environments Corp.'s Data 
Center Assessment Services help evaluate 
the capability of your data center's or server 
room's power and cooling infrastructure. 




EEC offers three assessment levels, each 
offering increasing levels of information 
about your facility. Level 1 assessments 
provide an inventory of power and cooling 
equipment and offer recommendations for 
improvement. Level 2 assessments offer 
room scale and utilization information about 
power and cooling capacity as well as a 
rack-level cooling analysis and infrared 
imaging. The Level 3 assessment provides a 
complete power and cooling analysis based 
on measured electrical distribution load 
readings at the rack level. Services such as a 
CFD analysis, single point of failure analy- 
sis, or power quality analysis can be added 
to any assessment. For more information on 
this service, see page 41. 



Research shows that installing 
HotLok Blanking Panels can help 
data center managers free up 29.5% 
of CRAH unit capacity to achieve up 
to 29% reduction in annual operat- 
ing costs and simple payback in 
a few months. 
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Seal the Floor 

Prevent costly bypass airflow with 
KoldLok® Raised Floor Grommets. 



Studies show that installing KoldLok 
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CRAC units at an annual operating cost of 
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Real air-intake temperatures in an actual 
data center before and after installing 
KoldLok products. 
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Cloud's Key Considerations 



Continued from Page 1 
are additional resources and/or specialties 
required? What is the anticipated growth, and 
how should the new environment be config- 
ured to accommodate that projection? 

The move to cloud-based services can 
seem inevitable for parts of many data cen- 
ters, but Vyas recommends taking a careful 
approach that involves thoroughly analyz- 
ing your needs from the cloud, including 
the kind of service your application pro- 
vides, the sensitivity of the data, through- 
put, and availability. 

"This step will help you frame your 
requirements for the remaining issues," he 
says. "If the application is an internal appli- 
cation, it is also important to evaluate the 
application itself. So if a sensitive applica- 
tion with high availability needs to be 
implemented in a cloud environment, the 
security, controls, and infrastructure are 
very important considerations." 

Assess Availability 

Organizations considering cloud comput- 
ing should examine availability issues with 
any potential cloud provider. For example, 
if the provider's physical infrastructure 
does not support redundancy through the 
use of multiple network providers, onsite 
UPSes, and fuel storage, it's tough to 
expect high availability. Availability can be 
a tricky component to assess, so Vyas 
stresses the need to understand how it is 
measured and reported. 



"If the provider's definition of availabili- 
ty is different than yours, there will be 
problems later. It is important to ensure that 
the provider measures availability in a fash- 
ion similar to your users accessing the 
cloud application," Vyas says. "For 
instance, if your users are in Europe, North 
America, and APAC, the provider should 
measure the application availability from 
all these locations. Reports on application 
availability should be available readily." 

Vyas adds that once an application is 
available in the cloud, end users and busi- 
ness owners will measure it only by their 
experiences. As such, if the application is 
slow to respond or isn't available at all, 
the business can be affected. By its 
nature, cloud computing can keep costs 
relatively low by using a shared infra- 
structure, but that same infrastructure can 
impact throughput and availability during 
peak loads. 

In terms of security, Vyas says more 
questions are required to help make a final 
determination on a cloud provider — if 
a move to the cloud is the right move at 
all. Is the provider's facility marked or 
unmarked? What is the thickness of its 
walls? Does it have barriers outside the 
building to stop a truck? Does it have bul- 
letproof glass, sophisticated security cam- 
eras, and/or motion sensors? The answers 
to these questions can help managers 
decide whether their data will be safe in a 
cloud environment. 



Familiar Evaluation 

Other issues to consider, Vyas says, are 
support — How will end-user support be 
addressed? What are the SLAs on the 
underlying data center infrastructure? What 
are the support agreements for remaining 
pieces, such as databases and system hard- 
ware? — and extensibility — How easily can 
you add more to your cloud environment? 
Can you ramp up quickly if you experience 
rapid growth? Although these and other 
concerns can seem like plenty to handle. 
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Vyas recommends treating the evaluation 
process like the process used for internal 
IT deployments. 

"Focus on your requirements first," he 
says. "Once you have determined your 
users' needs, you can start the evaluation 
process. You will need to evaluate your 
cloud environment keeping in mind [all of 
these] issues. When using external vendors, 
it is important to ask questions and seek 
more information — data center site visits, 
customer references, past availability 
reports, etc." 



Cost Consideration 

A leading driver for cloud computing is cost, particularly among small and midsized enterprises that 
are looking for ways to save on infrastructure and support expenses. For example, SMEs can ben- 
efit from renting applications in the cloud and paying a monthly rental fee rather than purchasing 20 
copies of similar software and paying for maintenance on top of it, says Lee Goldstein, IT manager 
for IPRO Tech (www.iprotech.com). 

However, there is more behind the cost equation than just savings. "Price plays an important role in 
the equation for data centers because the cloud environment is usually priced similar to a utility 
model— i.e., the costs are a recurring expense," says Sanjay Vyas, vice president and general 
manager of managed services for Arcot Systems (www.arcot.com). "This is all the more important if 
you need a private cloud. Once set up in private clouds, it is very difficult to simply move your busi- 
ness to another provider. Therefore, it is important to evaluate all costs up front, accounting for 
growth in future needs." 

According to Vyas, high-bucket costs include electricity and space (most data centers charge by 
wattage per square foot, but in essence, all are charging for power), bandwidth (also account for 
cost of replication across multiple data centers if high availability is required), database and stor- 
age (relational database management system costs and backups can build up over time), and mon- 
itoring (these costs increase as you increase the monitoring frequency and geographical locations 
for measurements). 



Threat Protection In The 
Age Of Social Networking 



Continued from Page 1 
malware (now one-third of all companies) 
from social nets with 72% feeling these sites 
endanger business security. 

Web 2.0 Threats 

"Most organizations have a Web 1.0 secu- 
rity strategy," says Tim Roddy, senior direc- 
tor of product marketing for Web, mail, and 
network DLP security at McAfee (www 
.mcafee.com). Such a strategy is reliant on 
databases categorizing sites based 
on content or metadata that's 
ineffective against dynamic, un- 
moderated Web 2.0 sites filled 
with user-contributed content. 

This all-or-nothing strategy 
is unrealistic for sites such as 
Facebook, says Blum: "It's like 
throwing the baby out with the 
bathwater." Roddy says the 
bidirectionality of social sites 
makes them not only ideal vehi- 
cles for spreading links to mali- 
cious, malware-invested hosts, 
but also avenues for data leak- 
age — unauthorized, often inad- 
vertent, releases of sensitive 
company information. 

Social networks are a favorite 
target for spreading malware 
largely because companies and 
users have become much better at 
blocking direct network attacks 
and mass email using firewalls, 
spam filters, and common sense. 
Aaron Higbee, CTO of the security consult- 
ing firm Intrepidus (www.intrepidusgroup 
.com), says hackers are looking for soft 
targets behind corporate firewalls using 
client-side attacks that seek to entice unsus- 
pecting users to click a booby-trapped link 
or embedded, obfuscated Web object (such 
as an image. Flash object, or PDF link). He 



says messages from social networks serve 
as an effective delivery mechanism because 
the sender name is easily spoofed to look 
like a friend the recipient trusts. 

Social networks are also emblematic of a 
changing online sociology, according to 
Blum, in which the density of personal 
information easily accessible has never 
been higher — a virtual gold mine for social 
engineering attacks. Higbee agrees that 
information harvested from social networks 



Malware Attacks From Social Nets On The Rise 
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Spam reports 



Phishing 



Malware 



• April 2009 

• Dec. 2009 

The latest Sophos Security Threat Report found a 70% rise in the 
number of firms that report encountering spam and maiware 
attaclcs via social networks during 2009. 

Source: "Sophos Security Threat Report: 2010"; January 2010. 
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is invaluable in creating effective, convinc- 
ing spear phishing email messages. 

Countermeasures 

Resisting threats from social networks 
entails a three-front defense, according to 
Blum: increased user awareness of the 
risks and threats, more sophisticated Web 



filtering (keeping the bad stuff out), and 
data leakage prevention technology (keep- 
ing the good stuff in). 

Higbee believes the first and best line of 
defense is a savvy, watchful user population. 
"You can't solve this entirely with technolo- 
gy," he says, because filtering often fails to 
detect spear phishing attacks because unlike 
spam, they typically appear to be legitimate 
messages from colleagues or friends. He sug- 
gests IT adopt an active training approach 
with simulated social networking attacks 
using tools specifically designed to emulate 
spear phishing exploits and track employees' 
responses. Should someone mistakenly fall 
for the simulated pitch, "the tool takes advan- 
tage of a teachable moment to help people 
understand what they did wrong," he adds. 

What Roddy terms Web 2.0 
filtering goes beyond simple 
URL filters at the network 
gateway by inspecting actu- 
al Web content looking for 
code (JavaScript, Visual Basic 
Macros) or embedded objects 
(Java applets, ActiveX helpers. 
Flash, or PDF objects), with 
suspicious intent. He says Web 
2.0 anti-malware engines handle 
not only downloadable files, but 
also active content and scripts 
for which no malware signature 
exists. Content filters are often 
coupled with reputation-based 
filtering that verifies the identity 
of the linked sites, ranking each 
with a reputation or trustworthi- 
ness score aggregated from mil- 
lions of user responses. 

New Problems, New Policies 

Traditional client-side anti- 
virus and antispyware pro- 
grams are still important. However, they 
only work with downloaded content, says 
Roddy. In addition to increasing user 
awareness through training, experts agree 
that companies need Web 2.0-updated 
acceptable Internet use policies that include 
specific enforcement mechanisms and 
infraction sanctions for violations. 



Key Points 



Web 2.0 and social networking sites have 
changed the nature of Internet usage from 
mere information consumption to bidirec- 
tional information sharing by end users — a 
transformation that renders traditional enter- 
prise Web-filtering solutions obsolete. 

Social networks create new avenues for 
data loss from malware infections, targeted 
phishing attacks, or data leakage from 
employees posting sensitive information. 

User awareness to new attack methods and 
security vulnerabilities posed by social net- 
works is the first line of defense. However, 
IT should redouble efforts to ensure proper 
PC and Internet hygiene. 



Web filtering has traditionally taken place 
on the network perimeter, but there are two 
problems with this walled-garden approach: 
The appliance adds capital and administra- 
tive expenses many SMEs can't afford, and it 
does nothing to protect mobile users outside 
the firewall. Blum says endpoint products 
help somewhat, but an emerging alternative 
is cloud-based proxies, in which all Web traf- 
fic, whether originating in the office or from 
an employee's laptop at a hotel, is routed 
through an external filtering infrastructure. 
These offer the traditional SaaS advantage of 
low startup costs and usage-based billing, 
plus the benefit of automatic updating and no 
administrative overhead. 

Although it's easy to get fixated on specif- 
ic vulnerabilities presented by social net- 
works, Blum says they need to be put in the 
larger context of an enterprise threat assess- 
ment. Only when a company understands its 
specific information assets and risks, likely 
attackers, and potential for loss can it priori- 
tize the effort and expense required to 
address vulnerabilities from social networks. 
At a minimum, experts stress the need for 
basic endpoint security software and Internet 
usage policies and training, but the emer- 
gence of SaaS filtering solutions can provide 
a valuable and cost-effective augmentation 
to an SME's security arsenal. 
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Temperature @LERT Cellular Edition 



NEW PRODUCT 



by Tessa Warner Breneman 



Monitor Critical Temperature Readings 



Whether you're running a data cen- 
ter or protecting valuable assets, it's 
important to keep an eye on the environ- 
mental temperature of your storage 
units. An environment that's too hot or 
too cold could damage assets, cause 
periods of downtime, and result in a loss 
of inventory. 

Temperature @lert Cellular Edition 
can help you monitor critical environ- 
mental temperatures 24/7. When the 
ambient air temperature gets too hot or 
too cold, it will notify you through 
email, text message, or phone call. You 
determine what the appropriate tempera- 
ture limits are, and whether they're 
monitored every five, 15, 60, 120, or 
240 minutes. You can stay informed at 
any time through a Web browser or with 
Temperature @lert's iPhone app. 

Temperature @lert Cellular Edition 
comes with a built-in rechargeable 
battery that will keep your module 
powered even when there is a power 
failure. It will also notify you through 
the HealthCheck feature if your Tem- 
perature @lert Cellular Edition device 
has stopped working. 

To begin using the Temperature @lert 
Cellular Edition device, simply plug it 
into the wall. From there, it will start 
relaying information via cellular data 



networks, and you can relax and stop 
worrying about the air temperature in 
your storage environments. 

"This is a no-brainer purchase," says 
Ben Wood, CEO of Fire and Water 
Restaurant Group. "The system took less 
than a minute to set up. You just plug it 
into AC power, and it begins monitoring 




Temperature@lert Cellular Edition 

Measures temperature in any environment and keeps 
you informed when it is too hot or too cold. 
$399.99 plus monthly monitoring plan (starting at 
$15/month) 

the temperature wirelessly. We didn't 
even need to install anything on our IT 
equipment, which is great because our 
security policy doesn't allow it. We then 
used the dashboard Web site to configure 
our alerts to be sent to myself and our 
HVAC/R repair shop. Now, the problem 
is fixed before it impacts our business." 



TEMPERATURE@LERT" 



(866) 524-3540 
www.temperaturealert.com 



FireXonline OnGard 
Fire Protection System 



NEW PRODUCT 



by Andrew Leibman 



System IVIinimizes Damage 
Caused By A Localized Fire 



If data is integral to your business, 
then you probably have a contingency 
plan in place to accommodate for critical 
equipment failures. But if an equipment 
failure results in a fire, your fire suppres- 
sion system may not engage until the 
damage is done, potentially resulting in 
extended downtime and permanent data 
loss. Large fire suppression systems can 
even contribute to equipment damage, 
further compounding the risk of data loss 
due to a fire. FireXonline 's OnGard Fire 
Protection System, however, can deliver 
the fire- squelching suppressant directly 
at the site of the fire, effectively prevent- 
ing the fire from propagating throughout 
the data center. 

The OnGard Fire Protection System is 
a self-contained device that consists of a 
pressurized tank filled with an EPA- 
approved fire suppressing agent. A long, 
heat- sensitive tube connected to a valve 
at the top of the tank ruptures when it 
comes in contact with fire and sprays the 
pressurized agent directly onto the source 
of the fire, extinguishing it immediately. 
Users install the tank on a nearby wall or 
rack enclosure using the included bracket 
and mounting tabs and route the tubing 
through or near sensitive equipment. 



'Basic' OnGard unit 
www,ongard,biz 





FireXonline 

OnGard _ _ 

Starts at $650 

Delivers cost-effective fire suppression at the source of 
the fire, minimizing the impact on data centers, computer 
rooms, and communication facilities. 

FireXonline's OnGard can minimize 
damage caused by a localized fire. 

FireXonline features multiple OnGard 
models capable of protecting locations as 
small as 25 cubic feet and areas up to 150 
cubic feet in size. The unit can detect and 
extinguish fires in less than 10 seconds. 
Maintenance is simple: Users need to 
occasionally check the gauge to ensure the 
needle is within the green zone. 



(800) 338-9010 
www.firexonline.com 
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Cloud Applications : 
What's Ready? 

There Are Many Viable Substitutes In The Cloud 
For Services Formerly Provided By Internal IT 



by Kurt Marko 

The term "cloud computing" is one of 
the most overused, yet ill-defined appella- 
tions in the IT industry, constantly pop- 
ping up in new product announcements 
and making it difficult for IT professionals 
to identify genuine, utility-like services. 

Cloud computing is best defined as out- 
sourced, on-demand, and usually pay-as- 
you-go computing services accessed 
online. The cloud is further classified into 
infrastructure (laaS), platform (PaaS), and 
software (SaaS) services; however, for 
enterprise IT, the most important distinc- 
tion when evaluating cloud services is 
between SaaS and everything else. 

Most Mature: SaaS Apps 

Pioneered by CRM provider Salesforce 
.com, SaaS (software as a service) is cer- 
tainly the most widely used form of enter- 
prise cloud service. Jeff Kaplan, founder of 
THINKstrategies (www.thinkstrategies 
.com), says this early success led other 
applications, such as business process 
automation and collaboration, to the Web 
and the SaaS model, such that the cloud 
now dominates many software categories. 

From this client- side beachhead, Kaplan 
says SaaS has been making inroads into 
back office applications such as ERF, 
although Drue Reeves, research director at 
Burton Group, believes this is still largely an 
SME phenomenon because large enterprises 
are reluctant to put mission-critical processes 
and data on a proprietary cloud platform. 

SaaS is increasingly a vehicle for deliver- 
ing vertical, line-of-business, or job-specific 
apps — everything from solutions tailored to 
specific industries such as travel agents or 
real estate brokers to software for sales and 
marketing or accounting. From a business 
perspective. Reeves says SaaS is most ap- 
propriate for functions that aren't mission- 
critical, would have little to no significant 
financial impact in the event of an outage, 
are mature and have become software com- 
modities, where internal IT adds little value 
over what a cloud service provides, or that 
do not carry stringent data security or regu- 
latory control requirements. Reeves says 



Key Points 



Packaged software solutions, particularly 
those targeting employee tasks such as 
CRM and collaboration, are quite nnature 
and especially attractive to SMEs. 
Connpute infrastructure and developnnent 
platfornns are not as well-developed but 
are useful for tennporary test/developnnent 
systenns, one-tinne or tinne-insensitive but 
connputationally dennanding projects, and 
nnultitier public Web sites. 
Prospective cloud vendors aren't always 
forthcoming with details of their infrastruc- 
tures and should be pressed to address 
specific questions that could affect an appli- 
cation's performance, reliability, or security. 



SMEs typically are more lenient with these 
requirements than large enterprises because 
they often have no viable internal alterna- 
tives to a SaaS solution. 

Cloud Infrastructure & Platforms 
For The Enterprise 

According to Kaplan, SaaS was the natur- 
al cloud pioneer because packaged applica- 
tions are more amenable to standard service 
definitions. Its success has since inspired 
infrastructure and platform cloud services, 
yet the protean nature of these newcom- 
ers makes it difficult for IT managers to 



ascertain whether (and where) the offerings 
might fit into their service portfolios. 

Even in its immature state, Kaplan sees 
two clear business cases — which he terms 
"situational computing environments" — for 
enterprise use of laaS (infrastructure as a 
service). The first scenario involves so- 
called "cloud-bursting" to add capacity for 
applications with highly variable, but pre- 
dictable, spikes in usage or demand. These 
often use internal infrastructure for baseline 
load and cloud infrastructure for peak loads 
and thus benefit from the dynamic provi- 
sioning and usage-based pricing of cloud 
infrastructure. The second situation, accord- 
ing to Kaplan, is deployment of develop- 
ment and test environments, where there's a 
temporary need for compute infrastructure 
to develop, test, or pilot a new application. 

According to Lori MacVittie, technical 
marketing manager at F5 Networks (www 
.f5.com), another promising use of laaS is 
for applications with heavy computational 
loads that don't require instant, real-time 
response — "When seconds matter, the 
cloud is probably not appropriate yet," she 
adds. Examples include business intelli- 
gence systems, which regularly perform 
massive analytical processing and data 
mining, or one-time projects. 

As with SaaS, SMEs are forgiving of 
infrastructure cloud's shortcomings, but 
Reeves says large enterprises have several 
major concerns. First, cloud providers 



provide customers little technical detail 
about their infrastructures. "It's very hard 
to vet the vendor and assure they can han- 
dle the performance and I/O demands," 
says Reeves. "The adage that consumers 
don't need to know what the cloud infra- 
structure looks like is a myth." 

Second, Reeves notes that laaS products 
often have skimpy, vague, or boilerplate 
SLAs, with terms and conditions for enter- 
prise worthiness lacking any industry- 
standard definitions. He also notes that 
cloud vendors have notoriously weak cus- 
tomer support organizations, so getting 
help can be problematic. 

Finally, Reeves says a major hurdle pre- 
venting enterprises from running revenue- 
generating applications in the cloud is the 
complete lack of vendor liability guarantees 
in the event of application failure. For 
example, should an application responsible 
for $1 million of business per hour go 
offline for three hours due to a failure in the 
cloud service, vendors won't rebate the $3 
million in lost revenue. Reeves says the rea- 
son is obvious: Because such guarantees are 
potentially unlimited, "vendors could get 
Katrina-like liability in a matter of hours." 

If cloud infrastructure is still an evolving, 
malleable work in progress, PaaS (platform 
as a service) offerings such as databases are 
even more undeveloped. Reeves believes 
these services initially appeal to those using 
cloud infrastructures to host multitier Web 
applications. Reeves' colleague Marcus 
Collins, an analyst at Burton Group, also 
sees a pure, SaaS-like cloud database 
model emerging that supports traditional 
relational database applications, not just 
Web-based data stores; however, given the 
primitive nature of today's offerings, he 
feels these are only appropriate as vehicles 
for short-term development or prototyping. 

Looking Ahead 

SaaS is fast becoming the preferred means 
of provisioning commodified applications in 
the cloud, says MacVittie. Given the diversi- 
ty and maturity of cloud-based services for 
everything from horizontal applications such 
as CRM and conferencing to vertical indus- 
try- or task-specific tools, she believes there 
are few cases where enterprises need to keep 
these functions in house. 

According to Reeves, potential laaS cus- 
tomers need to ask vendors tough, specific 
questions about their infrastructures, such as 
where their data centers are located, what 
redundancy features are in place for servers 
and storage, what audit standards are used, 
what disaster recovery options are available, 
and how virtual machine instances are iso- 
lated between customers. Then, IT must 
assess their application portfolios to deter- 
mine which will fit with shared cloud infra- 
structure based on each app's availability, 
security, scalability, and performance 
requirements while balancing the ROI of a 
cloud subscription model against any finan- 
cial risks from application downtime. 



Cloud Computing Tiers 



Cloud services and the capabilities they provide can be classified as a set of tiers of increasing 
capability and service packaging. The tiered and "stair-step" nature of the architecture serves two 
purposes. First, the stair-step effect illustrates that IT organizations are not restricted to engage the 
cloud through the SaaS (software as a service) layer. IT organizations will interface cloud computing 
at multiple layers, utilizing either a turnkey SaaS solution or other cloud layers to complete an inter- 
nally created solution. The second purpose of the layered cloud services model is to illustrate that 
cloud services can build on one another. In addition, as you ascend through the services stack from 
HIaaS (hardware infrastructure as a service) to SaaS, offerings become more sophisticated. 

Organizations can therefore interface with the cloud at different tiers. Some organizations may 
wish to exclusively deploy SaaS applications. Others may find that no SaaS offering exists and 
may instead use lower-tier cloud services to build their own internal services. 

Source: "Cloud Databases: Structure in a Nebulous World"; Burton Group Research Report by Marcus Collins; November 2009. 
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Going Green!!! 

Power Factor is Real 
and now it's Real-Time with the MRP Power Solution 



Reach operational efficiency and conform to new Green Energy 
standards with the IVIRP outlet monitoring solutions. 

BayTech's metered outlet modules report Amps, Voltage, VA, 
Watts, power factor and efficiency per receptacle. 

Through our secure SNMP engine thresholds can be set to help 
identify equipment that is running inefficient. 



Standard Features 

• Single Phase and Three Phase 

• 20,30,50,60 Amp Support 

• On, Off, Reboot option 

• HTTPS,SSH, SSL Access 

• Radius, TACACS Authentication 

• Tool less Mounting 



Unique Features 

• Modular Design 

• All Receptacles Monitored 

• Power Factor per Outlet 

• kW Hour Meter per Outlet 

• Current, Voltage and VA and Watts 

• Reliable PCB Power Distribution 

• Fail Functional Design 
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Metered Outlet - MRP 

Additional Unique Features 
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All Circuit Breakers Monitored 

IVIost metered power solutions only monitor input power. BayTech 
monitors all circuit breakers and reports via SNMP when thresholds 
are met. 

Outlet Metering with Effioienoy 

Monitor individual outlets and receive current, watts, and volt-amps. 
Continuously monitoring equipment for efficiency with power factor. 

Looking C13 Reoeptaole Optional 

Reliable integrated locking clips assure power cord retention. Unique 
to the industry and does away with nuisance wire clips. 

Reliable ROB Rower Distribution 

ISO's (Insulation Displacement) connectors are faulty and unreliable! 
All BayTech power solutions use reliable PCB power distribution. 

Integrated Sensor Inputs 

Eliminate the need for extra environmental monitoring devices. All 
BayTech power solutions offer two ports for external temperature and 
humidity probes. 
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Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 



contact 

PDUs Direct 

(888) 751-7387 
www.pdusdirect.com 
sales @ pdusdirect.com 
(product, application, 
and order inquires) 
support® pdusdirect 
.com (tecfi support and 
return inquires) 




Prepare For The Unexpected With Room Alert 



]\J^a one knows when or how disaster will 

strike. We just know the potential is always there. 
So preparation is crucial to minimizing its impact 
on computers, networks, users & business. 

Wlien disasters occur, there are significant 
costs in areas that go far beyond the simple 
replacement of damaged hardware. This is 
because what happens in the data center or other 
facility effects the entire oi^anization. If disaster 
strikes your facility, how will it impact business? 
Who will get the blame? Could it have been 
prevented? What will it cost? 




Stiiiitiinis 
Start At $195 



Room Alert products can monknrr 

• Temperature • SmoKe/Fire 

■ Humidity 

• Heat Index 

■ Main / UPS Power 

• Flood /Water 

• Room Entry, Motion 

• IP Network Cameras 



Air Flow 
Sound, Light 
Panic Buttons 
Dry Contacts 
Switch Sensors 
Wireless & More 



AVTRCH has a full line of powerful, scalable 
Room Alert solutions for real-time 
environinetit iTiotiitoring in a computer room, 
data center or other facility. All models 
arrive assembled with easy to install 
hardware, cables, sensors, easy-to-use 
logging & alerting software, printed 
documentation, unlimited technical support 
and a * 30-Day Satisfactit>n Guarantee'. Users 
can t\'pically install in under 10 minutes. 

Room Alert products tnonitor critical 
environment conditions like temperature, 
power, humidity, flood, smoke, room entry, 
air flow, motion and more, alert staff by any 
tnethod attd can take automatic corrective 
action. There is a model that is right for any 
organization and budget... yours too! 

Call or Visit Us Online Today 



S^AVTECH 



888.220.6700 • 401.628.1600 
AVTECH.com 



Protect Your IT Facility... Don't Wait Until It's Too Later'' 

'■■ AVThCH is lIil: mjrldiuiJL- kudcr ui' I T & fai;iiilii;s i;itvirthririiit;r!l [Tioriiluriri^ |7rtKJjcLs. I'urL'husi; (Hiliiii; ut tn>ij.uaiiugjiNlt!uiLur,t"t,>rn. Reseller rnquiriL's HL-ICiJiTu:. 



PDUs Direct 
To You 

Top Quality At Tlie Lowest 
Price Available 

by Blaine Flamig 
• • • 

Premium power distribution without 
the premium price. Such a notion may 
sound too good to be true in today's sag- 
ging economy, but such an approach is 
precisely the customer-oriented mission 
PDUs Direct (www.pdusdirect.com) was 
built on and continues to operate by. 

As the online wholesaler of basic, 
metered, and switched PDUs from long- 
time PDU maker Server Technology's 
product line, PDUs Direct is dedicated 
to providing its customers the highest 
quality in-rack power strips, power dis- 
tribution, and rack PDUs offered at best- 
in-class prices. 

Established in November 2008 at 
the outset of the economic downturn, 
PDUs Direct understands the financial, 
cost-cutting challenges now facing 
SMEs. That's why PDUs Direct is com- 
mitted to supplying its customers with 
industry-standard, industrial-grade PDUs 
suitable for network and server environ- 
ments at prices falling 10 to 20% below 
competitors' online prices. PDUs 
Direct' s customer commitment extends 



to the company's easy-to-use, unclut- 
tered Web site, which makes locating the 
right PDU a quick, streamlined process 
without skimping on the pertinent prod- 
uct information customers require. 

PDUs Direct' s dedication to its cus- 
tomers is seen through its next-business 
day shipping policy; 100% satisfaction, 
30-day money-back product guarantee; 
and ultra-convenient email and live chat 
technical support options. Whether the 
question or concern is in regard to a prod- 
uct, order, or application, PDUs Direct' s 
chat support pairs customers with live 
operators who possess years of real-world 
PDU experience and knowledge. Custom- 
ers can even request a chat transcript for 
reference following a chat session. 

PDUs Direct power distribution units 
are constructed in steel-case enclosures, 
available in a variety of outlet and 
power-level configurations, and ship 
with a customer-selected power cord. 
Each switched PDU sold also includes 
the latest firmware from Server 
Technology and fully networked outlet 
management and power and environ- 
mental monitoring abilities. 



PDUs 



direct 
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I Chrome Passes Safari In Browser 
Market Share 

Google's Chrome 
passed Apple's 
Safari in Net 
Applications' lat- 
est market share 
data. Chrome was 
up 0.6% to 5.2%. 
Chrome's January mar- 
ket share was the highest it has been since 
the browser debuted in September 2008. 
Safari's market share was 4.53%, which was 
up slightly from December 2009. Internet 
Explorer, which had a 62.2% share, lost 0.5% 
month-over-month. Net Applications data 
indicates that Microsoft's browser has lost 
10% share over the past year. Firefox was 
down to 24.4%, a 0.2% drop; it was the sec- 
ond monthly decline in a row for Mozilla's 
Web browser. 

I Lenovo Announces Profits, 
Gains IVIarket Share 

PC maker Lenovo reported strong results 
for its third fiscal quarter. The company 
logged an operating profit of $99 million 
after one-time items were excluded from the 
tally; its third-quarter revenue of $4.8 billion 
was up 33% from a year ago. Notably, with 
42% more global PC shipments as com- 
pared to the same quarter last fiscal year 
(mainly led by its notebooks), Lenovo 
claimed its highest worldwide market share 
ever, at 9%. The company now holds 33.5% 
of the crucial Chinese market, up 2.8% 
sequentially from the previous fiscal quar- 
ter. Earnings as reported were slightly 
less than a penny 
per share. 




I SAP CEO Resigns 



After more than 20 years at German busi- 
ness software vendor SAP— including stints 
as deputy CEO (March 2007), co-CEO 
(April 2008), and most recently CEO— Leo 
Apotheker has resigned from his position 
and the company's executive board. The 
resignation followed a mutual agreement 
not to renew Apotheker's membership on 
the board, according to a press release. 
SAP has returned to a co-CEO leader- 
ship structure with board members Bill 
McDermott, head of field organization, and 
Jim Hagemann Snabe, head of product 
development, filling the roles. CTO Vishal 
Sikka has been appointed to fill Apotheker's 
vacancy on the board. 

I Sybase To Buy Aleri 

Sybase announced it has entered into an 
agreement to purchase Aleri, a CEP (com- 
plex event processing) vendor. Sybase says 
Aleri will help it strengthen its financial ser- 
vices and real-time analytics, especially as 
real-time analytics becomes a necessary 
technology. Sybase plans to consolidate 
Aleri's previously acquired Coral8 CEP plat- 
form, the Aleri platform, and Sybase's own 
platform into the Sybase Streaming Platform. 
CEP is used to determine patterns in large 
data streams in real time, rather than after 
the data is stored. 



COVER FOCUS 



Security In The Cloud 

Ensuring The Security Of Applications & Data 
Can Be A Roadblock To Widespread Cloud Adoption 



by Chris A. MacKinnon 

There seems to be no stopping the move 
to the cloud. But as many enterprises begin 
to consider the move to cloud computing, 
the biggest concern is security, and many 
data center managers are not yet willing to 
pass near-complete control of a process over 
to someone else. So what are the biggest 
security-related problems when it comes to 
cloud computing? How do data center and 
IT managers overcome those problems? 
How safe is your company's data? 

The Real Issues 

Scott Morrison, CTO and chief architect 
at Layer 7 Technologies ( www. lay erV tech 
.com), says the biggest security-related issue 
is not understanding the real ramifications 
of transfer of control over to a provider. 
"Basically, you are handing over all man- 
agement of low-level networking to another 
party to realize the benefit of commoditiza- 
tion of infrastructure and the human re- 
sources who run it," he says. "The problem 
is that, too often, people in enterprise IT 
don't recognize the degree to which their 
security model relies on local control, visi- 
bility, and perimeter defense." 



Key Points 



Enterprises considering a nnove to the cloud 
need to rennennber that they are transferring 
control of their applications to a third party 
and plan their security accordingly. 

The process of nnoving applications to the 
cloud nnay have a side benefit of shining a 
light on current inefficiencies or shortcom- 
ings in an enterprise's security policy. 

Cloud security concerns will eventually 
lead to innproved security applications and 
processes that help SMEs better secure 
data, address connpliance, and work with 
best practices. 



Cloud challenges these assumptions and 
reveals the shortcomings of the current 
model, says Morrison. "At best, cloud is an 
important wake-up call about the need for 
comprehensive application security. At 
worst, enterprises moving into the cloud 
ignore the issues and deploy vulnerable 
applications into the cloud," he says. "The 
latter is the single biggest risk that cloud 
represents — that is, not rethinking how 
security must be done differently in the 
cloud and naively assuming that you can 
simply move existing applications and/or 
security models into the cloud unchanged. 
The cloud isn't a private data annex waiting 
for you and only you. It's a multitenant 
environment with a number of new risks 
and unique challenges." 

Dean Trumbull, vice president and chief 
operating officer for Global DataGuard 
(www.globaldataguard.com), says security 
is by far the biggest issue that enterprises 
face when deciding to move to the cloud. 
Trumbull says the outsourcing of an infra- 
structure to cloud computing providers, 
though financially compelling, does not 
obviate the need for customers to secure 
their applications, content, and data and 
meet regulatory compliance. "When you 




look at the absence of robust SaaS (soft- 
ware as a service) security services such as 
intrusion detection and prevention, vulner- 
ability management, threat management, 
log management, and access control, there 
is an obvious gap that must be closed 
before enterprises are able to move for- 
ward," he says. 

Morrison agrees. "This is born out in 
nearly every survey done looking at what 
are the inhibitors to cloud adoption by the 
enterprise," he says. "The trust model for 
the cloud is significantly different from a 
classic hosting provider and requires care- 
ful consideration of the issues and technol- 
ogy involved." 

It's All About Control 

As for managers and their willingness to 
pass the control, Trumbull says there 
appears to be a bit of a disconnect between 
the cloud providers claiming that their net- 
works are safer and more secure than most 
CPE (customer premises equipment) envi- 
ronments and the companies needing to 
secure their content and data with more 
than just virtual firewalls. He says most 
IT managers understand the requirements 
to secure deployed applications and meet 
regulatory compliance. "Truth be told, 
the security industry is behind the curve 
with respect to SaaS security services," 
Trumbull says. "This absence of mature 
SaaS security applications is creating a 
potential overhang in terms of broad cloud 
computing adoption." 

As far as Morrison is concerned, passing 
control makes IT and data center managers 



realize the limitations of their existing secu- 
rity models, which rely so much on local 
control, existing processes, physical securi- 
ty, and perimeter firewalls. "This is com- 
pletely at odds with cloud, where all of this 
is delegated to another party who cannot 
guarantee the same degree of physical isola- 
tion," he says. "Cloud forces you to ap- 
proach security differently from the ground 
up, and this scares people. Security is com- 
plex and the price of failure is high." 

Overcoming Obstacles 

Morrison says that in order to overcome 
security-related issues, it is critical to under- 
stand where you can — and cannot — assert 
control in a cloud environment. He says you 
need to claim ownership and assert control 
where it is practical. "These opportunities 
for control in the cloud are few, but they do 
exist," he says. "However, you may need to 
think differently about what it means to 
secure and control applications and data in 
the cloud." 

Morrison adds, "A cloud-deployed 
instance must be hardened both at the OS 
level and the application itself because you 
must assume it will be under continuous 
attack. Then you need to assert control 
over your hardened application instances 
by controlling all communications in or out 
of the image. This is the key new control 
point that is crucial in the cloud but was 
often overlooked in the on-premises enter- 
prise network." 

According to Trumbull, the limitations 
and restrictions placed on cloud computing 
customers are leading to a new breed of 
SaaS security applications that are required 
to address the full complement of security 
requirements imposed by regulatory com- 
pliance security standards and commonly 
adopted best practices. "Specifically, tradi- 
tional network security products will need 
to transition from CPE appliances to SaaS 
security services designed to operate within 
each customer's cloud account," Trumbull 
says. "In this manner, SaaS security services 
will complement and overlay security ser- 
vices offered by cloud providers while 
offering customers the ability to mix and 
match security services to address unique 
regulatory compliance requirements." 

To be successful in the cloud, Morrison 
says you need to rethink many traditional 
aspects of application architecture. He says 
you can't just use a classic castle wall-like 
perimeter defense model; you need to take 
an approach where the focus is on securing 
services, not networks. "The former you can 
still do in the cloud; the latter has been sur- 
rendered to your provider," he says. 
"Understand the new boundaries of control 
in the cloud and how you can use these to 
your advantage, and you will be successful 
in the cloud." m 



Biggest Problem: Passing Tlie Bucic 

Tine biggest security-related concern to be aware of winen it comes to cloud computing is that there's 
a growing misconception that cloud computing providers are assuming responsibility for securing cus- 
tomer applications and data, says Dean Trumbull, vice president and chief operating officer for Global 
DataGuard (www.globaldataguard.com). "Nothing could be farther from the truth, and their own cus- 
tomer agreements clearly state othenA/ise," Trumbull says. "Regardless of the measures employed by 
cloud computing service providers to secure their infrastructure, the onus for securing content and 
data or meeting regulatory compliance rests squarely with individual subscriber companies." 
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Server Racks • Server Cabinets • Wallmount Racks • LAN Racks 
Network Racks • Portable Rackmount Cases • Accessories 
GSA Schedules • Custom Racks Manufactured As Needed 

Our products are a solid value for your time and money. We pride ourselves 
in providing quality customer service. Please call us at (866) 207-6631 and 
let us know how we can solve your rackmount needs or visit 
www.rackmount5olutions.net. 
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How Do You Measure the Energy I 
Efficiency of Your Data Center? I 



WEB BASED SPM INTERFACE 





Sentry Power Manager 

> Enterprise Cabinet Power [\4ngt. 

> Reports & Trends 



SENTRY POWER 
MANAGER APPLIANCE 



> Device IVIonitoring 



> Groups & Clusters 

> Kilowatt Readings for Billing 

> Auto-Discovery of Sentry CDUs 

> Alarms 



Count on Universal Networking Services for the 
Best Prices & Best Service on Equipment from 
APC, the World's Leader in IT Infrastructure 




PRIMARY ETHERNET PIPELINE 



WEB BASED CDU INTERFACE 




Sentry: POPS Switched CDU 

With Device IVIonitoring 

> Rack Level Power Management 

> Outlet Power Monitoring (POPS) 

> Input Power Monitoring 

> Environmental Monitoring 

> Outlet Groups 

> Alarms 



ith Sentry Power Manager™ (SPM) 
Sentrv POPS™ (Per Outlet Power Sensina) CDl?? 



1^ Server Technology 

tf 1.800.835.1515 www.servertech.conn 
tel 1.775.284.2000 sales@servertech.conn 



Solutions for the Data Center 
Equipment Cabinet 




• Power Distribution Units (PDUs) 

• Uninterruptible Power Supplies (UPSes) 

• Automatic Transfer Switches (ATSes) 

• Racks 

• Step-down Transformers 

• Rack/Row Cooling Products 

• Emergency Power Generators 

• Data Center Security & Environmental Products 

Call this month to receive a special offer on our new Critical 
Facility Energy Profiles service and find out how you can 
improve the reliability and energy efficiency of your facility! 




888-486-7725 

www.apcdistributors.com 
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Media Tablet Sales 
Predicted To Rise, 
Driven Mostly 
By Consumers 

According to ABI Research, media tablet 
sales will rise over the next few years, 
thanks in large part to the release of Apple's 
iPad. The company estimates 4 million 
tablet devices will be shipped this year, 
increasing to 57 million annually by 2015. 
Although the iPad is not the first media 
tablet, ABI Research says this device helps 
define the media tablet product category, 
which ABI describes as devices that are 5 to 
1 1 inches in size with a touchscreen inter- 
face, Wi-Fi Internet connectivity, and video 
and gaming capabilities. 

Jeff Orr, ABI Research senior analyst, says 
that in order to determine where media tablets 
fit in today's market, you must first define their 
specific purpose. The purpose of a laptop or 
a netbook, for example, is productivity. A 
smartphone's purpose is communication. The 
tablet's purpose, he says, is "entertainment, 
video, Web pages, and animation." 

Enterprise Impact 

ABI does not foresee media tablets replac- 
ing any key products in enterprises today. 
Orr says that although media tablets may 
be useful in some aspects of the business 
world, there are likely other devices used for 
those purposes. "[Media tablets] are focused 
on entertainment," he says. "There is really 
no advantage today in adopting tablets [in 
the enterprise]." 

Specifically, Orr says that a media tablet's 
user interface is a complication. Content cre- 
ation on a tablet will be slower because the 




processor and other underlying hardware are 
not what you would find in a laptop or desk- 
top. Of the 4 million tablets ABI expects to be 
shipped in 2010, Orr says business use of 
that will be a single percentage point at most. 

Some may be skeptical of the usefulness of a 
media tablet, but Orr points out that netbooks 
were thought to be useless when first intro- 
duced; however, netbooks were what kept 
computer sales alive in 2009. "What is inno- 
vative about these tablets is that they have 
become more capable, lighter, and portable 
at the same time," says Orr. The Apple iPad, 
for example, is just a half-inch thick and weighs 
only 1.5 to 1.6 pounds. 

More offerings are sure to come, as Apple's 
iPad is paving the way for other models to 
enter the market; already, tablets are ex- 
pected from HP, Lenovo, Asus, ICD, and 
Notion Ink. Orr expects interest primarily 
in North America, South Africa, Western 
Europe, and Japan. 

byAntona Beckman 
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Cloud Computing 
Of The Future 

What Will The Cloud Mean For Your Enterprise In The Years To Come? 



by Bruce Gain 

There is little doubt cloud computing 
will bring radical changes to IT manage- 
ment, services, and cost structures. But as 
enterprises look at their budgets and consid- 
er how cloud computing might benefit them 
by cutting costs and boosting efficiencies, it 
is crucial to have a sense of the direction 
cloud computing will take in the long term. 

The Evolution 

Cloud computing's potential throughout 
the decade will manifest itself not so much 
as a burst of activity but as a gradual shift so 
that it will eventually serve as a major com- 
ponent of computing resources and services 
in the IT industry. 

Unlike in the near term, as enterprises 
get their feet wet, cloud computing will 
even-tually evolve into a flexible compo- 
nent of IT infrastructures for maintaining 
data centers, instead of merely serving as an 
architecture that best supports short-term 
workloads, storage, email, and database 
services, says Paul A. McMillan, director 
of Unified Communications Technical 



Key Points 



Cloud connputing's wide-scale adoption 
will increase gradually so that in five to 10 
years, it will be increasingly used for high- 
level data center and network nnanage- 
nnent functions. 

A full range of applications will nnove to 
the cloud so that storage does not rennain 
the principal cloud connputing application. 

Vendors will still need to address security, 
connpliance, and other concerns during the 
next five to 1 years that represent nnajor 
stunnbling blocks for cloud adoption today. 



Vision and Strategy for Siemens Enterprise 
Communications (www.enterprise-commu 
nications . Siemens . com) . 

"This is why it is critical that IT admin- 
istrators, CIOs, and managers have com- 
plete knowledge of the portfolio of appli- 
cations, services, and infrastructure they 
have today and what they are planning to 
bring to the enterprise in the future 
roadmap," McMillan says. 

More Than Just Storage 

During the next three to five years, storage 
is expected to continue to be the main appli- 
cation for cloud computing in the enterprise, 
but beyond five years, that will likely 
change. "When you start talking about com- 
pute clouds as they are normally called, you 
will see more and more applications used. 
Today, those tend to be for sandboxes and 




test environments, and there aren't as many 
production applications out there, but I think 
that will change over time," says Tom Clark, 
a distinguished engineer for the software 
division of IBM (www.ibm.com). "It's a lit- 
tle higher hurdle than the access of storage 
over NAS protocols, so other applications 
will take a little more time for customers to 
trust those in the same kind of way, but I 
believe it will happen." 

Still, storage will continue to lend itself 
well to cloud applications in the long term 
because it's a natural evolution of managing 
a storage network, Clark says. "It's scaling 
[storage] and making it more manageable at 
high scales that help me as a storage manag- 
er, but the paradigm for the application 
won't change too dramatically," Clark says. 

Databases, file-transfer servers, and other 
applications will thus see wider-scale adop- 
tion relative to storage in the future, but that 
will likely not happen until the next decade. 
"When you start talking about [non-storage] 
applications, as in a set of applications you 
want to deploy to the cloud, I think there is 
a little more apprehension in terms of how 
the applications are deployed, controlled, 
and so forth," Clark says. "We have worked 
through quality-of- service things for stor- 
age, and I think we are still working through 
some of those things on the compute side." 

What The Cloud Will Do 

IT managers of 750- to 1,000-user enter- 
prises are generally extremely cautious 
about handing over critical and sensitive 
data to a third party on a platform as vague- 
ly defined as "the cloud." Indeed, the main 
impediment to cloud computing's adoption 
that will likely remain an issue in the long 
term is the high standard of security and 
reliability providers must offer to meet 
security, regulatory, and even data-owner- 
ship concerns. "I don't think we will see a 
huge government or corporate move to the 
public cloud, as there are simply too many 
exposures as the recent Google attacks have 
identified," says Robert Enderle, principal 
analyst for the Enderle Group. 

Certain risks and issues will still remain a 
concern during the next five to 10 years. 



IT Forecast: Mostly Cloud-y? 

Experts predict that in a significant number of cases in tine future, enterprises will not have IT 
departments as we know them today as cloud services increasingly address the full suite of 
enterprise requirements. According to analyst firm Gartner, 20% of all enterprises will have no IT 
assets by 2012, and this trend is expected to only accelerate in the future. 



says Haim Sternberg, president and owner 
of Cherry Systems (www.cherrysystems 
.com). Providers will have to make a strong 
case that they can adequately address liabili- 
ty issues in the event of legal proceedings or 
audits, cloud provider data-loss disasters, 
thorny considerations about the actual own- 
ership of data once it leaves the enterprise, 
and security breaches that you may or may 
not even know about, much less control, 
Sternberg says. "There will be a need to find 
answers to the issues of data ownership 
deeds, the value of the data, the physical 
location, and, of course, the legal tools and 
laws to adjudicate ownership and compen- 
sation in the event things don't go as 
planned," Sternberg says. 

However, an increasing number of ven- 
dors will seek to address the security, 
ownership, regulatory, and other concerns 
enterprises have in the coming years, 
McMillan says. "You should expect to see 
rapid changes in support of improved secu- 
rity, service-level agreements, and vertical 
market compliance," McMillan says. 
"Vendors are placing major bets on cloud 
computing and investing in these areas to 
ensure customers will adopt." 

Still, a clear understanding of the security 
and compliance policies that are critical for 
the enterprise or vertical market will remain 
essential, McMillan says. "Armed with this 
knowledge, IT shops can start the process of 
determining what applications and services 
can be moved to the cloud today and what 
can move over time as some of the require- 
ments are covered," McMillan says. 

However, there will likely be computing 
applications and services, especially those 
that are specific to the enterprise, that will 
always remain in-house. For example, cloud 
computing will likely not replace main- 
frame computers that handle high-volume, 
asynchronous, and relatively constant work- 
loads, such as billing, or manage transac- 
tional workloads where small performance 
differences create important competitive 
advantages, such as for executing trades in 
securities markets, says Peter Coffee, direc- 
tor of platform research at Salesforce.com. 

"The rule of thumb in most cases is that 
cloud computing will run the business of 
being in business very soon, but what you 
actually do for your customer, whether 
that's building molecules or building rail- 
road engines, will still mostly happen on 
specialized systems that you own and oper- 
ate yourself," Coffee says. "Even this rule 
will have exceptions, though, [in] organiza- 
tions with hugely variable workloads." 
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FEATURED PRODUCT 



Model Data Center Changes Before You Make Them 

Future Facilities 6SigmaDC Lets You Analyze What-lfs, Troubleshoot Hot Spots & More 



by Marty Sems 
• • • 

NASA HAS LONG USED computer model- 
ing to simulate the effects of thrust and 
heat on aerospace vehicles. Likewise, air- 
craft and automobile manufacturers make 
extensive use of simulators as less expen- 
sive, more flexible alternatives to mockups 
and wind tunnels. It's only natural that 
such sophisticated modeling is now avail- 
able to a major component of the modem 
economy: your data center. 

Future Facilities' goal with its innovative 
6SigmaDC software suite is to help you 
build a Virtual Facility, or an interactive 3D 
model of your server rooms. Before you 
build, 6SigmaDC lets you plan an intelligent 
layout with an optimal thermal solution and 
room for future growth. 

During day-to-day operation, 6SigmaDC 
gives you a bird's-eye view of temperatures 
and other critical data points, as well as a 
training tool to familiarize new IT staff with 
the facility. And when it's time to scale your 

Future Facilities 6SigmaDC 



(408)436-7701 
www.futurefacilities.com 

Provides computer modeling for your data center 
layout, letting you try out various configurations 
and adjustments before implementing them. 



company's operations, 6SigmaDC lets you 
simulate the effects of density changes and 
equipment moves with drag-and-drop ease. 
By using your Virtual Facility as a test plat- 
form, you'll gain immediate insight and bet- 
ter intelligence on the effects of potential 
physical changes before they "go live." 

Major Components 

The 6SigmaDC software suite has several 
major components. The 6SigmaRoom fea- 
ture provides a holistic sandbox for the 
design and layout of the server room itself. It 
comes with premade building blocks, such 
as server cabinets based on real- world exam- 
ples, and of course you can customize these 
or create your own. You can configure your 
Virtual Facility with a raised or solid floor, 
drop ceilings, ventilation grilles, PDUs, 
ACUs, and more. Not only is 6SigmaRoom 
a great tool for preliminary design and "what 
if?" testing, it's also suitable for trouble- 
shooting hot spots and other problems that 
may not have readily apparent causes. 

In contrast to 6SigmaRoom, 6SigmaRack 
focuses on the setup of individual server 
racks and enclosures. From shelf to rack 
devices, from fan trays to perforated shelv- 
ing, this cabinet configurator lets you try out 
unlimited combinations of virtual gear based 
on real-life offerings. Through experimenta- 
tion, you'll be able to eliminate dead spots 
and warm air recirculation to arrive at the 



best ventilation solution for each individual 
rack. And of course, you can integrate the 
results into 6SigmaRoom so you can fine- 
tune the big picture of your data center. 

6SigmaFM, targeted toward facilities 
managers, takes the trial and error out of 
changes to equipment and physical infra- 
structure. When it's time to upgrade to high- 
er-density storage units, move a ventilation 



future facilities 




U 



GSigmaDC 



grille, or redistribute power, management 
can turn to 6SigmaFM for assurance that 
proposed changes won't affect the server 
room in adverse ways. 6SigmaFM is a sort 
of crystal ball, but one based on solid scien- 
tific principles instead of gut feelings and 
rules of thumb. In an industry with continual 
advances in processing and storage density, 
what worked for heat management during 
the last upgrade cycle may not necessarily 
be the ideal approach for the next refresh. 

With finer granularity than 6SigmaRack, 
6SigmaET facilitates thermal optimization 
of individual servers and rackmount devices 
right down to their chips and capacitors. 
Move parts around, and you'll see accurate 



feedback on changes to component tempera- 
tures and airflow through the device. Future 
Facilities says that 6SigmaET can become a 
key communication bridge between equip- 
ment vendors and the management of your 
data center. 

6SigmaViewer lets you show, not tell. It 
displays your Virtual Facility and its modeled 
parts in an easy-to-understand, colorful GUI, 
so you can demonstrate proposed changes 
and equipment moves to vendors, contrac- 
tors, coworkers, and budget decision makers. 

Support For Modules 

6SigmaDC also supports various mod- 
ules, such as 6SigmaCAD, which acts as 
an import/export tool between the suite 
and AutoDesk's AutoCAD. 6SigmaDatAq 
allows the importation of real- world data cen- 
ter measurements via Thermacron iButtons. 
6SigmaPower simulates the primary and sec- 
ondary effects of power interruptions and 
highlights single points of failure around the 
room so you can proactively address them. 
And finally, 6SigmaWeight gives administra- 
tors of raised-floor facilities a comprehensive 
overview of the structural loads at any point. 

Future Facilities 6SigmaDC can provide a 
real impact on your company's bottom line. 
After all, an efficient data center means lower 
cooling bills and reduced equipment failure, 
not to mention IT staff that can be proactive, 
rather than reactive, with operational issues. 



Pro-Tek Contamination 
Control Entrance Mat 



NEW PRODUCT 



by Seth Colaner 




Prevent Problems Before They Start 



Although much time and attention is 
spent on the guts of a data center — net- 
working, servers, racks, and so on — a 
large amount of the resources spent on 
managing and maintaining data centers 
is actually geared toward handling envi- 
ronmental factors. 

All that hardware operating at varying 
levels of intensity also generates a great 
deal of heat, which must be dissipated 
with proper airflow to avoid threatening 
the health of that equipment. And don't 
forget that data center equipment re- 
quires electrical power that can cost a lot 
of money in utility costs. 

Those environmental issues are further 
complicated by the particles floating 
around in the air, which is where prod- 
ucts such as the Pro-Tek Contamination 
Control Entrance Mat are essential. 

Data centers don't exist in a vacuum. 
As people enter and exit a space, they 
bring with them dirt, dust, and other con- 
taminants. This detritus is perfectly mun- 
dane most of the time, but for data center 
hardware, it can be damaging. 

Dirt, dust, and grease can get into 
equipment and cause problems with ven- 
tilation, overheating, and more, leading 
to increased utilities costs and potential 



Pro-Tek Contamination Control Entrance IVIat 

Designed to trap environmental contaminants before 
they get inside areas with sensitive equipment. 

equipment damage. Keeping these con- 
taminants out of the data center in the 
first place, with Pro-Tek Contamination 
Control Entrance Mats, is the best way 
to combat any resulting problems. 

The Pro-Tek mats are designed to trap 
contaminants at the entrance of a room 
or facility to prevent those tiny damag- 
ing particles from encroaching on sensi- 
tive equipment. 

The mats are 36 x 45 inches in size 
and come in cases of four. They're avail- 
able in blue, gray, or white, and each mat 
has 60 sheets to lower maintenance 
costs. In addition, the mats have a low 
profile and are built to withstand the 
daily crush of foot and cart traffic. 



Free freight this month! 



ProSource. 

MISSION CRITICAL SERVICES 

The right choice for mission critical data centers 



(888) 247-0986 
www.team-prosource.com 



Virtually New Raised Floor Overnight 
Without Disrupting Your Data Center! 




• Mobile operations— we bring our facility to yours 

• Reconditioned, new, or used turnkey access floor installation 

• Legacied sites, decommissioned sites, new construction, renovation 

• Fiscal and environmental highest and best value 

• Conditioned air management 

In a self-contained unit delivered to your site, Access Floors OnSite will transform your worn 
or delaminating raised floor into a virtually new installation overnight while you continue to 
operate. Mobile Resurfacing is functionally, fiscally, and environmentally the highest and 
best use for existing floors. Eliminate tripping hazards, improve electrostatic dissipation, and 
re-create that clean and productive environment of a new installation. 

Expanding or building a new center? A full-service vendor. Access Floors OnSite provides 
cost-effective reconditioned or certified used materials as well as new. Ask our customers: 
FAA, DoD, IRS, IBM, Tyco, Lockheed Martin, Boeing, etc. 

Access Floors OnSite, "Greening the IT physical platform through recovery and reinvestment." 

For More Information: Call (866) 984-9991 ext. 1 



Access Floors OnSite 



www.Processor.com/Acc8ssFloors 
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ecialty Server Racks & Cabinets 



Black BoxClimateCab 
NEMA12 
Cabinets 



Black Box's ClimateCab enclosures offer climate-con- 
trolled protection that lets you install servers without the 
need for additional cooling or costly infrastructure. These 
full-sized cabinets come configured for servers or data- 
com equipment and feature a welded 12-gauge steel 
frame with integral struts. 

• Rated for protection against falling dirt; circulating 
dust, lint, and debris; and dripping or splashing liquids 
in indoor environments 

• Full-sized cabinet with 42U of racking space 

• Available with 12-24 or M6 rails 

• Choose from models with 6,000BTU or 8,500BTU 
air-conditioning units 

• 40-inch depth accommodates most servers 

Best For: Housing servers in remote locations without 
cooling infrastructure. 

Price: $4,499.95 to $5,499.95 



Black Box ClimateCab NEMA 12 
Wallmount Cabinets 




ClimateCab Wallmount Cabinets from Black Box are the 
answer when you need to install a small amount of rack- 
mount equipment in less-than-ideal conditions. These 
secure cabinets provide a compact way to protect and 
cool sensitive components. 

• NEMA 12-rated for protection against falling dirt; 
circulating dust, lint, and debris; and dripping or 
splashing liquids in indoor environments 

• Compact wallmount design saves space 

• Single- or double-hinged 

• Choose from a cabinet with a fan or an 800BTU 
air-conditioning unit 

Best For: Equipment protection in hot, 
dirty environments such as factory floors. 

Price: $999.95 to $2,795.95 



(724) 746-5500 
www.blackbox.com 



(724) 746-5500 
www. blackbox.com 



CableOrganizer Hoffman 
Seismic Cabinets 




Designed to protect up to 1 ,000 pounds of critical LAN or 
WAN equipment during earthquakes, CableOrganizer's 
line of Hoffman Seismic enclosures was developed in 
accordance with the NEBS-Telcordia GR-63-CORE 
vibration standard and is available with a variety of 
accessories that let you customize the cabinets to suit 
many different applications. 

• Vented, heavy-duty steel base bolts to the floor with 
seismic-rated fasteners for strong support 

• Front and rear doors feature three-point latching for 
extra security and stability during seismic activity 

• Reinforced front door has a smoke-gray acrylic win- 
dow to keep computer equipment easily visible 

• Lockable doors and side panels are all accessed 
using a single key 

• 1 , 000-pound weight capacity 

Best For: Businesses, data centers, government offices, 
and healthcare facilities that are in seismic zones and 
can't afford network downtime after an earthquake. 

Price: Starts at $2,178.51 



(866) 222-0030 
www.cableorganizer.com 



Product 



Description 



GizMac XRackPro2 25U 
Noise Reduction Rack 




The XRackPro2 25U computer rack from GizMac 
Accessories is an industry-standard 19-inch (48.2cm) 
wide four-post rack that features noise reduction, air 
filtration, key-locking doors, and more. With up to 32 
inches (81.2cm) of maximum internal equipment depth, 
the XRackPro2 can mount deep-depth equipment where 
other competing racks might not. 

• Reduces noise up to 80% 

• Air filtration reduces equipment downtime and 
maintenance 

• Key-locking front and rear doors add an extra level 
of security 

• Built-in caster wheels allow portability if needed 

Best For: Environments that require low noise, locations 
with dusty air, or equipment that requires extra security. 

Price: Starts at $2,499.99 



GizMac XRackPro2 4U Noise 
Reduction Enclosure 




The XRackPro2 4U by GizMac Accessories is a four- 
post rack that features noise reduction, air filtration, key- 
locking doors, and more. With its unique 4U compact 
size, the GizMac XRackPro2 4U rack can mount small 
amounts of equipment in a limited vertical space. 

• External panels lined with acoustical foam reduce 
noise up to 80% 

• Short height for mounting a limited amount of equip- 
ment in a small area 

• Air filtration reduces equipment downtime and main- 
tenance 

• Extra security from key-locking front and rear doors 

Best For: Environments that require low noise, locations 
that have small amounts of equipment to store in an area 
with limited vertical space, or equipment that requires 
extra security. 

Price: Starts at $599.99 



Rackmount Solutions Network 
Cable Bundle Server Rack 




Need to secure a rack with a serious number of cables? 
Rackmount Solutions' Network Rack solves all problems. 
With a roomy interior up to 28 inches, you can set your 
rails to 19 or 23 inches and slide left, right, or center to 
allow for your cabling needs. Rails slide front to back and 
side to side for maximum flexibility. The unit is available 
as an open rack or with doors, side panels, and tops for 
security/aesthetics. 

• Compatible with all leading servers, including 
blade servers 

• Allows up to 10 inches of cabling space between side 
panel and rail 

• Use as an open rack or add security with locking side 
panels and doors 

Best For: Data centers and standalone applications 
needing to integrate quantities of cable drops. 

Price: Starts at $1,1 15 



Contact 



(310) 320-5563 
I www.xrackpro.com 



(310) 320-5563 
www.xrackpro.com 



(866) 207-6631 
www.rackmountsolutions.net 
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Compiled by Kris Glaser Brambila 



Hergo Mid-Size APX 
Server Enclosure 




Mid-Size APX Server Enclosures from Hergo 
are insulated with noise-reducing foam on the 
top, sides, and rear door of the cabinet. Cab- 
inets measure 24 x 36 x 50.5 inches and are 
designed and manufactured to accommodate 
Apple xServers. 

• Includes four mounting rails and four casters 

• Fire-rated to UL94V0 standard 

• Front-locking door can have tempered glass 
or full perforation 

• Features removable side panels 

Best For: Environments where noise reduc- 
tion is critical, such as recording, audio, video, 
and production studios. 

Price: Starts at $1 ,395 



Hergo Under Desk APX 
Server Enclosure 




The insulating foam on the sides, top, and rear 
door of the Under Desk APX Server Enclo- 
sures from Hergo provide quiet operation 
under your desk or other small area. Under 
Desk Enclosures can accommodate equip- 
ment up to 34 inches deep and are designed 
with the Apple xServer in mind. 

• Measures 12U, 26.26 X 24x36 inches 
(HxWxD) 

• Supports up to three fans in the rear door 

• Features removable side panels 

• Includes four casters and four mounting rails 

• Up to 800-pound static weight capacity 

Best For: Locations requiring critical noise 
reduction, such as smaller offices or front- 
office reception environments. 

Price: Starts at $1,195 



NER Data Products Zone 4 
Seismic Cabinet 




The Zone 4 Seismic Cabinet 
has been fully NEBS tested and certified to 
meet the GR-63-CORE standard for seismic 
zone 4. The cabinet features heavy-duty 12- 
gauge steel construction with reinforced weld 
locations. Removable mesh front and rear 
doors attach with four bullet-pin hinges, 
compared to two hinges in current non-zone- 
4 designs. 

• Features an open frame design with side 
panel options 

• Top panel is integrated into the frame 

• Rackmount rails are depth-adjustable and 
bolt securely into welded channels along the 
base of the cabinet 

• Features a powder-coat finish 

Best For: Sensitive equipment for data cen- 
ters located in seismic zones. 

Price: $3,100 



NER Data Wall-Mount 
Enclosures 




The hinged wall-mounting back assembly 
featured on NER Data's Wall-Mount Enclo- 
sures is designed to accept a range of cables 
so the Wall-Mount Enclosure can be used in 
almost any location. 

• Made of 16-gauge cold-rolled steel to 
support heavier loads 

• Door options include 19-inch rackmount 
rails, knock-outs for fans, and multiple 
key-hole mounting locations 

• Available in 18- and 24-inch depths; 12U 
and 18U heights 

Best For: Environments where a reduced 
amount of panel height and internal depth 
is required. 

Price: Starts at $525 



(888) 222-7270 


(888) 222-7270 


(888) 637-3282 


(888) 637-3282 


www.hergo.com 


www.hergo.com 


www.nerdata.com 


www.nerdata.com 



Rackmount Solutions 
Soundproof Server Rack 




Soundproof Server Racks from Rackmount 
Solutions reduce external sound up to 28.5dBa 
while dispersing internal heat loads up to 7kW. 
Built-in casters make it easy to move these 
servers to another area when the need arises. 
The Soundproof Server Racks are available in 
active and passive versions and in 12U, 24U, 
and 42U sizes. 

• Compatible with all leading servers, includ- 
ing blade servers 

• Increases productivity, as employees are 
able to concentrate and better communicate 

• Cuts down on workman's comp claims and 
OSHA problems because of excessive noise 

Best For: Data centers and standalone appli- 
cations needing to reduce noise in the work 
environment. 

Price: Starts at $4,149 



Racknnount Solutions Air 
Conditioned Server 
Cabinet 



Polargy PolarRack XG 




Rackmount Solutions' Air Conditioned Server 
cabinets have built-in AC units with 4k, 7k, 10k, 
or 20k BTUs to protect equipment in warm or 
dirty environments. Units are available from 
14U to 48U, with depths from 24 to 42 inches. 

• Compatible with all leading servers, includ- 
ing blade servers 

• Protects expensive equipment from 
overheating 

• No cooling water; units work like a refrigera- 
tor with a condensate pan 

• Can be paired with a rackmount or side- 
mount A/C for more space 

Best For: Data centers and standalone 
applications with heat problems. 

Price: Starts at $5,633 




The PolarRack XG from Polargy helps capture 
the benefits of hot aisle and cold aisle contain- 
ment. The XG ensures that hot and cold air 
don't mix through the rack, that cold air gets 
easily to the server intakes, and that exhaust 
air exits freely. 

• Sealed to prevent recirculation and 
bypass air 

• Ensures air passes freely to equipment 

• Keeps exhaust areas clear 

• Pre-provisioned for containment systems 

Best For: Sites deploying hot aisle and cold 
aisle containment systems. 

Price: Starts at $925 



Wright Line Heat 
Containment System 




(866) 207-6631 


(866) 207-6631 


(888) 816-8338 


(800) 225-7348 


www.rackmountsolutions.net 


www.rackmountsolutions.net 


www.polargy.com 


www.wrightline.com 



Wright Line's Heat Containment System is an 
easy-to-install, low-cost solution to cool 25kW 
per enclosure without adding the expense of 
supplemental CRAC units. Heat exhaust from 
the IT equipment is directed through a chimney 
that is attached to the top rear of the enclosure 
and is ducted to existing CRAC units through a 
plenum ceiling or high air returns. 

• Scalable heat containment by building up 
from existing enclosures without having to 
reroute or disconnect cables and power 

• Loads can be extended over 25kW of 
equipment in an enclosure to increase rack 
capacity 

• Increased CRAC cooling efficiency 

Best For: Data centers with growing IT data 
loads and green initiatives. 

Price: Starts at $2,000 
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vironmental Monitoring 



AdaptivCool Room Scale 
Intelligent Cooling 




AdaptlvCooi's data center environmental monitoring sys- 
tem is an integral part of the firm's comprehensive Room 
Scale Intelligent Cooling System for data centers. The 
Cooling Resource Manager utilizes a Web-based inter- 
face to track environmental conditions and deliver 
demand-based cooling and airflow in real time. 

• IP communications that support room environmental 
reports on popular Web browsers 

• Real-time active control of airflow and cooling supply 

• Trending of temperature data 

• Supports alarm reporting via SNMP, SMS, and email 

Best For: Data centers and facilities with poor cooling 
efficiency or hot spots. 



AVTECH TemPageR 3E 




AVTECH's TemPageR 3E monitors temperatures in mul- 
tiple locations and comes in a standalone or 1U 19-inch 
rackmount form factor. The TemPageR 3E lets users log 
temperature sensor status for immediate alert notifica- 
tion, historical review, and graphing. The unit can also 
send alert notifications via email, email-to-SMS, SNMP, 
and more. TemPageR 3E offers an easy-to-use Web- 
based interface for changing settings and viewing real- 
time sensor status. 

• Connects via Ethernet and does not require a host PC 
for operation 

• Includes a built-in temp sensor, external temp sensor, 
and two digital sensor ports 

• Ships with AVTECH's Device ManageR and PageR 
Enterprise software 

Best For: Any temperature monitoring application, 
especially where expensive equipment is sensitive to 
temperature. 

Price: Starts at $225 



AVTECH Room Alert 24E 




AVTECH's Room Alert 24E is an advanced hardware 
environment monitoring appliance that features alerting 
and automatic corrective capabilities. This unit is de- 
signed specifically to assist with monitoring computer 
room temperature, humidity, power, flood, room entry, 
and more in multiple locations within an 1 , 800-foot radius 
from the ID box. The Room Alert 24E logs environment 
sensor status for immediate alert notification, historical 
review, and graphing, and it can trigger automatic 
responses to shut down servers and more. 

• Monitors up to 24 sensors both indoors and out 

• Connected via Ethernet and does not require a host 
PC for operation 

• Comes standard in a 1 U 19-inch rackmount configura- 
tion and includes built-in sensors for digital tempera- 
ture and humidity 

Best For: Enterprises or applications where a large 
number of sensors, whether indoors or out, are needed 
for monitoring in multiple locations. 

Price: Starts at $589.50 



(603) 672-8900 
www.adaptivcool.com 



(888) 220-6700 
www.avtech.com 



(888) 220-6700 
www.avtech.com 
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RLE Technologies 
Falcon F-Series 




The Falcon F-Series consists of the F1000 and F3400 
monitoring systems, which are standalone systems that 
provide equipment protection by monitoring critical 
operating and environmental parameters. The F-Series 
systems are best suited for monitoring analog (4-20mA), 
digital dry contact, or thermistor signals from devices 
such as temperature and humidity sensors, gas and 
smoke detectors, fire suppression systems, surveillance 
products, leak detection systems, power monitoring 
systems, UPSes, PDUs, generators, DC power plants, 
commercial power, HVAC units, ATSes, and TVSSes. 

• Hosts its own Web pages; no proprietary software 
required 

• Comes with eight or 32 inputs; input type varies per 
channel 

• Relay output, email, SNMP, Modbus, and BACnet 
output 

• Internal alarm logging up to 100 events 

Best For: Communication rooms, unmanned facilities, 
critical support systems, and enterprises. 

Price: Starts at $1 ,062 (F1000) and $1 ,950 (F3400) 



RLE Technologies Falcon 
Facilities Monitoring System 




The FMS (Facilities Monitoring System) is a comprehen- 
sive monitoring system capable of tracking and logging 
equipment status, summary alarms, temperature, 
humidity, pressure, flow levels, security, and fire sensors 
on numerous types of equipment. Users can access the 
FMS, view all points, and activate relay outputs with a 
secure login from any Web browser over the network or 
by dialing directly into the unit's built-in modem. 

• Available in 1 U and 2U and 24VDC standard or 
48VDC models 

• Supports up to 56 analog points, 104 dry contact 
inputs, and 34 relay outputs 

• Internal temperature/humidity available and logging for 
256 alarms 

• Email notification to phone (SMS) or desktop (SMTP) 

Best For: Organizations that need a scalable system to 
protect critical infrastructure and equipment from envi- 
ronmental factors. 

Price: Starts at $2,275 



Server Technology Environmental 
Monitoring Control Unit-1-1B 




Server Technology's 
EMCU (Environmental 
Monitoring Control 
Unit)-1-1B is an 
IP-based product that monitors temperature and 
humidity, features water and fluid sensors, supports four 
dry contact door sensors, and accommodates additional 
power-fed analog input sensors. A Web interface 
provides at-a-glance reports of temperature, humidity, 
water detection, and cabinet door status. 

• Support for HTML and command-line interface 

• No additional software necessary 

• Mounting tabs included for OU mounting 

Best For: Data centers, colocation sites, Web hosting 
facilities, telecom switching sites, POP sites, server clos- 
ets, and any unmanned area that needs to be monitored. 



(970) 484-6510 
www.rletech.com 



(970) 484-6510 
www.rletech.com 



(775) 284-2000 
www.servertech.com 
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AVTECH Signal Tower 
w/Audio Combo 




AVTECH's Signal Tower w/Audio Combo is a real- 
time environment monitoring and alerting system 
that features signal lights, audio alarms, and more. 
This package includes AVTECH's Room Alert 
4E/ER monitoring device with an external Signal 
Tower Light w/Audio. It is designed to monitor 
computer room temperature and other environ- 
mental conditions in multiple locations within an 
1 , 800-foot range while using its red, yellow, and 
green tower lights to visually and audibly alert staff 
when issues or events occur. 

• Lights and alarms can be enabled and disabled 
using any SNMP device or a Web-based interface 

• Monitors temperature, humidity, power, flood/ 
water, smoke/fire, room entry, airflow, heat index, 
and much more 

• Supports environment sensor status logs for alert 
notification, historical review, and graphing 

• Alert notifications via email, email-to-SMS, SNMP, 
and more 

Best For: Monitoring conditions in large and busy 
facilities, as lights can be seen from long distances 
and audio alerts can be heard above machine noise. 

Price: Starts at $525 



Network Technologies 
Enviromux-Mini 




The Enviromux-Mini is a server environment 
monitoring system that is designed to moni- 
tor temperature, humidity, water leakage, 
and other IP-based sensors and alert users 
of impending critical events before they 
affect uptime. When sensors indicate a 
threshold limit had been reached, the system 
sends an alert via email, SNMP traps, a Web 
page, an LED indicator, or an SMS message 
(external GSM or 3G modem required). 

• Supports up to two temperature/humidity 
sensors, a liquid detection sensor, and 
four digital inputs for detecting door 
closure 

• Operates and monitors in harsh environ- 
ments at temperatures up to 167 degrees 
Fahrenheit 

• Flexible OU mounting or optional DIN rail 
mounting available 

Best For: Data centers, colocation sites, 
Web hosting facilities, telecom switching 
sites, POP sites, server closets, or any 
unmanned locations. 

Price: Starts at $310 



Opengear Advanced 
Console Manager 5000 



Opengear IM4200 




(888) 220-6700 
www.avtech.com 



(800) 742-8324 
www.networktechinc.com 



The Advanced Console Manager 5000 line 
of products gives network managers simple 
and cost-effective tools for managing the 
network and environmental factors, power, 
and computer devices. With the ACM5000, 
users are able to centrally monitor the sta- 
tus of all the remote outlets and centralize 
alarms to set up automatic shutdowns in 
the event of battery backup outage or 
excessive operating temperatures. 

• Up to four RS-232 serial console ports for 
accessing routers, switches, and firewalls 

• Built-in internal temperature monitoring 
with alarms 

• Dry contacts for external water sensors, 
smoke detectors, door contacts, and 
vibration 

• Internal V.92 modem, 802.1 1 n Wi-Fi, or 
3G for flexible out-of-band management 

Best For: Use in an organization's distrib- 
uted networks. 

Price: Starts at $275 




(888) 346-6853 
www.opengear.com 



The IM4200 Advanced Console Server infra- 
structure management appliance is available 
in a 1U 19-inch rack-mountable form factor. 
The IM4200 is an out-of-band management 
device for serial console ports, servers, 
virtual servers, processors, environmental 
monitoring, and more. Features include 
Network UPS Tools, PowerMan for inte- 
grated PDU and RPS functions, pattern 
match alerting, and flexible pinouts. 

• Available in 8-, 16-, and 48-port models 

• Supports three pinout options, including 
Cisco-compatible RJ-45 ports, for easy 
installation 

• Integrated 2GB USB flash for disaster 
recovery 

Best For: Data centers, remote offices, and 
colocation environments that require a 
powerful, versatile out-of-band manage- 
ment server. 

Price: Starts at $1,295 



(888) 346-6853 
www.opengear.com 



Temperature@lert 
USB Edition 




Temperature @lert's USB Edition is a low-cost, 
reliable temperature monitoring device 
ideally suited to server rooms. This product 
monitors the ambient air temperature, connects to 
Windows servers, and is capable of sending alerts 
via email if it determines the ambient temperature 
has exceeded user-determined thresholds. The 
offering also includes everything you need to 
integrate temperature readings into Web sites and 
third-party applications. 

• Precalibrated and requires no batteries or 
AC power 

• Real-time temperature alerts and temperature 
graphs 

• Logs temperature readings to text and XML 
log files 

• Capable of sending alerts to one or more email 
addresses 

Best For: Situations requiring reliable tempera- 
ture monitoring on a budget. 

Price: $129.99 



Temperature@lert 
WiPi Edition 




Temperature® lert's standalone Wi-Fi- 
enabled sensor monitors the ambient air 
temperature and emails you when the 
server room or other enclosed space gets 
too hot or cold. The unit doesn't require a 
PC to run and is built around a highly cus- 
tomizable version of the open-source 
Linux software. Temperature® lert displays 
the current conditions and a graph of the 
day's temperature readings. 

• 802.1 1 b/g wireless Internet and wired 
Ethernet interfaces 

• Real-time temperature alerts and 
temperature graphs 

• Logs temperature readings to text and 
XML log files 

• Capable of sending alerts to one or 
more email addresses 

Best For: Compact spaces and large- 
scale deployments where a customizable 
device is necessary. 

Price: $299.99 



Temperature@lert 
Cellular Edition 




(866) 524-3540 
www.temperaturealert.com 



(866) 524-3540 
www.temperaturealert.com 



The Temperature @lert Cellular Edition 
monitors the ambient air temperature and 
sends email, text message, or phone call 
alerts when the temperature exceeds the 
user-determined limits. The unit is simple to 
install because there's no additional hard- 
ware, software, or network installation or 
configuration required; users can just plug it 
into a wall outlet and begin using it. 

• Monitors the temperature every 5, 1 5, 60, 
120, or 240 minutes 

• iPhone app lets you see the current tem- 
perature of all of your Cellular Edition units 

• Maintains temperature history online 

• XML feed 

• Built-in battery backup enables the device 
to operate for weeks without power 

• HealthCheck alerts you if the unit ever 
stops transmitting 

Best For: Geographically distributed offices 
and situations where new software or hardware 
cannot be installed on existing equipment. 

Price: $399.99 plus monthly monitoring plan 
(starting at $15/month) 



(866) 524-3540 
www.temperaturealert.com 



Upsite Technologies 
Upsite Temperature Strip 



The Upsite Temperature Strip is a liquid- 
crystal strip with an acrylic self-adhesive 
backing that users can install on IT 
equipment, cabinet doors, or server room 
walls to determine where hot spots are and 
resolve heat-related issues before they 
become a problem. The latest version has 
been modified to conform to the 2008 
ASHRAE Environmental Guidelines for 
Datacom Equipment and indicates the exact 
temperature of your equipment within 
minutes. Upsite also offers 1U and 2U 
HotLok Blanking Panels equipped with the 
Upsite Temperature Strip. 

• Delivers reliable air-intake temperatures 
within two minutes of placement 

• Calibrated in accordance with ASTM 
standards 

• Measurements accurate to within +/- 1 
degree Celsius 

• Less expensive than electronic monitoring 
equipment 

Best For: Monitoring temperatures and 
hot spots on any IT equipment and in 
data centers. 



(888) 982-7800 
www.upsitetechnologies.com 
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FEATURED COMPANY 

Relief From VoIP Headaches 

Edgewater Networks Helps Ensure The Quality Of IP Communications 



by Robyn Weisman 

VoIP IS A GREAT SOLUTION for real-time 
communications — ^provided you have a sys- 
tem configured to properly monitor, secure, 
and allocate your voice and video data. 
Santa Clara, Calif., -based Edgewater 
Networks understands this caveat. The com- 
pany has been specializing in making VoIP- 
based communications easy to set up since 
2002, and its heritage descends from a virtu- 
al who's who of companies that pioneered 
this space, including Cisco, Siemens, Nokia, 
and First Virtual Communications. 

"The management team has a lot of expe- 
rience in TDM (time-division multiplexing) 
and packet-based networking of voice 
and video," says Dave Martin, vice presi- 
dent of marketing at Edgewater Networks 
(www.edgewatemetworks.com). "We were 
founded on the belief that real-time commu- 
nications over IP networks were going to be 
the next big thing in networking, and IT 
operators and service providers faced chal- 
lenges in rolling them out." 

Secure & Reliable 
Real-Time Communications 

Martin explains 
that the primary ap- 
plications that tend 
to cause the most 
trouble for IT de- 
partments are con- 
verged networks, 
videoconferencing 
over IP, hosted voice 
and video over IP, 
connecting an ex- 
isting PBX via SIP 
trunking, and secure 
access for remote 
employees working 
either in home or 
branch offices of an 
organization. "There 
are so many issues 
with security, qual- 
ity of service (QoS), 
ongoing mainte- 
nance, and troubleshooting that we wanted 
to create solutions that would optimize 
real-time communications over IP net- 
works and provide security and reliability 
for our customers," Martin says. 

According to Martin, Edgewater' s value 
lies in its ability to simplify the setup and 



monitoring of real-time applications, 
which in turn helps its customers reduce 
their costs and deliver a best-of-breed end- 
user experience when converging voice 
and video data with conventional data. "If 
you're a service provider, we can reduce 
the TCO for delivering managed voice and 
video services and reduce customer chum 
because the service will work more reli- 
ably. If you're an IT administrator, we can 
simplify branch office connectivity for 
you and provide a better experience for 
users of these applications," Martin says. 

Modular & Synergistic Solutions 

Edgewater Networks takes a modular 
approach with its solutions. Each product 
line works well individually and often is 
all an enterprise needs. Combined, how- 
ever, Edgewater' s product lines work in 
synergy to provide the sort of results that 
make VoIP a near no-brainer. 

For example, Edgewater offers its 
EdgeMarc Network Services Gateways as 
access devices that are deployed as part of 
a network infrastructure. "Enterprise IT 
use [the EdgeMarc s] for branch office or 
office connectivity or secure remote 



access for their road warriors or remote 
workers who need secure connectivity into 
the enterprise for voice and video," Martin 
says. The EdgeMarc product line is so 
broad that it scales to fit everything from a 
SOHO environment all the way up to a 
large enterprise. 



Edgewater also offers the Edge View, a 
hardware-based VoIP support system that 
works as an integrated VoIP quality probe, 
monitoring and troubleshooting the entire 
VoIP network. "When someone places a 
call using an IP [phone], the EdgeView 
generates statistics around the audio quali- 
ty that user experiences during that call," 
says Martin. "If that user has a bad experi- 
ence, the EdgeView helps to isolate where 
you might have network impairments 
within your distributed enterprise that are 
affecting the call quality." 

The EdgeView typically is deployed in a 
network operations center or the primary 
data center, where it can monitor the entire 
network, while EdgeMarc routers are more 
often used as gateways to branch offices 
or remote locations. Either product line 
offers excellent functionality and seamless 
integration with existing VoIP networks, but 
the two really shine when they are used 
together. "If you have a user who tells you 
he had a [poor-quality] call an hour ago, it's 
hard to start to figure out what is going 
on, given the distributed nature of IT net- 
works," says Martin. "The EdgeView pro- 
vides you with visibility into the quality of 
your VoIP application. 
You can take problem 
resolution times from 
hours down to min- 
utes because you are 
now able to moni- 
tor call quality at all 
different points of 
your network." 

Prioritizing 
The Right Data 

Perhaps the most 
important thing a 
VoIP solution can do 
is to ensure that voice 
and video traffic gets 
priority over other 
traffic in order to 
maintain end-user 
call standards. With 
real-time communi- 
cations, Martin says, "If you don't have 
QoS built into the network, you'll find that 
other data traffic can delay voice or video 
packets, which causes obvious problems 
for the person making the call." 

Edgewater' s EdgeMarc appliances are 
protocol-aware, which enables them to 



Edgewater Networks 



(408) 351-7200 

www.edgewaternetworks.com 

• Edgewater Networks specializes in 
software and appliances designed to 
monitor and ensure the quality of voice 
and video over IP. 

I • The company's solutions scale to fit a 
variety of deployments, from small branch 
offices to large enterprises. 

• "There are so many issues with security, 
quality of service (QoS), ongoing main- 
tenance, and troubleshooting that we 
wanted to create solutions that would 
optimize real-time communications over 
IP networks and provide security and 
reliability for our customers," says Dave 
Martin, vice president of marketing at 

I Edgewater Networks. 

determine which devices need priority 
treatment should congestion occur within 
the network. "The EdgeMarc will auto- 
matically place them in the priority 
queue for the network operator or service 
provider, so it is not required to set up a 
complex access list or identify all the 
end points by IP address and so forth," 
says Martin. "Because it is voice-aware, 
it can use that intelligence to simplify the 
prioritization and traffic shaping that has 
to happen." 

Martin says that the EdgeMarc is so 
effective in this regard that many service 
providers use the devices even when they 
do not own the actual infrastructure. 
"They will drop an EdgeMarc appliance 
behind someone else's copper and essen- 
tially use it as a demarcation point for 
the service and provide the needed quali- 
ty of service over that access point," 
Martin says. 

UaWmg VoIP Seamless 

In addition to prioritizing voice and 
video data, Edgewater' s products give 
users the ability to maintain stringent 
security and high availability standards in 
a range of scenarios. "If you're offering a 
hosted service and the access point goes 
down, our devices can provide call control 
so that your employees and your cus- 
tomers continue to get voice services," 
says Martin. "Or if you're an enterprise 
with your own PBX connecting to a SIP 
trunk provider, we can provide the proper 
security and QoS and then help ensure 
interoperability between the service 
providers, SIP trunking network, and the 
PBX itself." 

I Edgewater' s EdgeConnect managed 
power over Ethernet switches are opti- 
mized for converged networking envi- 
ronments such as a hybrid PBX/VoIP 
environment just described and can pro- 
vide inline power to IP phones, as well. 

I "You can see we've created another net- 
working solution that stands alone in its 
own right, but when you combine it 
[with our other solutions], you really 
leverage all the capabilities that we have 
towards reducing TCO and resolving 
problems quickly," says Martin. 



Featured Products From Edgewater Networks 



Product 


Description 


EdgeConnect 


A managed Power over Ethernet LAN switch that offers scalable setup and configuration and supports high- 
bandwidth data, voice, and video applications. 


EdgeMarc Network 
Services Gateway 


A series of routing appliances that enables data centers to securely connect and monitor network VoIP services. 


EdgeView 
Reports Server 


An elegant reporting appliance that works in conjunction with the EdgeView Support System and EdgeMarc 
routers to provide visibility into a network's VoIP system. 


EdgeView 
Support System 


A VoIP tracking system that uses a GUI to set up, monitor, and troubleshoot IP phones and other VoIP devices, 
including EdgeMarc appliances and EdgeConnect switches. 




EPdE WATER 

NETWORKS, INC. 



EdgeMarc 461 OW Network Services Gateway 
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IW-R100 

Cost- Effective 1U Entry-Level 
Server Chassis 

• 26"x19"x1.75"(DxWxH) 

• Support Extended ATX 
(12"x13") 

• External 5.25" X 1 & t.,^ 
Internal 3.5" X 2 

• Changeable Fans Modules 

• Outstanding Thermal 
Solution 




IW-RA100 

1U Compact Server Chassis 

• 15"x19"x1.75"(DxWxH) 

• Support ATX (12" X 9.6") 

• Slim ODD & Internal 3.5" X 2 

• Powerful 1 U appliance with 1 5" 
depth for space-sensitive 



IW-R200 

Open-Bay 2U Server 
Chassis 

• 23.5"x19"x3.5"(DxWxH) 

• Support CEB(12"x1 0.5") 

• Slim ODD, Slim FDD, 
External 5.25" x 2, 
Internal 3.5" x 3 

• Utilized 2 x 5.25" bays 
supported storage kit 



IW-R300 

Compact Stylish 3U Server Chassis 

• 19"x19"x5.25"(DxWxH) 

• Support CEB (12" X 10.5") 

• Slim ODD, External 5.25" x 2, 3.5" x 1 , Internal 3.5" x 5 

• Single or Redundant PSU options 




IW-R400 

Economical Industrial 4U Server Chassis 

• 20"x19"x7"(DxWxH) 

• Support CEB (12" X 10.5") 

• External 5.25" x 3, 3.5" x 2 & Internal 3.5" x 3 

• Anti-shock vibration 



servers ^DIRECT MA*I ABS 
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In Win Development (U.S.A.) Inc. 

188 Brea Canyon Road, 
City of Industry, CA 91789 
Tel: 1-909-348-0588 
URL: www: in-win.conn 




Physical Infrastructure 



CW-24V5 Sentry Switched CDU 




Server Technolosy 

Soluliofs for the Data Cenler EQdipmer.t Cabina! 



Mixed Outlet 3-Phase 
415V/240V 

Achieve greater efficiencies 
by bringing 3-Phase 415V to 
the cabinet and 240V to the 
devices 

Single-power input feed; 24 
outlets per enclosure 
Delivers upto21.6kW 
Remote power management 
IP access and security 
SNMP traps and email alerts 
Environmental monitoring 
Ability to add an expansion 
module 



Server Technology Inc. 

(800) 835-1515 
www.servertech. com/products 



Physical Infrastructure 



CS-3AVY Sentry Smart CDU 

/Provides reliable 3-Phase 
power distribution. Multiple out- 
let types distribute multiple volt- 
ages via 3-Phase 208V Wye 
power in-feed. 



Server Technolosy, '"c. 



• High Density 

• Multiple Voltage Outputs 

• Input Current Monitor 

• IP Access & Security 

• SNMP Traps 

• Environmental (Temperature 
& Humidity) Monitoring 

• Branch Circuit Protection 

• NEW! Linking for Smart 
CDU (Expansion Modules) 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Physical Infrastructure 




CS-2HD2/HDE Smart Power Monitor 

• Easily add input current load and power monitoring to any 
existing cabinet 

• Quickly added to SAN's or other cabinets that do not have 
any power monitoring capabilities 

• Measure aggregate current draw on each power circuit 

• IP access and security/Environmental monitoring 

• Provides automated SNMP-based alarms or email alerts 



3 



Server Technolosy 

SoluiioTii far ihjs Data Cen'er EQjipment Cabines 



Server Technology Inc. 

(800) 835-1515 
www.servertech .com 




Attention Manufacturers: 

Advertise Your Products 
In Processor's Showcase 
Product Directory! 



Proven publication in 
business since 1979 
Color picture 
Detailed, editorial-style 
product description 
Internet exposure via our 
Web site; Processor.conn 




Call Us Today At 
(800) 247-4880 



dbg 



DEC-Compaq-Cisco-Sun-SGI 



770-931-7732 

Fax 770-931-9416 

www. dbgweb . com 
salesp@dbgweb.com 



AlphaServer GS160 Model 16 

Base System for OpenVMS 

• DY-160CG-AA 

• One Alpha 21264 Processor 1224 MHz 

• Four Quad Building Blocks 

• One 14-Slot PCI Shelf 

• OpenVMS Operating System License 

ALSO AVAILABLE: 

• Additional 1224 MHz CPU w/SMP 

• Additional Memory 

• Additional PCI Shelves 

• Additional PCI Options 



2 Systems In Stock! 



Authorized CXtMRAQ' Reseller 

WE WILL BUY YOUR USED HARDWARE! 




We Buy Used 

Cell Phones 
100 



&pay 
up to 



for each 
phone! 



Some phones have no value. See current purchase price list 
for individual model prices at www.pacebutler.com 



We'll issue yourcheck 
within 4 daysf 




www.pacebutler.com 
1-800-248-5360(405)755-3131 
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News 



Sophos Reports Rise 
In Social Networking 
Attacks 

A new report from Sophos reveals a dramatic 
increase in spam and malware sent from 
social networking sites over the past year, a 
trend that could threaten enterprise security. 

According to the company's "Social Securi- 
ty" survey, part of its 2010 Security Threat 
Report, the number of users who received 
spam or malware from a social networking 
site rose more than 70% from last year. The 
survey, which included about 500 organiza- 
tions, also found that 72% of companies are 
worried that employee behavior on those 
sites is putting corporate data at risk. 

Chet Wisniewski, a senior security advisor 
at Sophos, says social networking attacks 
pose a number of threats to an enterprise's 




security. "Attackers can determine a com- 
prehensive list of people in your organiza- 
tion, their job titles, and many personal 
details that allow for further attacks such 
as phishing and identity theft," he says. 
"Once a corporate asset has been compro- 
mised, it is often possible for these hackers 
to move laterally around the network— gath- 
ering information from file shares and data- 
bases that are unencrypted." 

Preventive Measures 

To protect against data loss and malware 
infection, Wisniewski says enterprises should 
use antivirus software at the network gate- 
way to scan files that are downloaded from 
the Internet. 

Companies also need to educate their 
employees on the risks associated with 
social networking and give them advice 
on using those sites safely, he says. Com- 
panies should set clear policies outlining 
what is allowed on work computers and 
networks. For example, Wisniewski recom- 
mends that workers avoid clicking links they 
receive on those sites, choose separate 
passwords for each site that they use, and 
carefully consider any personally identifi- 
able information they post. 

Sixty percent of respondents to the Sophos 
survey say Facebook is the biggest security 
risk to their companies. However, Facebook, 
along with sites such as Twitter and Linkedin, 
has woven itself into the fabric of day-to-day 
operations at many enterprises, Wisniewski 
says. The answer, then, isn't to block those 
sites but to find a balance between letting 
employees participate in social networking 
and securing the company's IT infrastructure. 

"The balance, of course, will be different for 
every organization," Wisniewski says, "but for 
most, it is about having a practical policy that 
respects employees' wishes while providing 
clear guidance on what is allowed." 

Wisniewski also says enterprises shouldn't 
expect the waves of malware and spam from 
social networking sites to abate anytime 
soon. "With a target this tempting," he says, 
"I would not expect the assault to let up." 

by Kyle Harpster 
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SIX QUICK TIPS 



Troubleshoot Internet 
Connection Problems 

Tips For Fixing Broken Or Lagging Connections 



by Bruce Gain 

The range and seriousness of Internet 
connectivity problems can vary. Being 
able to pinpoint the causes of those prob- 
lems and restore connectivity quickly can 
mean the difference between a momentary 
glitch in operations and, in the worst-case 



Top Tip: 

Fix It The 
Old-Fashioned Way 



There are nnany nnonitoring tools available, 
but for checking and eventually fixing Inter- 
net problenns, the tried-and-true nnethod 
of using the ping and IPconfig connnnands 
rennains quintessential. 

"Even though they are 20 to 25 years old, 
the old tools are still king," says Brad Kowal, 
assistant data center director for Shands 
Healthcare in Florida. "So you ping, trace 
routes, and pinpoint your troubles fronn point 
to point. The old tried-and-true tools will 
allow you to determine whether it is an inter- 
nal or external problem." 

Most Practical Tip: 

Know Your Bandwidth 

Users in a department are complaining about 
connection problems, but do you have a point 
of reference that shows what their bandwidth 
should be? Before you begin the trouble- 
shooting process, it is necessary to know just 
what the "normal" bandwidth speeds are. 

"You've got to know your normal hops speeds 
and what your normal transfer rate is, whether 
you are expecting 50-millisecond or 100-mil- 
lisecond delays in each hop," Kowal says. 
"You must have this basic [knowledge] before 
you begin." 



scenario for an Internet-based enterprise, a 
disaster from which the enterprise may not 
be able to recover. 

These tips cover a few things data center 
staff can do to troubleshoot and restore 
Internet connections faster and more effi- 
ciently on both a macro and micro scale. 

Know What's Broken 
Before You Fix It 

All too often, admins attempt to re- 
solve a problem by taking action too 
early that might involve replacing equip- 
ment or making unnecessary changes to 
the network. They do this before they 
have isolated the problem and know 
what the issue really is, says John 
Matzek, co-CEO of Logic IT Consulting 
(www.logicitc.com). 

"When I troubleshoot, it is a very basic, 
logical, and divide-and-conquer process. 
It is like gremlin hunting," Matzek says. 
"The basic concept of troubleshooting is not 



trying to fix stuff that isn't broken. It is just 
a question of isolating the problem, and 
once it is isolated, then you can fix it." 

Isolate The Bottleneck 

Productivity is sapped when users' con- 
nections lag to the point that Web inter- 
faces are too slow, email file transfers are 
halted, and essential tasks are interrupted. 
Finding the solution can be one of the 
most challenging troubleshooting issues 
admins can face. 

"When a user is not completely out of 
service, it is just maddening to deal with," 
says Haim Sternberg, president and owner 
of Cherry Systems (www.cherrysystems 
.com). "Many times, those issues [have 
added complexity], which is that they are 
typically only intermittently slow. So the 
speed is resumed and the network admin 
moves on to the next problem just as the 
slowness returns later." 

The process of solving the problem 
should involve isolating the bottleneck, 
Matzek says. "If you have someone com- 
plaining about slowness, you want to deter- 
mine what exactly is running slow. Some 
people will come in and say that their com- 
puter is sluggish, but they really mean that 
their email is lagging," Matzek says. "So if 
the network is running slow, you isolate 
where the problem is in the network, which 
usually is caused by people downloading 
files that take too long." 

The first step is to determine what 
changed when the problem began, Matzek 
says. "It might just be that the company is 
growing, that the behavior has changed, 
that there is some software that is saturat- 
ing a link, or there is a problem with the 
hardware, so when isolating it, it can be a 
number of different things," Matzek says. 
"But first of all, it comes down to deter- 
mining where [in the network] traffic 
slows down." 

Rely On The Backups 

There may be an enterprise- wide Internet 
outage from the main pipe that the carrier 
supplies. But that should never spell disas- 
ter, at least in the near term, because you 
should have a backup Internet feed in place. 
Although microwave or satellite providers 
might not offer the best bandwidth for an 
enterprise's Internet needs, they are exam- 
ples of alternatives that can serve as back- 
ups on a temporary as-needed basis. 



"You have to be able to rely on your 
options," says Brad Kowal, assistant data 
center director for Shands HealthCare in 
Florida. "When it comes to your redundant 
systems, you need to know what you have 
to access, from where, and how critical it 
is. It is as simple as that." 

As for the carrier, it is critical to know 
what redundant infrastructure it has in 
place when, for example, cables get dug 
up by a road crew or other accidents hap- 
pen that are beyond your or the carrier's 
control, Kowal says. "If you find out that 
the problem exists due to the [carrier], we 
make sure to communicate that we need a 
critical feed. But first, you need to do your 
due diligence as to what redundancy you 
are leasing in the first place [before using 
the carrier]," Kowal says. "For example, 
do they have dedicated switches with 
built-in points of failure or are you buying 
into a ring with redundant paths? These 
are things you need to know first." 

Check The Cables 

One of the first things a help desk 
instructs users to do if they can't log on to 
the Internet is to check that the cables are 
properly attached to the PC. For the admin 
who has verified that wires are in place, 
routers are working, and the outage is lim- 
ited to just a single area on the network, 
then the cable itself, and not the connec- 
tion, could be the culprit, especially if it is 
cheap. In some cases, cables and wires 
may need to be removed and replaced. 

Indeed, bad CAT 5 cable is a "common 
and painful issue," says Rob Enderle, an 
analyst for the Enderle Group. "One prob- 
lem with cable being cheap is that some- 
times it isn't tested, and one loose wire 
can make it look like you have a network 
problem," he says. 

Simply removing and reinstalling all 
LAN cables as well as power cords could 
be enough to re-establish connections, 
says Jim Schriver, director of new tech- 
nologies for Black Box (www.blackbox 
.com). Then, "double back to the basics," 
he says. 

"[For an individual PC,] shut down your 
computer; unplug any router, switch, or 
other means of distribution between your 
computer and modem; and unplug your 
modem," Schriver says. "After 10 sec- 
onds, plug the modem back in and watch 
the front panel lights." 



BONUS TIPS 



■ Work around outages. 

Isolated connection problems 
within a network can be very 
complex to fix, especially for 
large networks with many dif- 
ferent routers. Routing users 
through another area of the 
network can serve as a short- 
term remedy, says Haim 
Sternberg, president and 
owner of Cherry Systems 



(www.cherrysystems.com). 
"The best solution for such a 
problem if [the part of the net- 
work] is mission-critical is to 
have a roving profile where 
you can go to a different area 
of the network that is operat- 
ing," he says. 

■ Fix DNS problems. You 

can ping a Web address but 



can't access the site by its 
name due to a DNS problem. 
The first thing to do, says John 
Matzek, co-CEO of Logic IT 
Consulting (www.logicitc.com), 
is to use IPconfig to find out 
what the issue is. The default 
gateway, DNS server, and 
other information displayed 
should show you all you need 
to know to fix the problem. 
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Study: Cloud 
Computing Attracts 
Repeat Adopters 

Unified email management company Mime- 
cast released highlights from its recent Cloud 
Computing Adoption Survey of 565 IT deci- 
sion makers. According to Mary Kay Roberto, 
senior vice president and general manager 
for Mimecast North America, the most inter- 
esting finding of the survey is that 70% of 
the companies that use cloud computing are 
planning to implement more cloud-based 
applications within the next 12 months. 

"This validates the value that organizations 
are seeing when they move to the cloud," 
Roberto says. She believes it also suggests 
that, in the future, more companies will be- 
come comfortable with the cloud. 

The survey found that the No. 1 reason com- 
panies have adopted cloud computing is 
lower costs (54%). Often faced with stricter 
budgets than larger enterprises, SMEs can 
particularly benefit from the cloud. 

Roberto says that cloud computing can indeed 
meet the "business, legal, and regulatory 
requirements" that SMEs must abide by even 
when under tight budgets. "SMEs will benefit 
from the sophisticated and costly systems that 
larger organizations use without the demands 
on personnel, the often substantial increase in 
software and hardware cost, and the complexi- 
ty of managing such environments," she says. 

Of those companies not currently in the cloud, 
the survey found that 62% of them are either 
considering or have considered adopting cloud 
computing. Although cloud computing has not 
yet been firmly adopted as an established tech- 
nology, Roberto says that it one day could, 
adding that she hears organizations "talk about 
looking at the cloud when they evaluate new 
projects but also when they are looking at 
major upgrades to existing applications." She 
says that the increased time to productivity is 
also important to companies when they are 
considering the cloud, adding that "The cloud 
with environment readiness should get an 
organization to a product state quicker." 

Overcoming Cloud Hesitation 

The attractiveness of cloud computing is also 
met with hesitation and fear. In the survey, 
46% of companies cited security concerns 
as the primary reason they are hesitant to 
move to the cloud. However, Roberto pro- 
vides some advice for ways to approach and 
lessen these fears so that the cloud can be a 
secure and productive place for enterprises. 

Roberto urges organizations to ask their cloud 
providers questions about their security and 
says that the cloud can be just as or even more 
secure than in-house environments. "But all 
cloud solutions are not equal, so an organiza- 
tion must check out this vitally important area," 
she says. "If they do, they will find cloud solu- 
tions that will meet their security requirements." 

by Candace Ross Blomendahl 
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Monitoring 

Multiservice Networks 

Tackle This New IT Challenge With These Best Practices 



by John Brandon 

In the it sector, companies of all sizes 
are using networks for a variety of tasks. 
The emergence of unified communica- 
tions — where a network is used for video, 
telepresence, voice communication, and 
instant messaging (among other things) — 
has added a new level of complexity. And 
technologies such as SONET (synchronous 
optical networking) and PoS (Packet over 
SONET) often coexist in the same data cen- 
ter with standard Ethernet lines running to 
every comer of the office building. 

Monitoring these networks is becoming 
more difficult, especially when the IT 
department is charged with ensuring high 
performance, reliability, tight security, and a 
trouble-free environment for business seg- 
ments. However, several best practices can 
help IT keep track of exactly which tech- 
nologies are in play across a company. 

The Big Picture 

One way to view network monitoring is 
to understand that even in a complex envi- 
ronment with multiple transports, wiring 
strategies, and IP standards in use, the net- 
work is still essentially one entity. Most 
companies run one IP network where the 
intention is to move traffic as quickly as 
possible without regard for the particular 
transport technology. For example, while 
we may view a voice communication net- 
work as distinct from a data archiving sys- 
tem, the network still sees digital bits 
moved from an end point to a server and 
back. That's why one of the foremost chal- 
lenges is not necessarily understanding 
how the network is used, but understand- 
ing the end points and how monitoring 
affects the performance of those end 
points. Performance issues usually arise 
because of endpoint problems, down 
switches, and failed routers and not nec- 
essarily from mixed networking across 
the same IP network. 

"Getting access to the network without 
introducing distortion or service degradation 
is probably the first goal," says Jesse Price, 
vice president of marketing for NetQuest 
(www.netquestcorp.com). "After that, it's 
really a matter of deciding how many of the 
services need to be monitored and then 
reviewing the performance data to ensure 
that the majority of the network bandwidth 
is under surveillance." 

Price explains that if a monitoring tool is 
only providing "fire prevention" to see spe- 
cific problems, then it is missing the point. 
The purpose of network monitoring in a 
multiservice environment is not just to see 
the problems but to evaluate network per- 
formance over a long term — to do trend 
analysis, provide detailed reports of mainte- 
nance issues, and evaluate incompatible 
protocols. In other words, the monitoring 
tool should not just report that one end point 
is down or a switch is not handling Skype 
traffic properly, but that the same problem 
has showed up multiple times in a month. 

"Our approach is that the network is still, 
at the end of the day, an IP network," 
says Kenneth Sanofsky, Paessler AG's 



Key Points 



It's critical to get a big picture on the whole 
IP network because IT staff often examine 
specific technologies (such as Wi-Fi) and 
access points and not the entire network. 

Tunneling is often the bane of any moni- 
toring tool because it is a way for networks 
to create secure connections and ward off 
inspection, even by legitimate tools. 

Employees use networks for a wide array of 
services, such as VoIP, instant messaging, 
VPN, and video streaming, which means IT 
must monitor all network protocols. 



general manager of North America (www 
.paessler.com). Sanofsky says a network 
monitoring program may have 50 sensors 
installed to scan activity on a complex net- 
work and examine traffic on Web servers, 
file servers, and mail servers, but to the IT 
manager in an SME, the software needs to 
present one view into the whole network. 

"An SME has a limited staff with limited 
capability, and they need a tool that is easy 
to install and easy to understand so they 
can see actionable data," says Sanofsky. 
"The monitoring service must be able to 
poll the entire network so managers can 
see what is out there and act on it." 

Common Pitfalls 

Price says the most common pitfall to 
avoid is that some monitoring tools are ill- 
equipped to deal with network tunneling in 
a multiservice network. Tunneling — a 
process of allowing networks to coexist 
and for data to transport over disparate net- 
works — can cause monitoring software to 
fail. "Companies should assess strategies 
capable of tunnel stripping so they can 
expand the number of services existing 
tools can monitor without investing in 
additional tools or having to aggregate 
monitoring results." 

According to Sanofsky, another common 
problem in monitoring is that the service 
itself introduces performance problems. 
Some monitoring tools examine end points 
on a multiservice network by adding a 
script or driver that interrupts performance 
or disables service from that node. To 
address the problem, companies should 
avoid freely available monitoring tools that 
are not designed to handle complex envi- 
ronments and to use monitoring tools that 
support tunneling. 

Kailash Ambwani, president and CEO of 
FaceTime Communications (www. face 
time.com), says another typical problem 
has to do with the emerging social net- 
working technologies, which come with 
new forms of instant messaging and voice 
communication systems. 

"What makes these IM and presence- 
based applications difficult to monitor is 
the way they tunnel through the enterprise 
firewall," says Ambwani. "For example, 
how do you monitor traffic for applica- 
tions like Skype that port hop? Or how do 
you secure your network from Facebook 
chat, instant messaging, and other social 



media applications that use HTTP tunnels 
into your network? These rogue applica- 
tions need to be monitored to prevent 
viruses, malware, and data leaks." 

For Ambwani, the great challenge that IT 
must face is that employees in an SME are 
using networks for so many different tasks 
while they also engage in traditional net- 
working and make backups. IT itself is also 
engaging in multitransport networking by 
setting up virtual servers, hosting email both 
internally and in the cloud, and running 
Internet voice communications. Ambwani 
says each of these uses presents a new chal- 
lenge, especially in terms of security moni- 
toring. Yet, enterprises have moved from 
blocking activities to allowing them as a 
critical function and monitoring their use. 

"The traditional approach to addressing 
these problems has been to try to block 
access and filter URLs," says Ambwani. 
"However, the potential business value of 
social media applications like Facebook, 
YouTube, and Twitter, and the evasive 
nature of applications like Skype, makes it 
more prudent to monitor data traffic rather 
than block it. With a [gateway monitor], 
you get granular control of Web sites, appli- 
cations, and content posted to wikis, blogs, 
and social networking sites. That way you 
can control content, log information needed 
for compliance, and monitor for data leaks." 

In the end, the networks will continue to 
evolve and change with the times: Getting 
the big picture, understanding tunneling 
strategies, and monitoring instead of block- 
ing some activities is the prudent way to 
make sure networking is running optimally 
instead of just well enough, 

An Expert's Take 

According to Phil Jopa, CTO at Allied Telesis 
(www.alliedtelesis.com), SMEs should keep 
the following in mind when addressing multi- 
service networks. 

• You need to find the business applica- 
tions that must be monitored to improve 
productivity and minimize user outages. 
Then, choose the appropriate system that 
fulfills your needs regarding the network. 

• In order to service a multivendor 
environment, you must define an open 
systems network strategy. Network 
management must be standards-based in 
order to interoperate with any other 
vendor's equipment that satisfies the 
application or network requirement. 

• The biggest single pitfall SMEs have is not 
thinking in terms of the future or committing 
the capital investment in order to success- 
fully control their total cost of ownership. 
Network management has always been an 
afterthought when it should be at the 
forefront of the decision making process. 

• Choosing vendors that adhere to open 
standards for network management 
systems will allow you the flexibility to 
control your total cost of ownership. 
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Brady NetDoc2 



NEW PRODUCT 



by Kris Glaser Brambila 




Brady NetDoc2 

A network cable 
management solution 
that helps track and 
monitor cabling, 
hardware, pathways, 
and more. 



Identify, Document & 
Manage Network Assets 



Brady's NetDoc2 is a Web-enabled 
network cable management solution that 
can help enterprises track and monitor 
their networking assets, including 
cabling, hardware, pathways, racks, fire 
stopping, and more. "NetDoc allows 
users to know what they have, where it's 
at, and what it's connected to," says 
Anthony Rodrigues, national account 
manager for the datacom industry. 

What sets NetDoc2 apart from other 
network management solutions is its 
open-access Microsoft SQL Server 
database, which offers complete flexi- 
bility for users. "NetDoc2 differs from 
other similar applications because of 
our constant development changes 
incorporated from end-user suggestions 
or requirements," says Rodrigues. 
Additional flexibility comes from the 
Microsoft Excel interface tool that lets 



SBRAC¥ 

WHEN PERFORMANCE MATTERS MOST" 



users import data and read network data 
from NetDoc. 

According to Rodrigues, NetDoc2 
can help small and medium-sized 
enterprises pinpoint and solve network 
issues faster, minimizing network 
downtime. "NetDoc is a benefit to 
small and medium-size companies, 
given they need tools that allow them 
to best manage all aspects of the net- 
work," Rodrigues says. The organiza- 
tion and control that NetDoc2 offers 
also make it easier for enterprises to 
plan for network changes. 

NetDoc2 is compatible with Brady's 
LabelMark software, so users can prop- 
erly document and more easily identify 
their network's assets. Accurate labeling 
not only simplifies management, but also 
helps users comply with the ANSI 
TIA/EIA 606 standard. 



(888) 250-3082 
www.bradyid.com 
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7099 Huntley Rd, Suite 104 | 
Columbus, OH 43229 DATA BACKUP SOLUTIONS 

New & REFURBISHED TAPE & HARD-DISK BASED BACKUP SOLUTIONS 

Library upgrade packages for higher performance & capacity 
Tape library repair specialists - stock lOOO's of parts 

Purchase a complete library with one tape drive 
Get the second tape drive for $1.00 (same format) 

CHOOSE FROM THE FOLLOWING LIBRARY CHASSIS 

• HP SureStore 2/20, 20-Slot Tape Library — $1,999 

• HP SureStore 4/40, 40-Slot Tape Library — $2,449 

• HP MSL6030, 30-Slot Tape Library $2,799 

• HP MSL6060, 60-Slot Tape Library $4,699 

SELECT TAPE DRIVE FORMAT 

LT03 LVD SCSI — $3,500 | LT04 LVD SCSI — $4,500 

ADD SECOND TAPE DRIVE FOR $1.00 

Condition: Library chassis is refurbished. Tape drives are NEW \ Warranty: 12-months 
Committed to providing high-value, high-quolity, products to the IT marketplace 
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Information 
Technology 
Trading 



Experience to find you the 
right technology solution. 

AS/400 • RS/6000 • Sun Microsystems 
Storage • Tape Backup 



(877)715-3686 | www.itechtrading.com 
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Thanks to DMD, we 
don't have to sit on 
our old computer 
equipment anymore. 
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We polled industry insiders to come up 
with some of the best tips, strategies, and 
advice in four key areas. 
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■ As the transition to virtualized 
architecture continues to accelerate, 
companies are learning that its bene- 
fits don't come without pitfalls. 



Expert Upkeep Advice | 27 

■ Creating solid maintenance tac- 
tics for an SME's physical building, 
equipment, and network resources 
can prolong the life of a data center's 
assets and stretch budget dollars 
even further. 



Energy Savings 
In The Data Center I 



28 



■ Data centers use a tremendous 
amount of energy, so no matter what 
side of the argument over global 
warming one chooses, the bottom line 
is that data center energy savings can 
deliver significant monetary savings. 



Simplifying Unified 
Communications | 28 

■ Perhaps the most puzzling thing 
about unified communications, or UC 
for short, is that there seems to be a 
lack of consensus over what it means. 



Virtualization 
Recommendations 



Tips From The Pros On Planning & Deploying 
A Successful Virtualization Strategy 



f 



by Carmi Levy 
• • • 

As THE TRANSITION to virtualized architec- 
ture continues to accelerate, companies are 
learning that its benefits don't come without 
pitfalls. Simply setting up a virtualized envi- 
ronment and throwing the existing applica- 
tion inventory into it is insufficient. 
Ill-planned implementations like 
this could expose the organiza- 
tion to unacceptable risk. 

As compelling as it may 
seem to collapse multiple 
conventional servers into rela- 
tively few virtualized ones, 
doing so will impact nearly all 
facets of IT infrastructure. The 
application inventory, for example, 
will be affected by any transition to 
virtualization, as not all software can 
tolerate the new environment. 

Far-Reaching Implications 

The effects of a virtualization implementa- 
tion extend beyond applications to process- 
es, as well. Disaster recovery plans will need 
to be rewritten to ensure they are optimized 



Key Points 



• Look beyond the applications, because 
virtualization affects organizational struc- 
tures as well as technological ones. Work 
with business areas and IT to assess how 
fornner silos will work together in the new 
landscape. 

• Virtual technology scales quickly, so care- 
fully plan for active nnanagennent of virtual 
nnachines to ensure the organization can 
keep pace. 

• Forget single-vendor solutions — virtualiza- 
tion's hardware, software, and process 
diversity connpels IT to choose solutions 
that avoid lock-in. 



for a virtualized architecture. Monitoring 
processes will also have to evolve, as will 
storage solutions and strategies. The far- 
reaching effects of virtualization highlight 
the critical need to have extensive plans in 
place before anything goes virtual. 

"Your strategy should present an over- 
view of the current business and IT pains 
you are looking to solve through your 
virtualization implementation," says Ilan 



manage provisioning and acceptance in the 
new shared technology environment. 

"Without proper governance in place, a 
well-built system can be quickly over- 
loaded, creating the perception that the vir- 
tual environment is not mature enough," 
says Strohl. "Proper planning and 
understanding is everything." 

Companies that attempt to vir- 
tualize without taking steps to 
plan and understand could be 
in for a painful 




Paretsky, vice 
president of marketing 
for Ericom (www.ericom.com). "As difficult 
as it is, your strategy should incorporate your 
IT road map for the next five years, or at 
least the guidelines and highlights of such." 

The strategy must incorporate organiza- 
tional impacts as well as the harder technol- 
ogy-focused ones. Mike Strohl, president of 
Entisys Solutions (www.entisys.com), a 
virtualization solutions integrator, says vir- 
tualization rewrites the rules that governed 
how servers, storage, and networking were 
used in the previrtualization era. 

"Departments that had traditionally been 
in silos are suddenly intertwined," says 
Strohl. "Failure to identify this and plan 
the technology can result in bottlenecks 
and disaster." 

Governance is a key component of this 
process because virtualized environments 
can scale much more quickly than tradi- 
tional ones. Strohl recommends holding 
sessions involving stakeholders from all 
affected business areas and IT to ensure 
they understand how virtualization increases 
the need for them to work together and how 
they'll build policy frameworks to properly 



and 

expensive les- 
son, says Ed Hallock, 
senior director of solutions man- 
agement with ASG Software Solutions 
(www.asg.com). 

"Organizations that run headlong into 
virtualization without a cohesive strategy 
will eventually get a morning-after reality 
check," he says. "The initial cost savings of 
virtualization can be huge — up to 50% in 
hardware costs and even more if you factor 
in lower energy consumption and improved 
disaster recovery. But in the long run, few 
enterprises will achieve the full potential of 
virtualization as they struggle with new 
problems like ensuring performance and 
availability, preventing VM sprawl, and 
maximizing resource utilization." 

Scalability Is Key 

Growth of data over time highlights the 
need to understand scalability and incor- 
porate it into any virtualization strategy. 
Mike Palin, CEO of Leostream (www 
.leostream.com), says scalability is a huge 
issue in virtualization. 

"Solutions that perform well in a small 
trial deployment may not perform well at 
all when it is expanded to the larger enter- 
prise," he says. "Conduct stringent due 
diligence so that you can be sure that what 
occurs in the lab is representative of what 
will occur in a full deployment." 



Part of this process involves avoiding 
single- vendor solutions. "Effective virtual- 
ization implementations will have to accom- 
modate for hardware, software, and hypervi- 
sors from multiple vendors," says Paretsky. 
"This means that you have to make sure that 
your chosen solutions are agnostic and that 
all of these different components from dif- 
ferent vendors can live together." 

People Go Virtual, Too 

The human factor can be another hidden 
pitfall of virtualization. The desire to see vir- 
tualization as a supposed cure-all for IT-relat- 
ed issues can lead to disagreement down the 
road. Doug Hazelman, director of the global 
systems engineer group at Veeam (www 
.veeam.com), says planners must anticipate 
this and set expectations in advance. 

"If an application has problems on a 
physical system, it will still have problems 
on a virtual system," says Hazelman. 
"During virtualization projects, there's 
always a lot of finger-pointing at the virtual 
environment as the cause of the issue when 
the problem may actually lie much deeper. 
Virtualization has a tendency to bring to 
light application deficiencies that have actu- 
ally existed all along." 
By studying these deficiencies, IT can 
better prepare the rest of the organi- 
zation for virtualization. In many 
respects, the thinking around the 
technology must evolve as much as 
the technology itself. 

"The common misunderstand- 
ing is that you 'move' to a virtu- 
alized environment," says Richard 
Whitehead, Novell's director of 
marketing for data center solutions 
I (www.novell.com). "The reality is that vir- 
tualization is part of your IT infrastructure. 
You need to think intelligently about your 
data center across physical, virtual, and 
cloud. One of the largest oversights is in the 
management of virtualization, including 
security. Take time now to create a strategy, 
track the results, and ensure you are virtual- 
izing for business reasons." 

Best Tip For 
Beginners: AsIc Tlie 
Riglit Questions 

According to Ed Hallock, senior director of 
solutions management with ASG Software 
Solutions (www.asg.com), there are several 
I important questions SMEs should ask them- 
selves in order to maximize future cost-sav- 
ing opportunities: 

• How are we going to track increasing 
numbers of VMs (virtual machines)? 

• How can we follow trends in VM 
usage levels? 

• How do we optimize our existing VMs? 

• How does this impact the physical 
IT environment? 

• How are the applications running on 
our VMs actually performing from an 
end-user perspective? 
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Expert Upkeep Advice 

Strong Strategies For Data Center Upkeep Can Help Protect Your Investments 



by Elizabeth Millard 

Developing effective long-term tech- 
nology strategies and planning for growth 
are crucial, but what about the data center 
you're managing now? Creating solid 
maintenance tactics for an SME's physi- 
cal building, equipment, and network 
resources can prolong the life of a data 



Key Points 



See nnaintenance as a connprehensive 
strategy with nnultiple physical and net- 
work connponents. 

Bring in data center cleaning crews at 
least once per year. 
Create schedules for discarding older 
equipnnent so nnaintenance on in-use 
equipnnent is easier. 



center's assets and stretch budget dollars 
even further. Here's what the experts rec- 
ommend for boosting maintenance power. 

Coordinate All Areas Of Maintenance 

In terms of what's included in a main- 
tenance plan, most prevalent are the 
physical assets and systems in a center, 
including air conditioning equipment, 
UPS systems and batteries, fire suppres- 
sion and sprinkler systems, power distrib- 
ution equipment, and cabling. 

According to Peter Sacco, president of 
PTS Data Center Solutions (www.ptsdcs 
.com), increasing power density has become 
a struggle for all companies, and it directly 
affects cooling systems, so putting more 
management and maintenance into place for 
controlling power is crucial. He notes that 
before a company buys equipment such as 
blade servers, it should have a plan in place 
as to how the machine will affect the overall 
center and whether maintenance schedules 
need to be tweaked. 

In some cases, implementation of more 
blades might increase cooling needs, and 
subsequent purchasing of in-rack cooling 
systems could significantly change main- 
tenance schedules. By looking at all areas 
of a maintenance schedule, an IT manager 
may be able to spot areas that are ripe for 
efficiency-driven changes. 

Don't Forget Cleaning 

Another important aspect of upkeep is 
cleaning, Sacco adds. A data center is a 
unique environment, and as such, it can't 
be cleaned in the same way that the rest of 
the office might, with traditional cleaning 
products. For example, an SME would 
never want a cleaning crew to come in to 



mop up the floors, risking soap and water 
seeping into a raised floor and affecting 
the cabling below. 

Because the center has such limited 
access, it doesn't need to be cleaned as 
often as areas that have heavy foot traffic, 
but there should be a regular cleaning 
schedule, and services should be performed 
by firms that are knowledgeable about data 
center environments. These firms can clean 
particulate build-up from raised floors and 
polish up surfaces without affecting equip- 
ment. Experts note that a complete cleaning 
should be done at least once per year, and a 
surface cleaning can be done quarterly. 

Manage Application Performance 

Maintenance isn't limited to physical 
infrastructure and equipment; upkeep also 
extends to networks, security, application 
upgrades, and even user training. One area, 
for example, is application performance, 
particularly if a company is employing 
cloud computing, notes Frederic Hediard, 
vice president of product management at 
Streamcore (www.streamcore.com). 

"IT staffs must focus more attention on 
managing application performance over 
the Internet access link since more and 
more business-critical traffic will be 
exchanged over it," says Hediard. "Internet 
access links tend to be congested. Emails, 
antivirus updates, P2P sessions, and video 
streaming are bulky and fill the Internet 
pipe regardless of the pipe's size." 

Upgrading bandwidth doesn't solve the 
issue, he notes. Instead, there's need for 
visibility into the traffic and monitoring of 
key metrics to ensure that applications are 
performing well. Hediard advises that 
SMEs look for products that provide uni- 
fied visibility and control over advanced 
QoS and bandwidth. "These solutions will 
help IT staffs to manage interactive and 
real-time traffic delivery over both the pri- 
vate WAN and over the corporate Internet 
access link," he says. 

Run Fire Drills 

Similar to tracking application perfor- 
mance and preventing bottlenecks, a com- 
pany should also perform recovery drills 



to keep systems running well, advises Jim 
Reinert, senior director of software and 
services for Ontrack Data Recovery (www 
.ontrackdatarecovery.com) . 

"A regular part of maintenance should be 
testing the backup systems," he says, noting 
that issues could crop up if a data center 
manager is putting data on hard drives or 
tapes and not checking to make sure that 
they work in a recovery situation. 

Actual fire drills can also be run periodi- 
cally. If there's a fire in the building, for 
example, what happens to the data center? It 
may be worthwhile to test fire suppression 
systems in a small section of the data center 
or a separate test lab to ensure that what- 
ever is used is working properly and doesn't 
harm equipment. 

Discard Older Equipment 

Much like in a household, maintenance 
becomes easier when all the unused junk 
is cleared away. An SME should have a 
plan in place about transitioning equip- 
ment out of the data center, including a 
specific end date for each machine and 
maintenance schedules until that date. 

Many companies put a regular discard 
date on their calendars — for instance, two 
or three times per year, usually coming a 
few months after a technology upgrade — 
and work with a tech recycling firm that 
can dispose of the equipment following 
state and national regulations. 

Robert Houghton, president and CEO of 
asset management firm Redemtech (www 
.redemtech.com), recommends that SMEs 
create a strong relationship with a recycling 
firm, starting with an in-person site visit. 
Other options can be refurbishment for an 
employee buy-back program or for dona- 
tion to a local nonprofit or school. 

In developing an overall comprehensive 
maintenance plan and implementing it, 
SMEs may want to bring in outside consul- 
tants or even consider outsourcing. Some 
data center operations companies can help 
develop an annual preventive maintenance 
schedule and offer a service plan that 
includes physical elements of a center, so an 
IT manager only has to worry about net- 
work and system maintenance. 



Best Tip For Beginners: Get Organized 

Many companies do maintenance as issues come up or assign different parts of a data center to 
different IT staffers, but for a truly cohesive strategy, it's necessary to understand how hardware 
and systems work together and what type of maintenance is needed overall. Creating an upkeep 
list will depend on the company's needs and equipment— for example, an enterprise that can't 
tolerate any downtime will need stronger focus on failover systems— but in general, the list 
should include maintenance needs for the physical building, cooling and power systems, racks 
and cabling, applications, and storage. 




I Xerox Buys ACS For $6.4 Billion 

The shareholders of document management 
company Xerox have approved its acquisition 
of ACS (Affiliated Computer Services), which 
specializes in business process technology. 
The merger benefits both companies, with 
Xerox absorbing ACS' business process 
knowledge and ACS gaining access to 
Xerox's extensive research, potentially lead- 
ing to new products and technologies that 
combine the two companies' expertise and 
innovations. Together, the companies have 
about 130,000 employees; Xerox and ACS 
say job casualties will be minimal and that 
reductions will mostly be limited to eliminating 
redundant corporate positions. Xerox plans to 
pay for the $6.4 billion acquisition with cash 
and stock transfers. 




I IDC Reports Smartphone 
Shipments Up 

Industry analysts at IDC say that smartphone 
shipments climbed to 54.4 million for the 
fourth quarter of 2009, which is a record 39% 
increase compared to a year ago. Apple 
experienced the biggest growth as its unit 
shipments increased to 25.1 million, com- 
pared to 13.8 million units for 2008. Apple's 
share of the smartphone market also jumped 
to 14.4% for 2009 from 9.1% in 2008. In the 
fourth quarter of last year alone, Apple 
shipped 8.7 million iPhones, which is almost 
double the 4.4 million units it shipped in Q4 
2008. Apple is still in third place in market 
share behind Nokia (67.7 million devices 
shipped in 2009) and Research In Motion 
(34.5 million devices shipped). 

I Residential Broadband Speeds 
Increase In 2009 

The average U.S. broadband download 
speed in 2009 was 7.12Mbps, a 28% 
increase from the previous year, according 
to a recent In-Stat survey of 535 residential 
broadband Internet users titled "U.S. Resi- 
dential Broadband Speeds Accelerate." 
The average upload speed was up 16% 
to 2.42Mbps. Despite the gains, 2009's 
increase was reportedly lower than that of 
2008. The largest bandwidth gains in 2009 
occurred for cable modem and wireless 
users, with cable subscribers seeing their 
broadband speeds increase to nearly dou- 
ble that of fiber-to-the-home users. Cur- 
rently, fiber-to-the-home provides the 
fastest download speeds among the various 
broadband delivery methods, followed by 
cable modem, fixed wireless, DSL, and 
satellite. The average price for broadband 
service among residential users for 2009 
was reportedly $39.22. Of the residential 
users surveyed, 86% indicate they have 
cable modem or DSL broadband access. 
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Energy Savings 
In The Data Center 

Pros Offer Strategies For Successful Energy Management 



by Sixto Ortiz Jr. 
• • • 

The ongoing conversation about global 
warming and green industrial practices is 
increasing the emphasis on capturing 
energy savings in the data center. Data 
centers use a tremendous amount of 
energy, so no matter what side of 
the argument over global warming 
one chooses, the bottom line is 
that data center energy savings 
can deliver significant mone- 
tary savings. 

And that is music to the ears 
of top management, who must 
control costs in today's chal- 
lenging economic environment. 
Thankfully, experts recommend 
many strategies — some of them 
very easy to implement — that 
data center administrators can 
use to achieve substantial ener- 
gy savings. 

Measure, Measure, Measure 

Without measuring, there is no way 
admins can assess where their data centers 
are in terms of energy usage. And without 
determining a baseline, it is impossible to 



ascertain the effectiveness of measures 
undertaken to deliver energy savings. 

Enhancing efficiency within the data cen- 
ter means limiting the energy usage of non- 
productive work, such as cooling, heating, 
lighting, and humidity controls, says David 
Matusow, architect for availability services 
consulting at Sungard Availability Services 
(www.availability.sungard.com). According 
to Matusow, because organizations faced 
with rising energy costs want to drive down 
expenses and increase margins, gaining 
greater visibility into the energy needs and 
costs of equipment is becoming common- 
place. The key is to measure energy used for 
productive work, such as operating servers 
and storage equipment, and the energy used 
for nonproductive work, such as cooling, 
lights, heat, and humidity controls. 

A way to introduce monitoring and mea- 
surement capabilities in the data center is to 
add intelligent inline meters, says Herman 
Chan, director of Raritan's power manage- 
ment solutions unit (www.raritan.com). Chan 
says these devices front-end a basic rack 
power distribution unit and help administra- 
tors understand and maximize circuit utiliza- 
tion. Also, he adds, intelligent inline meters 
connected to environmental sensors provide 



Key Points 



Witliout nneasurennent and nnonitoring, nnan- 
agennent of energy efficiencies is innpossible. 
Sinnple techniques such as innplennenting 
hot aisle/cold aisle layouts and bundling 
cables can provide big savings. 
Replacing aging equipnnent nnay seenn 
expensive at first but can save money in 
the long run by alleviating the costs of 
nnaintaining older equipnnent. 



insight into environmental conditions around 
the rack, so administrators can be alerted to 
hot spots and to over-cooling situations. 

Emily Reyna, project manager for the 
Corporate Partnerships program at the 
Environmental Defense Fund (www.edf.org), 
says monitoring and benchmarking measures 
reveal how energy is used in the data center 
and provide the data needed to develop the 
business case for making investments in ener- 
gy efficiency. Reyna suggests three ways 
administrators can achieve this. 

First, says Reyna, an organization should 
calculate and monitor their PUE (power 
usage effectiveness). The PUE is the ratio 



Simplifying Unified 
Communications 

Experts Weigh In On How Best To Streamline Your Communications 



by Robyn Weisman 

Perhaps the most puzzling thing about 
unified communications, or UC for short, is 
that there seems to be a lack of consensus 
over what it means. "There are so many 
definitions and interpretations. Some peo- 
ple say UC when they mean unified mes- 
saging. Some equate UC with just email, 
just instant messaging," says Scott Gode, 



Key Points 



• Unified connnnunications is designed to help 
your ennployees connnnunicate nnore effec- 
tively with custonners and one another. 

• UC enconnpasses nnany different areas, 
including telephony, nnessaging, and video- 
conferencing, each of which nnay be 
deployed and integrated with your network 
as appropriate. 

• As you construct your UC systenn, you 
nnust nnake sure the network plunnbing 
supporting it is secure and reliable. 



vice president of product management and 
marketing at managed UC communications 
provider Azaleos (www.azaleos.com). 

According to Gode, many people that he 
has encountered seem to believe that there 
is a direct association between UC and 
VoIP telephony, which leads to the mistak- 
en belief that in order to implement a UC 
system, IT must scrub out or exchange an 
enterprise's current PBX-based telephony 
system and start from scratch with a VoIP 
one. As a result, many SMEs believe the 
perceived costs — as well as the future polit- 
ical and organizational ramifications — of 
making such a migration will be so enor- 
mous that the process is stillborn. 

So if you're thinking about deploying 
some sort of UC system in your data center, 
you're in luck because you can take one of 
many different paths. "You can start by just 
doing instant messaging, some form of 
Web conferencing, or some telephony, but 
you don't have to do everything all at once. 
You can do it in a piecemeal fashion 
because it's more cost-effective and less 
destabilizing from an internal IT perspec- 
tive," Gode says. 




The Meaning Of UC 

Tristan Barnum, director of Switchvox 
product marketing at open-source VoIP and 
UC provider Digium (www.digium.com), 
says that when she thinks about UC as a 
concept, it means the ability to get the infor- 
mation that you need in the context that you 
need it. "In an ideal world, I am not getting 
phone calls at my desk when I am clearly in 
a conference room," Bamum says. "I have 
programs running that know where I am 
[and] what appointments I have scheduled 
so that calls should come to my cell phone." 
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of total energy used by the data center to the 
energy actually consumed by servers over 
time. Even though an ideal data center has a 
PUE of 1 — all energy is used to power 
servers — in reality, most data centers have a 
PUE of 2 or higher, she adds. So, reality 
means servers use half the energy, with the 
rest used for infrastructure to keep the data 
center cool and manage power quality. 

Reyna also recommends that administra- 
tors track server utilization so underuti- 
lized servers — and even servers that are 
not used at all — can be identified. Finally, 
she adds, improved monitoring for vari- 
ables such as temperature and humidity 
can provide the data needed to fine-tune 
cooling efficiency programs. 

Keep It On, Keep It Cool 

Power and cooling in the data center go 
hand in hand. Servers need power to func- 
tion but also need plenty of cooling so 
power dissipated as excess heat does not 
interfere with server functionality. So, ener- 
gy savings can easily be captured by per- 
forming tasks that optimize power manage- 
ment and cooling. 

Darren Bonawitz, principal owner of a 
Kansas City data center called 1102 
GRAND (www.1102grand.com), says 
administrators should install blanking pan- 
els to prevent air mixing between hot and 
cold aisles, maintain proper under- floor sta- 
tic pressure, remove debris and congestion 
from the area under raised floors, replace 
older computer room air conditioners with 
newer and more energy-efficient models, 
and utilize low-power servers. 

The Environmental Defense Fund's 
Reyna says one other way administrators 
can optimize cooling is to block holes in 
raised floors created by the removal of floor 
tiles to run wiring or conduct maintenance. 



Reyna says these tiles are usually not 
replaced after the work is done, causing 
cold air to escape and reducing the efficien- 
cy of the cooling system. A solution is to 
cut small holes for cables and replace floor 
tiles to cover holes. 

Reyna says another way to optimize cool- 
ing is to bundle under-floor cables so there 
isn't a gaggle of tangled wires and cabling 
restricting airflow. Finally, administra- 
tors should avoid relying exclusively on 
ASHRAE's recommended equipment tem- 
perature ranges (64 to 80 degrees Fahrenheit) 
and pay heed to the higher temperature 
ranges recommended by server manufactur- 
ers. This allows for warmer data centers that 
reduce cooling costs and allow additional 
servers to be added to the data center. 

Retire Clunkers 

Older equipment often packs a potent 
energy inefficiency punch. However, many 
data centers continue to hang on to outdated 
servers in the name of frugality, not realizing 
that any savings captured from postponing 



the replacement of an older server may be 
going out the window in energy costs. 

Marc D'Agostino, data center consolida- 
tion lead at EMC Consulting (www.emc 
.com), says older equipment is simply not as 
energy-efficient as new equipment. In fact, 
he adds, older equipment may make it even 
more difficult to assess the inefficiency of the 
operating environment. Admins must deter- 
mine data center utilization and energy con- 
sumption patterns so they can identify the 
older and less efficient equipment. 

To serve as a guideline for data center effi- 
ciency, the Environmental Protection Agency 
announced the first Energy Star requirements 
for servers in May 2009. To earn Energy Star 
status, a server must include items such as 
efficient power supplies that generate less 
waste heat; have capabilities for measuring 
real-time power use, processor utilization, and 
air temperature; have advanced power man- 
agement features; and include a power and 
performance data sheet for purchases that 
standardize key information on energy perfor- 
mance, features, and other capabilities. 



Best Tip For Beginners: 

Use Energy-Efficient Teclinologies 

Virtualization goes hand in hand with the retirement of older equipment. IVIarc D'Agostino, data cen- 
ter consolidation lead at EMC Consulting (www.emc.com), says consolidating and virtualizing data 
centers reduces a data center's energy footprint and minimizes the number of physical servers 
deployed. Besides consolidating hardware through virtualization, he adds, organizations can also 
reduce their energy costs by rationalizing redundant or overlapping applications. 

Beyond virtualization, says Mike Kemp, CTO of Liquid Computing (www.liquidcomputing.com), is a 
UCS (unified computing system) approach that embeds advanced power management features into 
the architecture and implements software-based control of IT resources such as servers, network- 
ing, and storage. UCS allows for dynamic infrastructure management, so tasks such as provisioning 
can be done much more quickly. 



Barnum cites several permutations of this 
basic concept. For example, when she gets 
a call at her desk, the ideal UC system will 
give her passive information about the per- 
son calling, such as any unread emails or 
upcoming appointments. It will Google this 
person to gather more information and per- 
haps pull up his or her record in Salesforce 
.com. "I shouldn't have to be clicking all 
over the place to find this information. It 
should come to me in the place where I 
am," she says. 

In other words, UC encompasses every- 
thing that can help you communicate 
with others more effectively. "It 
makes my workflow a lot more 
streamlined. I seem to have 




it a lot better together than people, who, 
when you call, say, 'Who are you again? 
Can I get your order number? Can I look 
you up in the customer database?' It's not 
like that when you call a company that has 
UC deployed appropriately," Barnum says. 

Start Small 

Unlike most IT initiatives that call for a 
master strategy before deployment, start- 
ing small and adding on makes the most 
sense for SMEs. "There are several ways 
you can tiptoe into a UC solution," says 
Gode. For example, the modular strategy 
of gradually adding on helps companies 
avoid accidentally doubling up on a cer- 
tain technology, such as not discontinuing 
a PBX system once the VoIP solution is in 
place. "These companies still have tradi- 
tional phones on their desks instead of 
softphones," he says. 

Barnum suggests choosing a central 
building block from which to build out 
your system. "Often it's something that has 
an IP PBX component because you can 
branch off from there to conferencing 
servers, faxing, and chat," she says. "Most 
companies already have an email server 
like Exchange or something else that they 
are managing themselves, and if your solu- 
tion supports enough open standards, you 
can hook it up to your email, and suddenly 
you've added a lot of functionality." 

The Right Network Plumbing 

You can have the most feature-rich UC 
system in the world, but if you don't have it 
interacting with your voice and video data in 
a secure and reliable fashion, your users are 
not going to be happy, says Dave Martin, 
vice president of marketing at VoIP and 



Best Tips 
For Beginners 

Start small. "Don't try to boil the UC ocean 
with your initial implementation," says Scott 
Gode, vice president of product management 
and marketing at Azaleos (www.azaleos.com). 
"Search for UC expertise to help you take stock 
of operations. You may be very knowledgeable 
about IT but not necessarily about telephony 
and other new facets of UC," he says. 

Avoid vendor lock-in. Consider a solution 
that supports open standards. "If you don't like 
the chat component offered by the same com- 
pany you get your [telephony solution] from, 
you want to be able to add a third-party chat 
service down the road," says Tristan Barnum, 
director of Switchvox product marketing at 
Digium (www.digium.com). "You don't want to 
get locked into a 'too bad' situation," she says. 



networking services provider Edgewater 
Networks (www.edgewatemetworks.com). 

"Your system needs to be able to priori- 
tize real-time voice and video traffic over 
conventional data traffic so that your users 
get the same quality of service they have 
come to expect," says Martin. 

In addition, you need to have voice-aware 
firewalls that work properly when you run 
your UC system through them, and your 
security setup and your public and private 
address space must also support these appli- 
cations and protocols from an IP perspective, 
says Martin. "The networking plumbing stuff 
is not glamorous to a lot of people, but you 
have to have a stable base in order to simpli- 
fy the user experience," he says. 



I Global Smartphone Shipments 
Reach Record Level 

After struggling for most of last year, the 
smartphone market experienced an 
upswing in the fourth quarter, shipping a 
record 53 million units, a 30% increase from 
the 41 million shipped during the fourth 
quarter of 2008, according to Strategy 
Analytics. Nokia led the way with 20.8 mil- 
lion smartphones shipped, a 38% increase 
from Q4 2008. RIM, meanwhile, shipped 
10.7 million smartphones in the fourth quar- 
ter of last year, also a record and ahead of 
third-place Apple, which shipped 8.7 million 
units. For the year, global smartphone ship- 
ments from all vendors reached 173.8 mil- 
lion, a 15% jump from 2008's 151.1 million 
shipments. Despite the fourth-quarter 
increase. Strategy Analytics is calling for an 
"ultra-competitive" 2010 that could influence 
manufacturer revenues. Neil Mawston, 
director at Strategy Analytics, says, "The 
smartphone wars will be good news for con- 
sumers, but the fierce competition will 
inevitably place downward pressure on ven- 
dors' pricing and margins." 

I IT Job Growth 
Looks Promising 

The TechServe Alliance 
reports that, in January, 
IT employment in the 
United States surged by 
the highest month-to-month margin since late 
2008. The 0.3% rise in IT employment repre- 
sents 12,900 jobs added; however, the firm 
estimates that overall IT employment is down 
200,000 jobs from its November 2008 peak of 
4 million jobs. For the first month of 2010, the 
report estimates that there were 3.82 million 
IT jobs. It doesn't sound like much, but the 
TechServe Alliance finds the numbers 
encouraging. According to the Institute of 
Electrical and Electronics Engineers-USA, 
the unemployment rate for software engi- 
neers dropped 0.6% to 4.1% between Q3 
and Q4 of last year, but engineers retiring 
or changing professions contributed to an 
almost 2% decline in the total pool of those 
who are employed. 
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I study Looks 
At The Cost Of Downtime 

A recent study from the Center for Strategic 
and International Studies found cyberat- 
tacks that lead to downtime can cost more 
than $6 million per day. The study, commis- 
sioned by McAfee, surveyed 600 IT and 
security executives. More than half indicate 
they have experienced large DDoS attacks. 
A similar number of those surveyed say 
they've been targeted by infiltration attacks, 
while 60% believe that foreign governments 
are behind the infiltration attacks on critical 
infrastructure. About 33% of respondents 
say that cyberthreats are growing, and 
about 40% expect a major incident within 
the next year. 



PRODUCT SPOTLIGHT 



Processor.com 



February 26, 2010 



Backup Systems 



Crossroads Systems 
ReadVerify Appliance 



Crossroads Systems RVA (ReadVerify Appliance) pro- 
vides a simple means of monitoring, tracking, and 
reporting on tape devices and media to help ensure 
the optimal performance, utilization, and health of a 
tape library environment, in addition to ensuring tape 
backup system integrity. With adequate visibility, RVA 
helps data center administrators discover and mitigate 
any media or hardware issues before an organization- 
threatening failure occurs. 

• Monitors, tracks, alerts, and reports on perfor- 
mance and utilization in real time 

• Offers insight into incomplete or failed backups 

• Helps discover and address system issues 
before failures occur 

• Optional ArchiveVerify feature automatically 
validates readability of media for regulatory 
compliance 

Best For: Proactively monitoring and validating the 
integrity of tape media and tracking the performance 
and utilization of tape devices in a tape library. 



Price: Starts at $5,900 

(512) 349-0300 
www.crossroads.com 



Crossroads Systems TapeSentry HP StorageWorks DAT 320 USB 

Tape Drive 




Designed to alleviate the security issues associated with 
tape storage. Crossroads Systems TapeSentry encrypts 
tape media to prevent unauthorized access, theft, and 
data loss. Adding TapeSentry to a data center won't 
impact server performance, and implementation is quick 
and easy via the ability to configure any port, host 
access, or device connectivity. TapeSentry features cen- 
tralized key management via a Web-based interface with 
support for flexible, non-drive, or device-dependent 
encryption policies. Other features include multisite key 
replication, automatic backup and recovery, and secure 
sharing of data during disaster recovery. 

• Data encryption to prevent loss or theft 

• Support for secure key management 

• Requires no infrastructure updates or add-ons 

• Avoids performance slowdowns during integration 
with backup applications 

• Flexible encryption policies 

• Easy setup and configuration 

Best For: Rapidly and cost-efficiently encrypting your 
data stored on tape with simple, secure, and robust 
key management. 




Designed to meet the needs of small or midsized enter- 
prises, the DAT 320 USB Tape Drive is HP's highest- 
capacity high-performance DAT offering, with up to 320GB 
of compressed data per cartridge and speeds of up to 
86GB per hour (assuming 2:1 data compression). The 
DAT 320 is HP's first hardware-based data encryption- 
capable DAT tape drive. Its USB 2.0 interface provides 
plug-and-play connectivity, enabling the unit to be set up 
straight out of the box in less than 60 seconds. 

• Investment protection with industry-standard DDS tech- 
nology 

• Low-cost backup solution with ongoing low cost of ownership 

• Native USB 2.0 interface for low-cost, universal plug-and- 
play connectivity 

• Small half-height form factor and choice of models 

• Flexibility to suit most environments with available exter- 
nal or internal models 

• Backward-compatible with DAT 40 and DAT 72 tape drives 

Best For: Small and medium-sized enterprises requiring 
cost-effective long-life date retention. 

Price: Starts at $899 



(512) 349-0300 
www.crossroads.com 



(800) 289-6947 
www.hp.com 



Quantum Scalar 1500 




Quantum's Scalar 1500 tape library is an intelligent 
library platform designed to give midrange storage envi- 
ronments faster, easier, and more reliable data protec- 
tion. Features include advanced management, proactive 
diagnostics, flexible scalability, and a range of technolo- 
gy choices designed to provide better backup and re- 
store, fewer service calls, faster issue resolution, and 
more effective long-term data retention regardless of 
how a company's requirements change over time. 

• Monitors media and tape drive health statistics contin- 
uously with iLayer software 

• Maximizes efficiency of tape assets 

• Scalable modular architecture with continuous robotics 

• Provides fast and reliable SAN performance 

• Operates and integrates seamlessly 

Best For: Midrange storage environments. 
Price: Starts at $22,455 



Spectra T-Flnlty 



y 




(800) 677-6268 
www.quantum.com 



The Spectra T-Finity tape library is designed to ensure 
enduring access to archive and backup data by deliver- 
ing multiple redundant robotics and scaling to more 
than 91 PB of storage in a single library complex. The 
T-Finity features a modern design intended to save 
cost while increasing confidence in data integrity and 
availability on tape. 

• High density (72TB per square foot) to optimize data 
center floor space 

• Significant OPEX/CAPEX savings 

• High availability with redundant dual robotics, redun- 
dant control and communication paths, and multiple 
redundant components 

• Power efficiency to minimize power and cooling costs 

Best For: Data-intensive environments. 
Price: Starts at $218,500 



Spectra T50eTape Library 




(800) 833-1132 
www.spectralogic.com 



The Spectra T50e tape library offers enterprise capa- 
bilities in a compact, 4U rackmount form factor and 
features Spectra Logic's powerful BlueScale manage- 
ment software, advanced LTO technology, increased 
security through integrated BlueScale Encryption, and 
a range of support options to complement specific cus- 
tomer requirements. 

• Up to 75TB (150TB compressed) in a 4U space 

• 30-minute installation 

• Can be rack-mounted or used on a tabletop 

• Color touchscreen and remote Web management 

• Integrated AES-256 encryption 

• Seamless encryption and key management with 
BlueScale 

• Proactive monitoring to eliminate downtime 
Best For: SMEs or remote branches. 



(800) 833-1132 
www.spectralogic.com 
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Processofs Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Seth Colaner 



Overland Storage NEO 20Gs 



► 




The NEO 200s is an entry-level storage system that fea- 
tures capacity of up to 38.4TB in a 2U form factor. De- 
signed for environments with little or no IT staff, the 200s 
is easy to use and offers unattended backup as well as 
disaster recovery with up to 1 .1TB per hour performance. 
Although an entry-level storage product, the NEO 200s 
offers seamless and affordable scalability to larger 
Overland Storage products with more enterprise-class 
features as a company's needs increase. 

• Available in a 12-cartridge autoloader or 24-cartidge 
library 

• Seamless scalability to other Overland storage 
products 

• Comes ready for 19-inch rack installation 

• Available in SCSI, SAS, and Fibre Channel 
configurations 

• One-year warranty 

Best For: Offices with limited space and tight budgets. 



Overland Storage 
NEO 8000 




The biggest brother of the Overland Storage NEO family, 
the NEO 8000 is an enterprise-class tape storage and 
backup product that supports LTO-3 and LTO-4 as well as 
Gigabit Ethernet and Fibre Channel connectivity. The NEO 
8000 features 800TB of capacity (up to 1 .6PB with com- 
pression) with performance speeds of up to 21TB per hour. 
Other features include hot-swappable drives, redundant 
power features, and proactive system monitoring. The 
WebTLC remote library management technology allows 
users to view and manage the libraries from a Web brows- 
er, and the Virtual Interface Architecture enables easier 
communication between the NEO 8000 and your network. 

• High-density tape storage and backup 

• Capacity of up to 1 .6PB with compression 

• Can quickly scale up to 1 ,000 cartridges (one to 24 
tape drives) 

• Available in SCSI and Fibre Channel configurations 

Best For: Enterprises in need of high-capacity storage 
that's simple to manage. 



Quantum Scalar 140 & i80 




Quantum's Scalar 140 and 180 intelligent tape libraries 
are ideal for small to midsized enterprises as well as 
smaller remote branches of larger enterprises. Designed 
to save companies time and money spent on storage 
management, the Scalar 140 and i80 feature embedded 
iLayer technology to deliver simpler tape management, 
fewer service calls, and investment protection through 
capacity-on-demand scalability. 

• Simple setup and management 

• Easily add capacity over time 

• Reduces library management time 

• 140 scales from 25 to 40 slots with a software license 

• i80 scales from 50 to 80 slots with a software license 

Best For: SMEs and remote office environments. 
Price: Starts at $7,500 (140) and $9,400 (180) 



(888) 288-4330 
www.overlandstorage.com 



(888) 288-4330 
www.overlandstorage.com 



(800) 677-6268 
www.quantum.com 



Tandberg Data DAT 320 Drives 




The Tandberg Data DAT 320 offers backup speeds of up to 86GB per hour with 2:1 data 
compression, allowing it to store a full 320GB of data on a single cartridge in less than 
four hours. The DAT 320 is read- and write-compatible with DAT 160 tape media, pro- 
viding an upgrade path for existing customers. Tandberg's DAT 320 also supports 256- 
bit AES encryption for safe and secure transportation and storage of data offsite. 

• Out of box to performing backups in less than 60 seconds 

• Future-proof with eight-generation roadmap 

• MTBF of 1 25,000 hours at 1 00% duty cycle 

• Low 6. 1 W power consumption 

• Three-year warranty and one year of Advanced Replacement Service with free 
tech support 

Best For: SMEs or remote offices needing entry-level tape backup technology. 



Tandberg LTO-4 HH Drives 




Midrange customers with higher storage and performance requirements can utilize 
Tandberg Data LTO tape drive and tape automation solutions for offsite storage 
and archiving. The Tandberg Data LTO-4 HH drives store up to 800GB natively on a 
single cartridge and are available with SAS and SCSI interfaces. Tandberg's drives 
use WORM (write once, read many) technology to store data in a nonerasable, non- 
amendable format to aid in regulatory compliance. The drives' enterprise-class fea- 
tures combined with their compatibility with previous generations of LTO media allows 
them to provide a unique balance of performance, capacity, and functionality in the 
best value solution. 

• Enterprise-class features and performance in a small form factor 

• 800GB native/1 ,600GB compressed capacity 

• Transfer rates of up to 576GB per hour 

• Low 13W (idle) and 20W (operating mode) power consumption 

• Enhanced security for offsite data with 256-bit AES encryption 

• Data speed matching to reduce mechanical wear on the drive and extend tape life 

• Reliability and data integrity with MTBF of 250,000 hours at 1 00% duty cycle 

• Three-year warranty and three years of Advanced Replacement Service 



Best For: Data-intense SMEs and departmental organizations. 



(800) 392-2983 
www.tandbergdata.com 



(800) 392-2983 
www.tandbergdata.com 
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STORAGE 



Disaster Recovery: 
Are You Falling Short? 



Measuring Up Amidst The Challenges 



by Chris A. MacKinnon 
• • • 

Protecting enormous volumes of data 
from disasters, complying with complex 
regulations, controlling rapid data growth, 
and managing geographically dispersed 
data centers can all take their toll on small 
to midsized enterprises. In light of these 
challenges, data centers need solid disaster 
recovery plans in place, but what's more, 
they need to be up to par. But how can data 
centers determine if they're keeping up? 
And how can they be sure that they're 
equipped to handle performance and capac- 
ity requirements, recovery time objectives, 
and changing requirements? 

Up To The Challenge 

Protecting enormous amounts of data and 
handling the challenges associated with the 
effort may be a daunting task for small and 
medium- sized companies, says Greg Ewald, 
vice president of marketing at SteelEye 
Technology (www.steeleye.com). But 
Ewald says it doesn't need to be difficult 



Key Points 



When creating a disaster recovery plan, one 
of the biggest challenges includes backing 
up large amounts of storage and restoring it 
on dennand, quickly and effectively. 
Disaster recovery plans should be tested 
on everything that has changed in a back- 
up environnnent. 

With the cloud, IT adnninistrators have 
nnore flexibility to develop disaster recovery 
plans that cover all facets of their infra- 
structures. Moving to disaster recovery 
plans that adapt to change nnakes sense. 



or complicated. He explains, "Small and 
medium-sized companies are among the 
first enterprises to move their data resources 
into the cloud. And the cloud provides these 
companies with the required solutions for 
protecting IT resources, as well as ensur- 
ing their business meets regulations. In 
addition, the cloud allows a business to 



iStoragePro 8-Bay Safari 2.5-Inch JBODs 



NEW PRODUCT 



by Joanna Sajford 



Compact & Portable Backup Solutions 



Storage solutions rely on high data 
integrity and continual protection to 
meet the backup requirements of small 
to midsized enterprises. To accommo- 
date the increased storage needs of pro- 
fessional users, iStoragePro has designed 
two JBOD systems, the iStoragePro 8- 
Bay Safari 2.5-inch iTSPMIS and 
iTSPESA. 
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iStoragePro 8-Bay Safari 2.5-Inch JBODs: iTSPESA 
& iTSPIVIIS 

Dual portable storage units with up to 4TB capacities 
and PCI Express RAID Card protection. 



Shared features include low noise cool- 
ing fans, stable data flow operation, up to 
4TB of storage, and PCI Express RAID 
Card protection. Both units also feature 
120 to 240 VAC universal auto- switching 

■StoragePro'" 



and support for Windows/Mac OS 
X/Linux and RAID 0/1/5/6/10. In terms 
of video capture and playback support, 
the iTSPMIS and ITSPESA work with 
the following specifications: S-bit/2k/10- 
bit uncompressed HD, S-bit/lO-bit 
uncompressed SD, DVCPRO HD, HDV, 
DV, and ProRes 422. 

iStoragePro 8-Bay Safari 2.5-Inch 
iTSPIVIIS 

The S-bay MiniSAS JBOD iTSMIS 
system offers compatibility with SATA, 
SAS, and solid-state drives with configu- 
ration swapping. Overall, it can exceed 
speeds of 600MBps and features two 
MiniSAS SOSS connectors. Additionally, 
it's compatible with nine qualified RAID 
Controller Cards from Areca, ATTO, 
and HighPoint. 

iStoragePro 8-Bay Safari 2.5-Inch 
iTSPESA 

iStoragePro's iTSPESA eSATA JBOD 
system features two eSATA connectors 
and eight hot-swappable disk modules 
for both SATA II and SSD drives. The 
disk interface supports 3Gbps SATA II, 
and qualified RAID cards include 
Addonics and HighPoint. iStoragePro 
offers an optional/not included PCI-E 
HBA RAID Controller for the iTSPESA. 



(800) 272-0062 
www.istoragepro.com 



effectively manage its data centers or han- 
dle future growth demands." Ewald says 
enterprises that currently utilize high avail- 
ability and data protection solutions will 
find the same assurances available when 
using the cloud for data replication and dis- 
aster recovery. 

Nate Fouarge, director of products at 
NovaStor (www.novastor.com), says we're 
in an era of enormous storage growth, and 
with that, he says, come many different 
challenges when talking about creating and 
maintaining a disaster recovery plan. "One 
of the biggest challenges is how to back up 
all this new storage and be able to restore 
it quickly and effectively," he says. "You 
have to have a plan in place according to 
storage location, [know] how that storage is 
connected, and determine what data is actu- 
ally critical. Regulations are also a concern; 
between security, access time, and retention, 

"One of the biggest 
challenges is how to back 
up all this new storage 
and be able to restore it 
quickly and effectively." 

- NovaStor's Nate Fouarge 

there are many things you have to consider 
when planning for disaster recovery." 

Up To Par? 

Disaster recovery plans can only be as 
good as the service level objectives that are 
set, according to Jay Kramer, vice president 
of worldwide marketing at Sepaton (www 
.sepaton.com). When determining if your 
disaster recovery plan is up to par, Kramer 
says the service level objective will deter- 
mine what level of data loss is acceptable 
and how long the organization can endure 
being down. He elaborates, "The policies 
that are currently in place for the customer's 
data protection environment need to con- 
stantly be revisited, as the quality of service 
that was acceptable in the past might not 
deliver on the information needs of the 
organization today." 

Kramer says disaster recovery plans need 
to be tested on a schedule that isn't based 
solely on time, but more importantly, on all 
the things that have changed in the backup 
environment, such as the total capacity 
under management. 

Marc V. Mombourquette, product mar- 
keting manager at Acronis (www.acronis 
.com), says when it comes to bringing a 
disaster recovery plan up to par, SMEs 
should ask themselves the following ques- 
tions: How long can I afford not to have 
each of the applications I'm responsible for 
up and running? Does my current disaster 
recovery plan allow me to meet those 
recovery time frames? How can I prioritize 
the resources required to meet my recovery 
time objectives for each circumstance? 
Mombourquette comments, "It's important 



to identify and isolate an RTO for each 
application. By establishing RTOs for each 
IT function, creating recovery programs 
that allow you to meet them, and then test- 
ing them before they're needed, you'll be 
sure of your ability to minimize the impact 
of a disaster without spending any more 
money than is necessary." 

I Hard To Handle 

Handling performance and capacity 
requirements is important, as well, but Adam 
Stuflick, technical sales lead at NovaStor, 
says you must first check to see if you are 
currently meeting those requirements. "Are 
your backups — and, more importantly, re- 
stores — going quickly enough? When new 
hardware and new software are introduced 
into the enterprise, there must be a check of 
the disaster recovery plan," Stuflick says. In 
addition to these questions, Fouarge says 
enterprises need to ask the following: How 
does this new item affect the disaster recov- 
ery plan? Is the performance still where it 
needs to be? What sort of headroom does the 
current infrastructure and software have left 
in it? What are the risks that the new item 
puts into the DR plan? 

In terms of recovery time objectives, 
Mombourquette says they are being driven 
down by the need to keep applications up 
and running, not just for internal personnel, 
but for partners and customers who now link 
deeply into many corporate applications for 
most of a business day and often around the 
clock. "With the advent of disk image-based 
backup and instant recovery, it's possible to 
recover a failed server as quickly as an 
administrator can click a mouse, all without 
investing in hardware or software solutions 
priced beyond the budget constraints of small 
and medium-sized organizations," he says. 

So what about changing requirements? 
Kramer says an enterprise's data protection 
system needs to dynamically address the 
desired changes in service level objectives 
for backup and restore windows based on 
the latest regulatory mandates and new 
overall strategies in managing the informa- 
tion assets of the organization. 

According to Nathan Hillen, operations 
staff member with NovaStor, with the new 
options that cloud-based storage is giving 
end users (be it production storage or 
archival storage), IT administrators have 
much more flexibility to develop disaster 
recovery plans that really cover all facets of 
their infrastructures. Mombourquette says IT 
administrators are constantly faced with 
change, so it makes sense to move to disaster 
recovery products that adapt fluidly as 
change presents itself. He concludes, "Such 
products should allow you to work smarter, 
reduce IT administration costs, and do every- 
thing required to protect your data." m 

Handling Recovery 
Time Objectives 

From a ClO's perspective, RTO (recovery 
time objective) is the most important criteria 
for selecting the disaster recovery data pro- 
tection solution of choice, according to Jay 
Kramer, vice president of worldwide market- 
ing at Sepaton (www.sepaton.com). Kramer 
elaborates, "When you think about it, the data 
protection insurance policy is only exercised 
when disaster recovery is required at that 
moment, and the speed to restore is what 
separates one solution from another. As a 
best practice, customers need to test and vali- 
date the restore times of a fully loaded system 
that simulates their own IT production environ- 
ment now and scalably address the storage 
capacity under protection in the future." 
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Automated Systems Design, Inc. 



ICLD-ITS 




.^■CAT-ITS 








CSOfl 











iGLOITS"* Fiber Optic Module 



iCAT'JTS™ 600MH1 
Cat6E Enhanced Cable 



For complete list of available products contact 
ASD® Sales @ 1-800-CABLING 



For over 20 years ASD® has provided complete design, 
engineering and nationwide project management services. 
Join in with those who have found the same- highly sought 
after- excellence provided in our services carry over to 
our products. 

Designed from all aspects of the cabling industry 
including RCDDs, installers, end users and engineers, we 
know those choosing to partner with ASD® will benefit from 
the best in the business! 




E X C E L L E 



N CONNECTIVI 



www.asd-usa.com 
1-800-CABLING 
sales@asd-usa.com 



InMage 



NEW PRODUCT 



by Nathan Lake 



Backup, Application & Disaster 
Recovery In One Platform 
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InMage 

Uses data taps on production servers to send data to a LAN- 
based appliance, which replicates it to one or more targets. 
$4,000 per physical server or $1 ,330 per virtual server 

InMage offers a well-integrated, cen- 
trally managed three-in-one solution to 
recovery problems that almost every cus- 
tomer faces: recovering data locally, 
recovering data remotely, and recovering 
applications. InMage is an innovative 
platform that addresses backup, disaster 
recovery, and application failover — tasks 
that traditionally require three different 
products, often from different vendors. 

InMage 's combination of technologies 
such as continuous data protection, hetero- 
geneous asynchronous replication, appli- 
cation failover/failback, and WAN opti- 
mization in a single solution eliminates 
backup impacts on production environ- 
ments, minimizes data loss and recovery 
times, improves recovery reliability, and 



supports long-distance disaster recov- 
ery configurations. InMage 's software 
captures data changes in real time as 
they occur, in contrast to "point in 
time" backup approaches that suffer 
from data recovery gaps and impact 
the performance of production 
applications. InMage 's granular data 
capture provides a flexible rollback 
capability to any time of the day or 
specific event within an application. 

InMage is ideal for midtier and 
larger enterprises that must quickly, 
efficiently, and cost-effectively meet 
backup and disaster recovery require- 
ments, either locally or remotely. 
Compared to host- and appliance-based 
offerings, InMage is a scalable, low- 
overhead option that does not require 
expensive storage-area networks and 
offers a simpler, faster data recovery 
process with fewer steps. InMage works 
in both physical and virtual machine 
environments and is especially attractive 
for VMware, Citrix, and Microsoft Hyper- 
V customers due to its low-overhead data 
protection model. It supports heteroge- 
neous servers, storage, and storage 
architectures to preserve existing invest- 
ments. InMage keeps applications up and 
running 24/7 with rapid, reliable, and 
automated recovery for enterprise applica- 
tions such as Microsoft Exchange, SQL, 
SharePoint, Oracle, SAP, and others. 



InMage 



) 646-3617 
www.inmage.com 



Instantly Search 
Terabytes of Text 




Instantly Seai^ 
Terabytes of Text 




includes 

64-bit 



♦ Built-in file parsers and 
converters highlight hits 
in popular file types 

♦ 25+ full-text and fielded 
data search options 

♦ Spider supports static and 
dynamic web data; 
highlights hits with links , 
formatting and images[ 
intact 

♦ API supports -NET, C++, SQL, 
Java, etc. .NET Spider API 

Content extraction only 
licenses also available 



'Bottom line: dtSearch manages a terabyte of text in a single 
index and returns results in less than a second" — InfoWorld 

dtSearch "covers all data sources ... powerful Web-based 
engines" — eUl/fE/C 

'Lightning fast ... performance was unmatched by any other 
product" — Redmond Magazine 

For hundreds more reviews, and hundreds of developer 
case studies, see www.dtSearch.com 



Tully-Functional Evaluations 
1-800-IT-FINDS • www.dtSearch.com 

The Smart Choice for Text Retrieval® since 1991 




Simple & Quick 
Baclcup & Recovery 

CMS Products BounceBack Ultimate 



by Seth Colaner 
• • • 

Every data center employee knows 
the necessity of backup and recovery 
solutions. CMS Products' BounceBack 
Ultimate is designed to be a "digital 
spare tire" for PCs, allowing users to 
back up and restore the entire contents 
of a PC, including applications, data, 
personal settings, operating system, par- 
titioning, and formatting. 

Features include Instant PC Recovery, 
which lets users start up a PC from an 
external USB hard drive in case the 
operating system or hardware malfunc- 
tions, and instant One-Button Recovery, 
which is a simple and direct way of 
restoring a PC hard drive without the 
need for reinstalling anything. The 
QuickRestore function also lets users 
quickly restore specific files and folders. 

Other features include CDP (Contin- 
uous Data Protection), a function of 
BounceBack Ultimate that continuous- 
ly keeps new or modified files up-to- 
date; the ability to let Bounce-Back 
Ultimate run its processes in the back- 
ground so users can continue to work 
while the program takes care of busi- 
ness; and easy-to-configure AES 256- 
bit en-cryption to secure your data 
from prying eyes. 



BounceBack Ultimate also lets users 
back up to multiple media, such as an 
external hard drive or network drive, 
simultaneously so users can have multi- 
ple concurrent backups. With synchro- 
nization capabilities enabled, users can 
save a backup of their projects on a 
backup drive and use the drive on other 
computers. When the drive is again con- 
nected to the original computer, 
BounceBack Ultimate automatically 
syncs the changes, ensuring you're 
always working with the most up-to-date 
files. Users can also schedule backups 
and create backup sets. 




CMS Products 
BounceBack Ultimate 

Full download: $89 
Full CD: $99 
Upgrade download: $69 
Upgrade CD: $79 

Lets users back up and restore the 
entire contents of a PC. 

(800) 327-5773 

www.cmsproducts.com 
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ntivirus Appliances 



Product 



Description 



Axway MailGate 



IB 



1 



Not just a spam filter or a mail transfer 
agent, MailGate is also a bulwark against 
zero-hour threats, "zombie" systems on 
the network, and malware. A Kaspersky 
or McAfee antivirus engine stands guard 
with built-in enterprise-level notifications, 
policy controls, and central reporting 
capabilities. MailGate supports clustering 
and can change Office email attach- 
ments into password-protected, secure 
PDF files. 

• Administrator and end-user quarantine 
support 

• Heuristics- and reputation-based spam 
filtering 

• Includes protection against backscatter 

• Real-time outbreak detection 

Best For: Enterprises of all sizes. 
Price: Starts at $8,000 



Barracuda Spam 
& Virus Firewall 



The versatile, do-it-all Spam & Virus 
Firewall appliance from Barracuda 
Networks uses a multilayer approach to 
content filtering, with three layers dedi- 
cated to virus blocking alone. The Spam 
& Virus Firewall alleviates strain on the 
network and mail servers by winnowing 
out unwanted content ahead of time. 

• Supports up to 100,000 users with 
per-user customer filtering policies 

• Available in eight models 

• Speeds up recipient verification in 
Exchange and Domino environments 

• Protects against phishing and DoS 
attacks 

Best For: Enterprises, midmarket orga- 
nizations, and service providers. 

Price: Starts at $699 with no per-user or 
other licensing fees 



Barracuda Web 
Application Firewall 




The Barracuda Web Application Firewall 
brings comprehensive security functions 
into a single enclosure. It's capable of 
stopping hack attempts, outgoing data 
theft, digital vandalism, DoS attacks, and 
more. Barracuda claims that its Web 
Application Firewall not only safeguards 
Web applications and services but can 
also stabilize them and improve their 
performance. 

• Supports SSL acceleration and 
offloading plus secure HTTP 

• Intuitive interface 

• Supports granular policymaking 

• Load balancing 

Best For: Enterprises, midmarket orga- 
nizations, and service providers. 

Price: Starts at $4,999 with no per-user 
or other licensing fees 



Barracuda Web Filter 



Taking a "preventative, reactive, and 
proactive" tack against malware, the 
Barracuda Web Filter appliance targets 
productivity-draining network abuse, 
including bandwidth-intensive streaming 
apps and access to inappropriate con- 
tent. It supports sophisticated policies at 
the subnet, group, and individual user 
levels, too. 

• Six models to fit every need 

• Hourly updates against emerging 
threats 

• Supplies content, site, and Web- 
cognizant app filtering 

• Integrates with image filters already 
in use by major search engines 

Best For: Enterprises, midmarket orga- 
nizations, and service providers. 

Price: Starts at $1 ,499 with no per-user 
or other licensing fees 



Contact 



(877) 564-7700 
www.axway.com 



(888) 268-4772 
www.barracudanetworks.com 



(888) 268-4772 
www.barracudanetworks.com 



(888) 268-4772 
www.barracudanetworks.com 



Product 



Description 



Contact 



Sophos Email 
Appliance 




Like its namesake antivirus software, the 
Sophos Email Appliance hardware solu- 
tion provides modern antimalware with a 
bit of muscle. The appliance includes 
Sophos' Behavioral Genotype malware 
engine to protect the mail gateway 
against even zero-day threats. 

• Innovative spam and phishing 
protection 

• Data loss protection and sensitive 
outbound data encryption 

• 24/7 phone tech support 

Best For: Midmarket organizations, 
large enterprises, and small businesses. 

Price: Starts at $3,165 



(866) 866-2802 
www.sophos.com 



Sophos Web Security 
& Control 




This Sophos entrant is an antispyware 
and antivirus gatekeeper as well as a 
network policy enforcer and intelligent 
data loss prevention tool. Like the com- 
pany's Email Appliance, this hardware 
solution brings Sophos' Behavioral 
Genotype engine to bear on malware of 
all kinds. 

• Can filter encrypted HTTPS traffic 

• Blocks the use of anonymizing proxy 
servers to bypass security 

• Flexible deployment options such as 
explicit proxy, WCCP, and transparent 
mode 

Best For: Large enterprises, smaller 
organizations, and branch offices. 

Price: Starts at $4,231 



(866) 866-2802 
www.sophos.com 



Vircom modusGate 
m100 




This inbound and outbound email scan- 
ner can detect zero-day threats thanks to 
its Sequential Content Analyzer feature 
and continual antivirus/antispam up- 
dates. It can scale to the needs of 
up to 1 ,000 users and any number 
of domains. 

• Capacity of up to 4 million daily 
messages 

• Dual Gigabit Ethernet connectivity 

• Windows 2003 Server and SQL 
Server 2005 Express 

• Compact 1 U Mini form factor 

Best For: Most small and some medium- 
sized enterprises. 



(888) 484-7266 
www.vircom.com 



Vircom modusGate 
m150 



^ VIRCOM 

w email security matters 



The Vircom modusGate ml 50 antivirus 
and antispam device can extend its cov- 
erage to up to 2,500 users and unlimited 
domains. It's capable of working with net- 
work loads of up to 5 million messages 
on a given day. 

• Intel Core 2 Duo 4300 power 

• RAID 1 storage drive mirroring 

Best For: Midsized enterprises and 
schools, small to medium-sized ISPs, 
hosting and mail service providers. 



(888) 484-7266 
www.vircom.com 
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Processor's Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Marty Sems 



Fortinet 
FortiGate-80C 



Even small enterprises need top pro- 
tection from malware, not to mention 
regulatory malfeasance. With the 
turnkey FortiGate-80C— an afford- 
able device — small offices benefit 
from both. Custom processors scan 
content for malware via signature 
detection and heuristics to uncover 
known and unknown dangers. 

• Proprietary content processors 
accelerate performance 

• Unlimited user licensing and 
rapid deployment reduce cost 
of ownership 

• Scalable and multilayered 
protection 

Best For: Branch offices and 
SOHO users. 

Price: Starts at $895 with no per- 
user fees 



Fortinet 

FortiGate-110C 




The FortiGate-110C ASIC-acceler- 
ated gateway strips malware and 
spam from network traffic while pro- 
viding IPS, VPN, firewall, and Web 
filtering capabilities. With all of 
these powerful security functions in 
one unit, deployment can be rapid 
and reporting simple. 

• Security-hardened hardware with 
content accelerators 

• Antivirus engine with 65Mbps 
throughput 

• Two copper Gigabit Ethernet 
ports and eight 100Mbps internal 
switch ports 

Best For: Remote/branch offices 
and SMBs. 

Price: Starts at $1 ,995 with no per- 
user fees 



Fortinet 

FortiGate-200B 



(866) 648-4638 
www.fortinet.com 



(866) 648-4638 
www.fortinet.com 



The FortiGate-200B is a fast appli- 
ance that gives SMEs enterprise- 
class, comprehensive security that 
is easy to configure. It allows ad- 
mins to segment the network into 
zones with specific security settings 
for maximum flexibility. With eight 
Gigabit ports (four of which are 
hardware-accelerated) and eight 
100Mbps ports, the FortiGate-200B 
has tremendous density for its class. 

• Security zones by devices, 
access methods, users, and 
entire departments 

• Effortless policy enforcement 

• Modular interfaces 

• Antivirus throughput of up to 
95Mbps 

Best For: Small and midsized 
enterprises. 

Price: $2,995 with no per-user fees 



Panda GateDefender Panda GateDefender 



Integra 




(866) 648-4638 
www.fortinet.com 



The GateDefender Integra from 
Panda Security supplies unified 
security functions for the myriad net- 
work threats today's companies 
face. Designed to be installed where 
the company network accesses the 
Web, the Integra receives continual 
signature updates as new malware 
is discovered. 

• Three SKUs support up to 250 
users 

• Lets IT admins take a hands-off, 
"install-and-protect" approach to 
front-line security 

• Minimal impact on network 
throughput 

Best For: Small and midsized 
enterprises. 

Price: Starts at $1 ,340 



(818) 543-6901 
www.pandasecurity.com 



Performa 




The Panda GateDefender Performa 
perimeter security appliance family 
is intended to cover the needs of 
any company. Four models span a 
throughput performance range of 
80 to 550 SMTP messages per sec- 
ond. The Performa scrutinizes all 
protocols in both inbound and out- 
bound network traffic for malware, 
prohibited content, and more. 

• Can act as a spam, content. 
Web-enabled app, and site filter 

• Provides firewall, IPS, and VPN 
functionality 

• Restricts unauthorized communi- 
cation channels and P2P 

Best For: Enterprises of all sizes. 

Price: Starts at $1 ,340 



(818) 543-6901 

www. pandasecu rity.com 



Vircom modusGate 
mBlade 



1 



WatchGuard Firebox 
X750e UTM Bundle 



WatchGuard XCS 770 
With 1-year Enterprise 
Email Security Bundle 



WatchGuard XTM1050 
Security Bundle 
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Big organizations have big needs when it 
comes to antimalware protection. The Vircom 
modusGate mBlade provides both speed and 
capacity in this role, along with spam filtering 
and power redundancy. 

• Throughput of up to 17 million messages 
per day 

• Two Intel Xeon 5130 dual-core processors 

• RAID 5 data protection with 15,000rpm 
hard drive performance 

Best For: Corporations, large enterprises, 
ISPs, hosting and mail service providers, and 
large universities. 



SMEs have a robust, multifunction security 
option with this 1 U appliance from Watch- 
Guard. The energy-saving Firebox X750e is 
easy to upgrade via software, making scala- 
bility quick and easy. Among its security fea- 
tures are management provisions for VoIP 
and Skype. 

• Handles up to 75,000 concurrent sessions 

• WAN and VPN failover protection 

• Front display 

• Web-accessible reporting 

Best For: Small and midsized enterprises. 
Price: $3,999 



Blended threats and other malware are 
stopped at the perimeter by this antivirus, 
antispam, and compliance watchdog from 
WatchGuard. The company says that 98% of 
malicious traffic doesn't make it past the 
front line because of its ReputationAuthority 
feature. Subsequent contextual analysis 
and deep content inspection reveal zero- 
day threats. 

• Data loss prevention 

• Quad-core Intel Xeon power 

• Supports up to 4,000 users 

Best For: Midmarket organizations and 
enterprise customers. 

Price: $18,000 



High-speed, high-availability protection doesn't 
always have to mean a high cost, Watch- 
Guard says. Its case in point is this complete 
XTM 1 050 package for 24/7 and exten- 
sible security on the networks of large 
organizations. 

• 12 Gigabit Ethernet ports (four with fiber 
option) 

• Signature-based Gateway Antivirus 

• Virus outbreak detection via spamBlocker 

• 1 0Gbps firewall/2Gbps VPN throughput 

Best For: Enterprise customers. 
Price: $29,995 



(888) 484-7266 
www.vircom.com 



(800) 734-9905 
www.watchguard.com 



(800) 734-9905 
www.watchguard.com 



(800) 734-9905 
www.watchguard.com 
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SECURITY 



CASE STUDY 



Control Your Risks 

SymSoft ControlPanelGRC Suite Aids In Regulation Management & Compliance 



by Julie Sartain 
• • • 

Publicly traded companies are re-quired 
to act in accordance with various compliance 
regulations, including occupational health 
and safety policies, privacy laws, financial 
reporting, and corporate governance rules 
intended to protect investors. Such regula- 
tions include HIP A A and Sarbox. 

Compliance and management of all these 
regulations is a daunting task that, when han- 
dled manually, is time consuming and risky. 

The Challenges 

Abiomed is a 29-year-old global company 
headquartered in Danvers, Mass., that devel- 
ops artificial-heart technology and cardiac- 
assist devices, known as recovery pumps, for 
critically ill patients. According to CIO 
Sharon Kaiser, the company needed to get a 
better handle on its SOD (segregation of 
duties) and risk as part of its audit require- 
ments. "And, as a publicly traded company, 
we needed a tool to help us manage our 
Sarbanes-Oxley compliance needs." 

After reviewing the various options, 
Abiomed chose ControlPanelGRC from 
SymSoft (www.controlpanelGRC.com) 
to solve these daily issues. Based in 
Milwaukee, Wis., SymSoft provides GRC 



(governance, risk, and compliance) software 
solutions for SAP application environments. 
"Our flagship product, ControlPanelGRC, is 
a second-generation suite of modular, inte- 
grated GRC applications that address the 
major areas of compliance concern at every 
level for SAP users, especially in heavily 
regulated industries," says Scott Goolik, 
SymSoft CTO. 

At Abiomed, Kaiser says, "We're always 
looking at the potential risks ... to make 
sure that our financial statements are accu- 
rate and timely." Kaiser says, "We were 
closely monitoring the risks, but many of 
these tasks are performed manually, and we 
were limited to the information that we 
could obtain ourselves from the system. It 
was a very labor-intensive process. . . . The 
more I reviewed the different modules of 
ControlPanelGRC, the more I realized it 
could save us time and effort and stream- 
line some of our compliance efforts. That's 
why we chose this product," she says. 

Kaiser says SymSoft' s Goolik imple- 
mented the program for Abiomed, adding 
that "It was a non-event for us." 

Goolik provided Abiomed employees 
with onsite training, answered questions, 
and worked through the little bugs in the 
system. Kaiser says there was little to no 



American Portwell Technology CAD-0205 



NEW PRODUCT 



by Marty Sems 



Mighty Mite For A Range Of Security Roles 



A LITTLE BIT OF space and a little bit of 
power can pay big dividends, according 
to American Portwell Technology. The 
new CAD-0205 desktop network appli- 
ance, an ultra low-voltage model, gives 
small and medium-sized enterprises a 
surprising amount of flexibility in a less 
than 30- watt package with a mere 7.5 x 
5.9 X 1.65-inch footprint. 




American Portwell Technology CAD-0205 

Compact and versatile security appliance with an Intel 
Atom processor. 

"With the latest Intel Atom processor 
N450 (1.66GHz with 512KB of cache), 
Portwell designs the CAD-0205 smaller 
than previous products," says Product 
Marketing Manager Mark Huang. "It is a 
power-saving solution . . . [that] can 
reduce electricity costs and provide great 
performance per watt." 

SMEs can set up the CAD-0205 in 
a number of roles, including as a se- 
curity platform compliant with HIPAA, 
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Sarbanes-Oxley, and PCI DSS. It's 
equally at home providing UTM protec- 
tion (including firewall and anti-malware 
functions) to the network as it is at filter- 
ing content and detecting and preventing 
intrusion attempts. The appliance is also 
suitable for rear echelon duty monitoring 
the network, routing packets, handling 
secure VPN communications, balancing 
loads, streaming files, and applying QoS 
rules to traffic. 

The REACH- and RoHS-compliant 
unit is also available with a dual-core 
Atom D510 with a 1.66GHz clock speed 
and 1MB of cache as well as with a sin- 
gle-core Atom D410 running at the same 
speed but with half the cache. The CAD- 
0205 has a Mini PCIe slot, which opens 
up interesting possibilities involving 3G, 
4G, or Wi-Fi connectivity through add-in 
adapter cards. 

With support for a 2.5-inch SATA 
HDD or SSD and CF, the compact CAD- 
0205 can scale up to 2GB of RAM. 
Connection-wise, it supports a quartet of 
Gigabit Ethernet ports, an RS-232 RJ-45 
console jack, two USB ports, a VGA out- 
put, and dual bypass segment pairs. The 
wall- or rack-mountable CAD-0205 has 
an IA-64 architecture, and IT staff can 
customize the device's front panel. 



(510) 403-3399 
www.portwell.com 



learning curve. Goolik showed Abiomed 
employees what the software could do, he 
provided the documentation, and then the 
employees were up and running. Abiomed 
has a team in Germany that is also using 
the program and was able to attend the 
training session remotely. 

How It Works 

Goolik says ControlPanelGRC reduces the 
time, expense, and distractions associated 
with manual audits by embedding compli- 
ance into day-to-day operations and business 
processes. "The solution goes beyond SOD 
requirements and takes a broader view of 
controls, which allows organizations to be 

J>rSymSofr 

more strategic in their approach to deploying 
IT and other personnel," he says. 

According to Kaiser, Abiomed is using 
the entire ControlPanelGRC suite, which 
includes seven different modules: the GRC 
Risk Analyzer, Usage Analyzer, Transport 
Manager, User and Role Manager, Emer- 
gency Access Manager, AutoAuditor, and 
Batch Manager. 

"We used to get a report from [another 
program] that would say that certain users, 
because of their roles and profiles in SAP, 
were a high-risk, mid-, or low-risk, and that 
they might have a conflict of duty," says 
Kaiser. "We look at a report that says, 'You 
might have a high risk here because of how 
these people are set up in the system.'" 

She explains that now, ControlPanelGRC 
actually tells Abiomed administrators if 
someone has violated a risk, something 
Abiomed can monitor to ensure that no one 
violates their roles within the company. And 
with the ControlPanelGRC Risk Analyzer, 
it's all automated, reports Kaiser. It provides 
that same report, but in addition, administra- 
tors can actually leverage the Usage 
Analyzer, which takes it one step further and 
identifies anyone who has executed that risk. 
For example, a user might set up a vendor 
and post an invoice. This feature helps 
administrators manage their business and 
their security, plus it helps with their Sarbox 
compliance, she adds. 

"In terms of the risk side," says Kaiser, 
"When we look at SOD analysis, we will 
realize a cost reduction, because many of the 
items that have been performed manually 
will now be handled by ControlPanelGRC, 
including the reporting." 

"Now we can manage things easier and in 
a more controlled manner. We can see poten- 
tial risks earlier, so that we can mitigate 
them. The Usage Analyzer shows actual 
risks that need to be addressed, and we can 
do the pre-analysis to mitigate the risk before 
it becomes a problem," says Kaiser. 

Abiomed' s team in Germany has used 
the Security Management module to make 
a requested security change. "They . . . 
asked one question and, instantly, the 
request was in the system for the functional 
owner to be notified for approval, via 
workflow. They did it, so it was very intu- 
itive. Once their confidence level is up, I 
probably won't get any more questions. It 
was very simple, very easy," notes Kaiser. 



More Challenges, More Solutions 

Kaiser adds that Abiomed does not have 
an internal audit department, so, before 
ControlPanelGRC, Sarbox compliance was 
also performed manually. "We actually hire 
a company to perform a pre-audit, based on 
our audit controls, and they tell us if they 
discover any deficiencies. These pre-audi- 
tors come once a year, for four weeks, and 
charge us by the hour." 

When the official auditors arrive, they 
review Abiomed' s controls and evaluate 
the pre-auditors' information and findings. 
Then they decide what additional audit 
tests need to be performed, adds Kaiser. 
Because much of the data that the pre-audi- 
tors review is on a ticket-by-ticket basis, 
this task takes a lot of time. 

"ControlPanelGRC allows them to see 
this information online, so they can locate 
and verify it much more quickly. I believe 
these added features will cut the pre-audi- 
tors' time in half (or more), thereby provid- 
ing a significant savings." 

But Kaiser says the Abiomed applications 
manager sees some of the best benefits of 
ControlPanelGRC. Previously, the applica- 
tions manager spent about 10 hours a quarter 
pulling SOD analysis reports, printing them, 
preparing packets of information, and then 
distributing them to the functional owners for 
review. After the review process concludes, 
the functional owners must sign and return 
these reports to the applications manager for 
filing, explains Kaiser. 

That task is now obsolete. Kaiser says. 
ControlPanelGRC creates the SOD reports, 
then routes them to the correct functional 
owners through workflow. The owners 
review the reports online and indicate their 
approvals, then the information is all stored 
in the system for the auditors to review 
instead of wading through binders full of 
paper. "[Our applications manager] is so 
excited about it," she says. "He doesn't like 
all this paper pushing, so this is one area that 
will make his life easier and more efficient 
and productive. Now, he can focus on more 
strategic projects." 

Future Plans 

"We definitely have no regrets," Kaiser 
says. "I think this has been one of the few 
software applications that went in very 
quickly and smoothly and delivered imme- 
diate returns the first day we started using 
it. It's there, it works, [and] it's what they 
said it would be, and we're just looking to 
see how we can use it more." 

SymSoft' s future plans include develop- 
ing additional continuous controls monitor- 
ing solutions. SymSoft also recently Web- 
enabled its ControlPanelGRC solution, 
which provides full functionality to any 
system with an Internet connection. This 
Web-enabled version will provide the foun- 
dation for future product development, 
Goolik says. ^ 



SymSoft ControlPanelGRC 
Suite 



A suite of modular, integrated governance, 
risk, and compliance applications that 
addresses the major areas of compliance 
concern at every level for SAP users. 

"The more I reviewed the different modules 
of ControlPanelGRC, the more I realized it 
could save us time and effort and streamline 
some of our compliance efforts," says 
Abiomed CIO Sharon Kaiser. 



(414) 292-3113 
www.controlpaneIG RC.com 
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A Different Approach 

To Network Access Control 

Black Box Veri-NAC Offers Simple, Safe Protection 
Without An Expensive Infrastructure Upgrade 




2000 2005 2010 



In the past 10 years, threats have become more sophisticated, so firewalls and other intrusion prevention 
applications are just not enough. Because of the increase in threats to your enterprise's assets, you need 
to protect your assets behind the firewall in addition to the traffic trying to get into the network. 



by Tessa Warner Breneman 

A NETWORK BREACH can be a nightmare 
scenario for your enterprise. In addition to 
being an embarrassment to the company, it 
can cost millions of dollars to clean up and 
can irreparably harm a good reputation 
that has taken several years to build. 

Heartland Payment Systems dominated 
security headlines with its massive data 
breach that compromised the identity of 
about 130 million customers. According to 
reports, that breach has cost the credit card 
processing company $12.6 million in legal 
fees and fines alone. The fifth annual "U.S. 
Cost of a Data Breach Study" conducted 
by the Ponemon Institute shows that, in 
2009, network breaches cost organizations 
an average of $204 per compromised 
record. Additionally, the cost of a data 
breach has risen each year the Ponemon 
Institute has conducted the survey. 

Know The Facts 

Many organizations still don't have the 
protection they need against network 
breaches. Although firewalls and intru- 
sion prevention systems do guard against 



\ 



some hackers, viruses, and malware, they 
will only protect you from the threats out- 
side of the network. Meanwhile, you can 
easily be attacked from devices connected 
to your network, including laptops and 
smartphones. In fact, the FBI says that 
80% of all network breaches happen 
behind the firewall. The solution to a good 
security system is one that protects both 
the traffic coming in and the assets on the 
inside. 

"Everyone is reading about the high-pro- 
file security breaches occurring over the 
past few years," says Jim Schriver, director 
of new technologies for Black Box 
Network Services (www.blackbox.com). 
"But what you don't hear about is that 
these organizations all had firewalls and 
some form of intrusion detection system in 
place. The security threat has moved 
beyond just policing traffic and protecting 
the perimeter, and now you need to protect 
assets as well, and protect inside the fire- 
wall. Whether it's the cleaning crew com- 
ing into the bank after hours or the wireless 
access point in the warehouse, there are 
vulnerable ports — both real and virtual — 
that need to be protected." 

Many organizations have implemented 
NAC (network access control) applica- 



tions, but these solutions can be too 
complex and costly for smaller enterpris- 
es. For example, many NAC solutions 
aren't compatible with an organization's 
existing infrastructure. They will only 
work with their own manufacturer's 
switches, so an enterprise might have to 
overhaul its network hardware to imple- 
ment a NAC solution. Additionally, 
many NAC applications require organi- 
zations to install software on all end-user 
devices, which can add to the cost of 
installation and implementation. 

"One consistent message we've heard 
from customers who have explored NAC 
for their organizations is that NAC is too 
expensive to implement. While some large 
enterprise organizations can justify the 
six- or seven-figure price tag and the sev- 
eral-month-long implementation, many 
smaller and midsized organizations simply 
can't afford NAC," Schriver says. 

Not only are other NAC solutions 
expensive and difficult to implement, but 
they also leave vulnerabilities. Some 
devices, such as wireless bar code scan- 
ners, can still gain access to the network 
for an attack. This happens because most 



NAC systems use software agents to 
verify devices, and you can't install an 
agent on every device. 

Better Protection 

A better way to protect your network 
is to focus on CVEs (common vulnera- 
bilities and exposures) with products 
such as the Veri-NAC from Black Box. 
Veri-NAC helps you automatically dis- 
cover your CVEs and provides remedia- 
tion instructions with links to real securi- 
ty fixes, so you can proactively harden 
your network. 

"Black Box takes a very different 
approach to NAC. It simplifies the archi- 
tecture so it truly focuses on keeping 
unwanted devices or users off the network. 
So we are able to deliver a robust solution 
at a fraction of the cost of the competi- 
tion," Schriver says. 

Schriver compares the difference in 
NAC with two different approaches for 
getting water out of your basement. "If 
you have leaking pipes in your basement, 
would it make more sense to continually 
run a sump pump to get rid of the water, 
or would it be better to just patch the 
holes in your pipes?" Veri-NAC will 
"patch your pipe," he says, while other 



NAC solutions continue to only pump 
water out of your basement. 

Veri-NAC offers maximum security, 
but, more importantly, it's designed to be 
cost-effective and easy to implement. 
Some NAC solutions can take days or 
weeks to install. But because Veri-NAC 
has no additional agents to install, and it 
automatically detects devices on the net- 
work, you can have your Veri-NAC 
device set up in less than an hour. 

Unlike other NAC solutions, it is engi- 
neered to support existing network in- 
frastructure, so it does not require any 
hardware upgrades. And because it's an 
agentless solution, you won't need to 
install additional software or train IT per- 
sonnel on how to install and deploy the 
solution. This makes it a cost-effective 
solution for organizations with multiple 
sites. Additionally, because Veri-NAC 
is not an inline device, it won't add any 
latency to your network. 

Auto Discovery 

Once Veri-NAC is plugged in to either a 
wired or wireless network, it automatically 
discovers all the devices connected to the 
network, including computers, printers, and 
wireless access points, along with consumer 
devices such as smartphones. Veri-NAC 



Black Box Veri-NAC 



(724) 746-5500 

www.blackbox.com/goA/eri-NAC 

Prevents unauthorized users from gaining 
access to your network while identifying 
security vulnerabilities. 

Starts at $2,850 
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lets you decide which connected devices are 
trusted devices and which devices need to 
be blocked from accessing your network. 

Veri-NAC also uses the factory-installed 
MAC address given to each trusted device 
to block anything trying to access the net- 
work through a spoofed MAC address. 
Plus, Veri-NAC continuously scans your 
network for unauthorized IP addresses try- 
ing to gain access. 

Veri-NAC provides network vulnerabil- 
ity information through colorful, detailed 
graphs and charts that are easy to interpret 
and understand. Through the Veri-NAC 
Command Center software (on select 
models), you can see multiple Veri-NAC 
appliances and the security status of the 
networks they are connected to. And it can 
audit devices attached to your network to 
find security vulnerabilities. 

For organizations that want to provide 
access to guest users and quarantine users, 
Veri-NAC is able to leverage 802. IQ 
VLAN tagging. With this technology, 
users without trusted access to the network 
can still obtain Web access without also 
having access to sensitive information 
over the network. 

Many organizations need to also be con- 
cerned about keeping in compliance with 
regulations such as HIPAA, PCI, and 
Gramm-Leach-Bliley. The Veri-NAC s 
built-in vulnerability auditing engine and 
policy building tools can help. Rather than 
hire a regulatory compliance auditor to 
come in several times a year, Schriver 
says, with the Veri-NAC, IT managers can 
do much of the compliance work and 
auditing themselves, saving their organiza- 
tions money. 

There are plenty of examples that show 
what could happen to your organization if 
there were a network data breach. But 
with Veri-NAC from Black Box, you can 
rest easy knowing you have deployed a 
more proactive solution to the real IT 
security and compliance problems you 
are facing. 
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FEATURED COMPANY 



Email Defenders 

Proofpoint Provides Protection For Incoming & Outgoing Messages & Data 



by Holly Dolezalek 

Proofpoint is in a strange situation 
right now: It can't hire fast enough. 

The Sunnyvale, Calif., -based email and 
data security company is right in the mid- 
dle of Silicon Valley, the fabled source of 
so many things technological in our 
world. And in Silicon Valley, people actu- 
ally have jobs and are reluctant to leave 
them for new ones. For Proofpoint, that 
means open positions and a need to find 
talented people. 

"We were fortunate to have a good year 
in 2009, and while things have slowed 
down, we're hiring people in engineering, 
operations, sales, marketing — you name 
it," says Gary Steele, CEO of Proofpoint 
(www.proofpoint.com). "But one thing 
that's happened in this downturn, at least 
in the Valley, is that people want to stay 
where they are." 

It helps that Proofpoint is in a growth 
industry: email and data security. The 
company makes software and hardware 
and offers SaaS and cloud options for 



companies that are concerned about regu- 
latory environments, such as HIP A A in 
health care and PCI in retail," he explains. 
"We're also getting market share in the 
energy industry." 

Although Proofpoint focuses on mid- 
sized to large companies (those with more 
than 1,000 employees), many of its cus- 
tomers — about 10,000 of them — fit into 
the small to medium- sized category (those 
with fewer than 1,000 employees). Steele 
notes that the requirements of smaller com- 
panies mirror those of the larger ones; for 
example, in financial services, its larger 
customers are banks while its smaller ones 
are credit unions, which make frequent use 
of the company's inbound Protect suite or 
its e-discovery solutions. 

Protection In Different Forms 

Proofpoint has several suites that 
include different functions of email and 
data security. The company's Enterprise 
suite is a software-as-a-service solution 
that has features for inbound (email) and 
outbound (data security) threats. It comes 
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keeping customers safe from the deluge of 
viruses, spam, malware, and hacker 
attacks that lie in wait for those compa- 
nies that don't take their security serious- 
ly enough. 

Proofpoint's Niche 

Founded in 2002, Proofpoint has about 
250 employees, most of whom work at the 
company's headquarters in Sunnyvale. A 
development team in Toronto, the fruit of 
Proofpoint's acquisition of Fortiva in 
2008, works on the company's archiving 
and e-discovery solutions, and other 
employees work out of Proofpoint's 
regional support centers in London, 
Tokyo, and New York and its regional 
sales offices around the world. Most of its 
sales are U.S. -based, but some sales come 
from Europe, Japan, and the Pacific Rim. 

Steele says that several industries have 
been good sources of revenue: financial 
services, health care, retail, and govern- 
ment. "We've had a lot of success with 



in three configurations, depending on what 
kind of threats a customer faces or is most 
worried about. "We've built the platform 
to make it easy to turn on new capabilities 
or turn off the ones that aren't being 
used," Steele explains. 

The Proofpoint Enterprise Protection 
product eliminates inbound threats 
through features such as connection man- 
agement, spam detection, virus protection, 
content inspection, use policy filtering, 
message tracing, and encryption. 

The Enterprise Privacy suite, on the 
other hand, monitors outgoing traffic for 
data leakage. It screens for private or con- 
fidential information, including attach- 
ments, and it includes preconfigured data 
protection policies. "It helps ensure com- 
pliance with regulations like HIPAA or 
PCI and also protects a company's intel- 
lectual property," Steele says. 

The Enterprise Encryption suite has all 
the functions of the Privacy suite and also 
has encryption features such as the ability 



to prevent policy violations by automati- 
cally encrypting emails or other traffic that 
falls under those policies. 

Proofpoint has other options, as well. 
Proofpoint Protect is a SaaS -only solution 
aimed at the small to medium-sized en- 
terprise market; it's meant for those com- 
panies that don't really need to worry 
about data privacy or encryption but need 
protection against the flood of spam and 
other annoyances. 

Proofpoint Shield, on the other hand, is 
a cloud-based connection management 
and spam protection service. It filters 
spam and malicious email connections for 
companies with email security appliances 
on-premises. Proofpoint Archive is an on- 
demand email archiving solution that 
includes functions for electronic discovery 
and regulatory compliance. 

Proofpoint offers most of its solutions 
as services, but the company also manu- 
factures appliances that run its software 
on-premises for those customers that pre- 
fer to keep their email and data security 
in-house. 

No Direct Sales 

Proofpoint is slightly unusual, although 
not wholly unique, in that its sales model 
includes little or no direct sales. The com- 
pany relies on its channel partners to sell 
its products. Most of its VARs, of which 
Proofpoint has about 200, are security- 
focused organizations that resell Proof- 
point's products to their own customers. 
"On occasion, we get a potential customer 
that wants to buy directly from us, but we 
really prefer to work with one of our part- 
ners and make sure they get appropriately 
compensated," Steele says. 

Most of Proofpoint's sales come from 
that VAR channel, which is slated to see 
some expansion because the company's 
goal is to expand its international pres- 
ence. "The majority of our business is in 
North America, but we're seeing our 
fastest growth outside of the U.S., with 
Europe leading the way," Steele explains. 

Proofpoint also uses relationships with 
OEMs to get its products in the hands of 
customers. About 10% of the company's 
business comes from these OEM relation- 
ships, and Steele says that Proofpoint will 
naturally be pursuing more of those rela- 
tionships, whether by expanding existing 
ones or adding new partners. 

Path To Growth 

From 2008 to 2009, Proofpoint's SaaS 
business doubled, marking a clear path for 



growth for the company in the years 
ahead. But more business means imple- 
menting more infrastructure to handle that 
business, so the company is likely to make 
more investments in equipment and staff 
in the future, Steele says. 

That's especially true overseas, where 
the company expects more growth. 
Proofpoint has two data centers, one in 
Frankfurt, Germany, and the other in 
Amsterdam, The Netherlands, and those 
centers handle hundreds of customers, 

PROOFPOINT 



(408) 517-4710 
www.proofpoint.com 

• Proofpoint specializes in email and data 
security, with a variety of products 
designed to protect the data and mes- 
sages going into and coming out of an 
enterprise. 

• The company's products come in several 
configurations to meet the needs of enter- 
prises of all sizes. 

• "Threats evolve quickly, and we have a 
responsibility to make sure that our cus- 
tomers are well-protected," says Gary 
Steele, CEO of Proofpoint. 



primarily in Europe. "We'll have to build 
those centers out more to keep running 
new customers," Steele says. 

But the company is looking to expand 
up as well as out by offering more fea- 
tures to both new and existing customers. 
"We're definitely in a market where inno- 
vation matters," Steele explains. "Threats 
evolve quickly, and we have a responsi- 
bility to make sure that our customers are 
well-protected." For that reason. Proof- 
point maintains a threat laboratory to keep 
track of and get a jump on the threats as 
they evolve. It's also always working on 
new capabilities for threat detection to 
add to the existing suites. Those capabili- 
ties will come through R&D, but Steele 
doesn't rule out future acquisitions as a 
path to new features. 

The company also sees opportunities in 
the cloud. "We're seeing more organiza- 
tions choosing cloud-based solutions 
because they're looking to lower their 
total cost of ownership and simplify their 
IT infrastructure," Steele says. "So we're 
also looking to provide more capabilities 
through the cloud, both in our innovation 
and our potential acquisitions." 



Proofpoint Products 



Product 


Description 


Availability 


1 

Archive 


1 

Email archiving package for storage management, compliance, and discovery 


Hybrid SaaS and on-premises 


Enterprise 


Suite of inbound and outbound threat protection (antivirus, antispam, connection management, content inspection, outbound filtering, etc.) 


On-premises, cloud, and SaaS 


Protect 


Inbound threat protection package (antivirus, antispam, connection management, etc.) 


SaaS 


Shield 


Email filtering package for email security appliances 


Cloud 



• U.S. military-approved repair depot 

• Mission-critical supplier to NASA 

• VAX End of life fulfillment reseller Compaq Authorized 

• Key reactive response supplier to HP field service 
24/7 worldwide 

• 7000 skus and 2 million parts in inventory 

• Multimillion dollar test lab with printout diagnostics 
for each product supplied 

• Free Repair Evaluation 
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Full-blown menu of HP at blow-out prices! Call today with your parts! 

(Small sampling menu below) 

HP & COMPAQ ^ 

|f Notebook Parts 



Two stocking Locations! 

508.866.1171 I Texas: 281.740.0355 

Call Toll Free: 888.332.7278 
Visit us at www.decparts.com 



DEC -HP 
CISCO -R 




Register at 

www.decparts.com 

for our monthly 
giveaway of an 
HP MIN1 1101 

*No purchase necessary 



Call Toll Free: 888.332.7278 I In MA: 508.866.1171 I Visit us at www. dec parts, com 



Part Number Description Price 

AM871 A HP 8/80 Base 48-ports Enabled SAN Switch $22,450.00 

487741-001 System board Intel G45/ICH1 OR $495.00 

AD385-69001 PCI-X 266MHz 10 Gigabit Ethernet Fiber Channel (EC) SR adapter $1 ,895.00 



501490-00 

446914-00 

481534-1 

507169-00 

485218-00 

481103-1 



..80GB SATA hard disk drive 1.8" complete $105.00 

..14.1-inch TET WXGA LCD display panel - Eor models with WWAN ....$175.00 

..6710b EE system board $165.00 

..DV7-series EE system board $295.00 

..System board (motherboard) - UMA architecture, GM45 chipset $260.00 

..12.1 -inch TET WXGA display two WLAN and mic $175.00 



All product tested with three-month warranty. 
Shipping as late as 6:30PM CDT. 




Register at www.decparts.com 
for our giveaway of an 
HP MIN1 1101 

*No purchase necessary 



This is a small 
snapshot of the 
7,000 SKUs in stock 
LARGEST cable 
inventory worldwide: 

DISK & TAPE 
Part Number ....Price 

RD53-DA $895.00 

RD54-AA $995.00 

RZ29L-AA/VA $175.00 

RZ28-VA $145.00 

RZ1DD-SW/VW $60.00 

RZ28-VA $295.00 

TLZ09-VA $295.00 

TLZ10-VA $385.00 

TZ87/TZ88/TZ89... .Starting at $125 

TSZ08-AA $1,995.00 

All VAX Parts & Spares 70% Off 
Compaq Preferred VAX Reseller 

DNPG Network 

DEZ8R-P $1,290.00 

DEFHM-MM $5,800.00 

DEFEA-FB $1,275.00 

DSGGD-BA $1,500.00 

DZRVW Starting at $500 



All Compaq HP 
Blades 

Start at $595.00 

DS10 $675.00 

DS20 Starting at $1175 

GS80 $2,900.00 

GS160 Starting at $3,900 

GS320 Starting at $5,900 

RL01/RL02 Call 

RA60-P $475.00 New 

RA81 H.D.A $775.00 New 

RA82 H.D.A $775.00 New 

2T-48VDC $3,400.00 New 

VAX Systems & Options— Call 

Alphas Starting At 

ES40 $1,295.00 

ES45 $3,195.00 

ES47 $4,195.00 

PB47 $2,200.00 

PB48 $2,600.00 

Proliant Servers 
/ HP Blades 

AJ 742A $4,175.00 

AJ 753A $5,175.00 

Disks 

AJ 736A $535.00 

AJ 737A $825.00 

AJ 738A $385.00 

AJ 740A $675.00 



Memory 

413015-B21 $1,290.00 

39741 3-B21 $375.00 

HBA Fibre Channel 

AE311A $815.00 

A8003A $765.00 

LPE12000 $840.00 

AM871 $29,900 New 

Printers 

LA600/LN05/LN07/LA400/LN01 /02 
/LN40 

Printer Repair 25% Off 



Full Depot 
Repair Fac///ty 

DEC/Compaq/HP 
a" network products 

^^mCE EXCHANGE 
20% DISCOUNT 

T/LL dec25TH 




LEARN. SHARE 
RGE POUERFUL 



D TA CENTER WORLD 

The Largest Educational Conference for Data Center 
Management Professionals, 



MARCH 7-n 

NASHUILLE TENNESSEE 



Register for the upcoming Data Center World 
nference. The first 1 00 to register will receive a 
E copy of AFCOM's Data Center Smart Tools ™ 
Safety Edition. Use code: processor 



www^datacenterworldxofTi 




AFCOM. 
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News 



I Dell Buys Storage Company Exanet 

Dell has moved further into the storage realm 
through its acquisition of the storage software 
startup Exanet. Israel-based Exanet, which 
also has offices in the United States, UK, 
Germany, France, and Japan, offers Exa- 
Store, a clustered NAS solution that offers 
scalability and high performance. After 
announcing it had filed for Chapter 1 1 bank- 
ruptcy, Exanet entered into receivership. The 
deal will cost Dell a reported $12 million, and 
it will obtain Exanet's patents and intellectual 
property. It is not yet known when the deal 
will be final, as it is still under review by an 
Israeli court. 



EXIT 



I Windows Veteran 
Announces His Departure 

Microsoft Corporate Vice President Mike 
Nash, who most recently worked in product 
management in the Windows group, an- 
nounced he is departing Microsoft. A compa- 
ny statement announced that the move will 
happen after 19 years in which Mike "made an 
impact in a number of key roles at the compa- 
ny." Nash had been a part of Windows NT's 
original marketing team and helped launch 
Windows 2000 before heading the security 
team. He follows Bill Veghte, Windows senior 
vice president, who also left recently. 

I Samsung & Sharp 
Settle Patent Dispute 

A confidential settlement was reached in the 
dispute between electronics manufacturers 
Sharp and Samsung. Japan-based Sharp 
filed a suit claiming that Samsung infringed 
upon five of its U.S. patents involving LCD 
technology; this includes LCD TVs, mobile 
phones, and computer monitors. Samsung 
later retaliated with similar claims against 
Sharp. The conflict began in 2007. The two 
companies have now agreed to a cross- 
licensing deal in which they will share pa- 
tents. Although details of the settlement 
were not released, a Sharp representative 
said the terms of the settlement will be in her 
company's favor. 

I SaaS Bl Markets Set To Increase 

The latest IDC report reveals that the SaaS 
business intelligence market will see excep- 
tional growth during the next few years, with 
a compound annual growth rate of 22.4% 
through 2013. Because of a combination of 
heightened product sophistication, tight IT 
budgets, and other factors, cloud offerings 
are expected to triple overall. Other research, 
including that from Forrester Research, is 
attributing the expected upturn to increased 
investments, market visibility, user adoption, 
and on-demand software. Reports show that 
SaaS Bl will be ideal for companies 
that aren't yet prepared to take 
on a large Bl platform, but 
any guarantee of this 
success will be 
determined by 
enterprise needs. 




MESSAGING & TELEPHONY 



HOW TO 



Upgrade Your 
Exchange Server 

Is Now The Right Time For Your SME To Move Up? 



by Holly Dolezalek 

These days, there aren't many compa- 
nies where email is not considered mis- 
sion-critical. So it takes a great deal of 
mettle to rock the boat. Possibly even 
more so than other functions, it's impor- 
tant to know what you're getting into 
when you're considering a change. 

If you're still on 2000 or 2003, it's a 
good time to upgrade. But if you're run- 
ning Exchange Server 2007, explains Tim 
Hickernell, associate lead research analyst 
at Info-Tech, it's just too soon to think 
about upgrading. "It makes more sense to 
wait for the 2013 version, assuming that 
Microsoft follows its current refresh 
cycle," he says. "For shops that are running 
2003, it's going to be just as painful to go 



significant than they were with the last 
upgrade, because both 2007 and 2010 run 
on a 64-bit OS, and 2010 is pure 64-bit 
with no test version for 32-bit. 

Software Costs 

To estimate what you might be spend- 
ing, you need to consider not only what 
the software itself costs but what your 
needs are. For example, if you haven't 
upgraded in seven years, your company's 
messaging requirements are likely to be 
quite different from what they were at the 
last upgrade (or install). You may have 
more mailboxes that are bigger, and mail 
may have become more critical to busi- 
ness success than it was before. 

Other expenses might come into play, 
as well. For example, 2010 offers some 



One cost that many companies 
have been surprised by is the need 
for new security certificates. 



to 2010 as 2007, so it becomes a question 
of what the costs and benefits are of each." 

If it's time to upgrade your Exchange 
server, there are some things to consider 
as you prepare for the migration. 

Hardware Costs 

Whether you're upgrading to 2007 or 
2010, be ready to have to buy more 
servers. "Exchange Server 2007 introduced 
a massive change in architecture, which 
means going from a single-server entity to 
role-based access servers," explains Info- 
Tech's Derek Silva. "You could run 2003 
on one server, with a second for load bal- 
ancing, but especially at larger organiza- 
tions, you now have to run different 
servers with different roles, so you have a 
transport server role, a mailbox server role, 
and so on. That doesn't necessarily have to 
require physical servers, but they do have 
to be installed independently." 

For 2010, there haven't been such big 
architecture changes, but some changes 
have necessitated a broader server base. 
"With previous versions, a mail client 
could connect directly to an inbox server, 
but now it can't," Silva says. "Because 
that could create a single point of failure, 
Microsoft is recommending that larger 
organizations implement multiple access 
servers with load balancing to alleviate 
that issue." Going from two to three 
servers to potentially five or six can pre- 
sent a big challenge in justifying the 
expense of the upgrade. 

"Even for smaller organizations, you 
can't just run it on one server anymore," 
Silva says. "We recommend at least two 
servers, with one running the transport 
role and the other running the other roles. 
And if you go with the high-availability 
options with 2010, you'll need at least one 
more to implement them." 

For those shops running 2003, the costs 
of upgrading hardware may be more 



new archiving features, but those come at 
a premium of 20%. Also, those features 
are only available for shops that are run- 
ning Outlook 2010, warns Lee Dumas, 
director of architecture for Azaleos 
(www.azaleos.com), which may also 
affect email clients. "If you're running 
your email over clients, you have to keep 
in mind that Outlook 2003 is the oldest 
version Microsoft is supporting. So 
upgrading your Exchange server might 
also force a client upgrade." 

Another new feature in 2010 is the 
DAG, or database availability group, 
which replaces the four high-availa- 
bility functions that the 2007 version 



TOP TIPS 



For companies with 250 to 1 ,000 mail- 
boxes, it migint be wortli it to consider an 
off-premise Excinange solution, whether 
that's on-demand or per-user. Especially 
for smaller enterprises, the cost may be 
considerably lower than continuing with 
an upgraded version on-premise. 

Consider your future needs. Upgrades 
often require new servers, and if you're 
going to incur the cost anyway, going with 
a dual- or quad-core server to future-proof 
the upgrade might be the best route. 

If you've been considering Office 2010, 
remember that many of the features 
of that suite, such as mail tips and archiv- 
ing, aren't available unless you have 
Exchange Server 2010. 

Some third-party vendors haven't caught 
up with Exchange 2010, so if you're head- 
ed in that direction, check to make sure 
that your archiving or other vendors are 
supporting it before you take the plunge. 



Key Points 



Be prepared for significant hardware costs 
if you're upgrading either to Exchange 
Server 2007 or 2010. 

Some software and licensing costs may 
surprise you, especially the need for cer- 
tain editions and new security certificates. 

Although the new version of Exchange 
Server is stable, you still need to do signif- 
icant testing to make sure all your applica- 
tions are compatible. 



introduced. To run the DAG, though, 
2010 requires the Enterprise Edition of 
Windows Server 2008, which is more 
expensive on a per-license basis than the 
Standard or Data Center editions. "That 
will be a shock for a lot of companies," 
Silva says. 

One cost that many companies have been 
surprised by is the need for new security 
certificates. Hickernell says that the upgrade 
will require a new certificate for the new 
version and that if the company doesn't buy 
that second certificate, any users who have 
to continue using the old system for a while 
will be unable to use Outlook Anywhere or 
Outlook Web Access. 

Storage is one change that may be a 
wash in terms of costs. Exchange Server 
2010 is the first version to support SATA 
storage, and Microsoft says that it could 
lower users' storage costs by a factor of 
I 10. "With 2007 and 2003, users were con- 
fined to Fibre Channel or other more 
expensive types of storage," Dumas says. 
"But you have to keep in mind that where 
a large mailbox in 2007 is maybe 1 gig, in 
2010, it's possible to have 10 or 20 gigs. 
So you might be able to use low-cost stor- 
age, but then have an increase in capacity 
that makes that a wash." 

Do Your Homework 

After evaluating your hardware and 
software needs, look at total costs. Silva 
estimates that for shops with about 250 
mailboxes, performing an upgrade to 
2010 will cost about $30,000. That's 
based on retail pricing for both hardware 
and software. For shops with 1,000, the 
cost could run to $80,000. "Part of that is 
the requirement for Windows Server 
2008, which you have to have in order to 
run 2010," he says. 

And as with any upgrade, it's a good 
time to revisit your backup strategy and 
make sure that the data that could be 
imperiled during the upgrade is backed up 
adequately. "Upgrading is a horrible time 
to discover that your backup strategy real- 
ly isn't working," says Kelly Lipp, CTO 
of STORServer (www.storserver.com). 
I It's also a good time to test. Your OS, 
Active Directory, and other components 
are going to have to be at certain levels 
in order to upgrade, whether to 2007 or 
to 2010. For example, if you don't 
already have Service Pack 2 running, 
you'll need to make those patches. And 
all of those updates may cause issues 
with third-party applications. 

"You want to work those things 
out beforehand in a test lab, because 
you don't want to get halfway through an 
upgrade and change your mind," Dumas 
says. "Exchange Server 2010 is the most 
stable version yet, but there's nothing 
in 2010 that makes it easy to bypass test- 
ing. You still have to make sure that 
what's being deployed will work in 
your environment." 
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Using Mobile VoIP 

To Control Wireless Costs 

Bypassing A Carrier's Voice Network Can Save IVIoney, But It's Not For Everyone 



by Kurt Marko 

Perhaps no device in the past five years 
has reshaped the consumer electronics and 
information technology landscape more pro- 
foundly than the iPhone, with its elegant 
merging of a pedestrian cell phone, slick 
MPS player, and pocketable networked com- 
puter. The inevitable proliferation of smart- 
phone competitors has converged around a 



Key Points 



Snnartphones incorporate many of the 
sanne network and application features that 
had, until recently, been confined to full- 
blown PCs. This nneans they can run the 
sanne Internet-based connnnunications soft- 
ware, including VoIP, instant messaging, 
and social software. 
VoIP calls can occur over any IP data 
network, Wi-Fi or 3G. But many wireless 
carriers have blocked the ability to install 
VoIP apps or route VoIP traffic over their 
3G networks. 

Mobile VoIP is still less convenient than a 
standard phone and is most attractive to 
price-sensitive users or those who are 
technically savvy. 



core set of features, including a rich browser, 
extensible application environment, 3G data 
networking, and, perhaps most importantly, 
Wi-Fi network support. It is this last piece 
that allows smartphones to be full Internet 
participants just like their PC cousins. 

Overlaid with this explosion of mobile 
technology has been the growth of social net- 
working software fostering a variety of com- 
munication channels from SMS and instant 
messaging to VoIP. It seems inevitable that 
smartphones should become the next IP tele- 
phony platform. Yet beyond the cool factor 
and the sheer geeky satisfaction of making 
VoIP calls from a smartphone, is there any 
substantive advantage to using it as a mobile 
IM and VoIP client, particularly when, after 
all, it already is a phone? 

Mobile VoIP Overview 

Mobile VoIP comes in several variations. 
In-Stat Vice President of Research Frank 
Dickson defines it as any application that 
uses a digitized, packetized data network to 
make voice calls. These may be wireless 
LANs (Wi-Fi), wide-area WiMAX wire- 
less, or a carrier's 3G or LTE-4G network. 
From a miniscule base last year, Dickson 
estimates mobile VoIP services will attract 
171 million users worldwide by 2013, with 



another 108 million using VoIP as part of a 
3G/4G plan. He sees the potential for 
mobile VoIP to dramatically change the 
communications landscape by erasing geo- 
graphic boundaries, offering rich new com- 
munications experiences, and reducing 
voice charges, saying that "free" is becom- 
ing the new price. 

Dickson attributes such rapid adoption to 
several factors. First, VoIP applications on 
the PC have trained users to think of voice 
as just another data application. Users have 
transferred this mindset to the smartphone as 
they increasingly substitute them for PCs for 
regular messaging chores. Second, the pene- 
tration of Wi-Fi in smartphones and its virtu- 
al ubiquity in public spaces has provided the 
necessary technology beachhead for mobile 
VoIP applications. Finally, users' online 
habits are being shaped by rich news com- 
munication and social networking applica- 
tions, and they now expect the same experi- 
ence on their smartphones. The result is a 
tug-of-war in which users are wresting con- 
trol over mobile devices and their applica- 
tions from the mobile operators that have 
historically wielded power over the phone's 
user experience. 

Preserving IVIinutes 

The chief advantage of using VoIP over 
Wi-Fi — what some have termed VoFi — is 
the preservation of valuable cellular minutes 
on domestic calls and reduced rates for inter- 
national calls. 

"Voice over Wi-Fi — and VoIP over cel- 
lular, too — is a serious threat to mobile 
operator business models and offers a sub- 
stantial opportunity for users to save 
money," says Paul DeBeasi, senior analyst 
at Burton Group's Network and Telecom 
Strategies group. 

Dickson agrees, saying, "The driving fac- 
tor is to save money," adding that VoFi is 
particularly attractive for individuals and 
small enterprises. The obvious sweet spot 
within the SME/consumer target market is 
those with business or family overseas. But 
even enterprises could shave their wireless 
phone budgets significantly by bypassing a 
carrier's network when possible, because, 
according to Matt Jordan, enterprise business 
development manager at Skype (www.skype 
.com), enterprises currently spend about 30% 
of their telecom budgets on wireless. 

The major drawback of mobile VoIP, 
according to Dickson, is convenience — it's 
just not as handy as universal, ubiquitous 
cellular service and requires the right hard- 
ware, namely a Wi-Fi-capable smartphone. 
Another problem with mobile VoIP solu- 
tions is that, although they work well for 



Forecast For Mobile VoIP Associated Revenue, 
2007 To 2013 

By 2013, In-Stat anticipates online mobile VoIP offerings will attract 171 .3 million users, with annual 
revenues projected at $10.8 billion. By contrast, 3G/4G operators offering monthly subscription 
services that include mobile VoIP as a component will attract 106.8 million users by 2013, generating 
close to $21 .4 billion in associated annual revenues. Total revenues are split between the Asia/Pacific 
region (43%), EMEA (34%), North America (19%), and the rest of the world (4%). 

Source: "Mobile VoIP - Transforming the Future of Wireless Voice"; In-Stat In-Depth Analysis by Frank Dickson; September 2009. 



mobile but stationary users, they can't han- 
dle moving users. 

"Voice over Wi-Fi is a good solution if 
you are stationary — say sitting in a coffee 
shop," DeBeasi says. However, the problem 
comes if you move out of range of the asso- 
ciated access point, because the call typically 
will get dropped. 

Although mobile Wi-Fi is often associated 
with consumer-oriented VoIP service 
providers, it can also be deployed in the 
enterprise. In this scenario, the goal is to 
increase employee mobility within an office, 
campus, hospital, or manufacturing environ- 
ment without incurring cellular charges. 
DeBeasi says that any mobile Wi-Fi handset 
will automatically switch users to a wireless 
LAN whenever available. However, in the 
enterprise, users are paired with an IP PBX 
that provides call routing control and other 
enterprise telephony applications. 

Barriers To Mobile VoIP 

Seeing a threat to their fixed monthly 
subscriptions, Dickson says mobile carriers 
have often erected barriers to mobile VoIP, 
such as blocking downloading of VoIP 



apps, taking online service providers to 
court, or preventing VoIP from working 
over 3G data networks (making them Wi-Fi 
only). These things let mobile carriers 
maintain control over the applications and 
devices on their networks. 

Dickson says this is only a temporary phe- 
nomenon, however, because carriers are real- 
izing that the currently miniscule user base for 
mobile VoIP services doesn't really threaten 
their bottom line; "it's not even a rounding 
error," he adds. Yet longer term, both Dickson 
and DeBeasi note that 4G technologies such 
as LTE and WiMAX, being inherently data 
services, mean eventually every "phone" will 
be a data-only device that treats voice as just 
another network application. 

Using VoIP, even with a 3G data plan, 
could provide substantial savings on the 
monthly bill, according to Dickson's esti- 
mate. For example, he notes that a typical 
5GB per month mobile data plan, available 
for between $30 and $60 per month, could 
support thousands of minutes of mobile 
VoIP at an average cost he estimates at frac- 
tions of a cent per minute — more than 10 
times less expensive than the average 5 
cents per minute on a voice plan. Merely 
substituting data minutes for voice minutes 
results in significant savings. 

For enterprises considering mobile VoIP, 
particularly in the larger context of mobile 
unified communications, DeBeasi recom- 
mends developing usage scenarios for the 
various mobile services and determining if 
there's a business case for each. As a basic 
initial requirement, he advises IT mandate 
purchase of only broadly available mobile 
smartphones that support an applications 
platform and include Wi-Fi. 



Electronic Environments 

Data Center Assessment Services 



NEW PRODUCT 



by Kris Glaser Brambila 



Judge The Health Of 
Your Data Center's 
Power & Cooling 

The power and cooling infrastructure 
in your data center or server room plays 
a big role in your facility's reliability, 
efficiency, and capabilities. Data Cen- 
ter Assessment Services from EEC 
(Electronic Environments Corp.) can 
help you determine your facility's op- 
erating condition, so you can make 
informed decisions about your data cen- 
ter's needs. 

"A data center assessment provides the 
client with baseline information on their 
infrastructure that can be used to identify 
opportunities to improve energy efficien- 
cy and increase systems reliability," says 
Jim Stark, design/build manager at EEC. 

EEC's data center assessment services 
are available in three different levels, each 
designed to provide an increasing amount 
of information about your facility: 

Level 1 Data Center Health Check. 
Provides an overview of your power and 
cooling infrastructure and offers recom- 
mendations for improvement. Includes a 
checklist report. 

Level 2 Intermediate Data Center 
Assessment. Uses airflow management 
and infrared imaging to present informa- 
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Electronic Environments 

Data Center Assessment Services 

Evaluate your data center or server room's power 
and cooling utilization, energy efficiency and long-term 
capabilities. 



tion about rack-level cooling and your 
room's overall power and cooling capac- 
ity and utilization. Includes rack temper- 
atures and IR scans. 

Level 3 Comprehensive Data Center 
Assessment. Provides a comprehensive 
analysis based on electrical distribution 
load readings at the rack level. Covers IR 
scanning of electrical panels as well as 
air distribution analysis. 

"The Level 1 and 2 assessments are 
noninvasive, whereas the Level 3 assess- 
ments will likely require off-hours work 
to open electrical panels for electrical 
readings and IR scans," says Stark. 

With any assessment, services such as 
a CFD analysis, single point of failure 
analysis, or power quality analysis can 
be added to configure a package that 
suits your budget and business needs. 



) 342-5332 
www.eecnet.com 



Page 42 



Processor.com 



February 26, 2010 



News 



I HP Opens Wind-Cooled Data Center 

Computer maker HP has opened what it says 
is the world's first completely wind-cooled 
data center. Located in Northern England, the 
center uses large intake fans, sun-reflecting 
light-colored server racks, and collected rain- 
water to ensure optimal temperatures and 
humidity. The site is said to have a PUE 
(power usage effectiveness) of 1 .2, which is 
better than the 1 .5 generally recommended 
for energy efficiency. Construction of the 
360,000-square-foot data center was initially 
started by EDS, which was acquired by HP in 
2008. The wind-cooled center is expected to 
save HP about $4.16 million per year in 
power costs. 





I Oracle To Buy AmberPoint . . . 

Oracle is planning to purchase Oakland, 
Calif., -based AmberPoint, an SOA (service- 
oriented architecture) software maker. The 
details of the deal have not been disclosed, 
though Oracle says it plans to integrate 
AmberPoint's products into its Fusion 
Middleware SOA Suite and extend the capa- 
bilities of SOA Governance and Enterprise 
Management software. Oracle expects the 
deal to be completed sometime in the first 
half of this year. The potential buy comes 
shortly after the completion of Oracle's pur- 
chase of Sun Microsystems for $7.4 billion. 

I ... & Convergin 

Oracle has agreed to purchase Convergin, an 
Israel-based firm that produces a J2EE-based 
service broker platform. Convergin's products 
will be added to Oracle's current line of prod- 
ucts, including Oracle Communications inte- 
grated applications suite, which also includes 
Oracle Communications Billing and Revenue 
Management and Oracle Communications 
Converged Application Server. The deal will 
likely close by the middle of the year. Finan- 
cial details were not disclosed. 




I Symantec Sued Over Auto Renewal 

A lawsuit filed by a Symantec customer 
charges the security software company with 
automatically charging $76 to his credit card 
without notice. Kenneth Elan, of Port Wash- 
ington, N.Y., filed the lawsuit on Jan. 19. Last 
June, the New York Attorney General's office 
had fined Symantec $375,000 for automati- 
cally renewing licenses for products without 
alerting the customer first. As part of the set- 
tlement, both Symantec and McAfee agreed 
to electronically notify customers before they 
charge customers for another one-year 
license. The two companies also said they 
would refund customers within 60 days if the 
customer asks for it and that they would 
clarify renewal costs. 



Managing 
People Costs 

Good People Are Vital But So Is Cost Containment 



by Curt Hurler 

One of the toughest tricks IT managers 
at SMEs face these days is balancing costs 
with quality. When it comes to budgeting, 
personnel jumps off the ledger sheet as a 
major cost center. The question becomes 
one of saving money while saving jobs. 



Key Points 



Provide merit increases to salary based 
on performance. 

SMEs need a good evaluation and 
assessment program, and make sure this 
is based on the performance and skills of 
employees. 

Keep staff with key skills and keep good 
workers satisfied, as it's usually better to 
retain key employees than to try to hire 
new ones. 



According to Gartner, people costs are 
the single largest cost element for most 
data centers — personnel can consume as 
much as 40% of overall costs. Yet any 
SME looking to the future knows it is in 
its best interest to hold on to good workers 
through the economic storm so the compa- 
ny is positioned to emerge stronger when 
business turns around. 

Because workforce-related spending is 
the largest single part of the IT budget, 
observers, such as Lily Mok, vice president 
in Gartner's CIO Research Group, say one 
of the primary challenges for CIOs in 2010 
will be finding ways to control labor costs 
while retaining good workers and keeping 
remaining personnel happy. 

"Because SMEs run lean to start with, 
and people wear many hats, the most 
effective strategy in 2010 is to look hard at 
the skills needed to keep the organization 
running and growing," she says. "You'll 
need some depth. Longer term, you'll 
need to look at which skills to invest in 
and develop." 

Worker Skillsets 

Gartner advises SMEs to review staffing 
levels and the types of skills needed for 
the next 24 months. "Whether you are in- 
sourcing or outsourcing, understand the 
skills needed for the job," Mok says. She 
says SMEs should maximize use of labor 
arbitrage benefits by using skills in 
regions with cheaper labor rates, such as 
India, Brazil, Poland, and Romania. 

Victor Janulaitis, CEO of Janco Associ- 
ates, isn't so sure. Although he agrees that 
some functions, such as payroll, are basi- 
cally commodity services that should be 
given to the low bidder, he says it is 
unwise to outsource any vital function. 

"You still have to be able to get work 
done. Don't outsource your core business 
to a third party," he says, noting the im- 
portance of having in-house people who 
can deal with key functions. Worse, every 



outsourced change order comes with a 
charge, he notes. There will be communi- 
cation issues and delays in response time. 

Mok says she expects few changes in IT 
budgets, headcount, or staffing in 2010, 
and workers with Oracle, SAP, Java EE, 
Microsoft .NET, SOA, Java, and People- 
Soft skills are still in demand. She sug- 
gests looking at worker proficiency, not 
headcount, when considering costs. 

"In the long run, it is probably better to 
keep existing employees as long as you 
can," Janulaitis agrees. However, he says 
that it is a good idea to hire new blood 
occasionally to assure fresh ideas come 
into the organization. 

Manage Current Employees 

Workers with jobs seem more content to 
"hang in there" for a while. Diane Berry, 
managing vice president at Gartner, notes 
a lower percentage of IT respondents to a 
recent study who cited dissatisfaction with 
their direct supervisor as a reason for 
employee turnover. "There was also a 
notable drop in the percentage of respon- 
dents who listed noncompetitive compen- 
sation as a reason for IT professionals 
leaving their organizations," she says. 

Although Berry attributes the current 
run of worker complacency to the overall 
weakness of the job market, she says this 
is not the time for SMEs to be complacent 
with a zero- or low-employee turnover 
rate. Berry warns that the current economic 



tough times. "Let people know they are 
stakeholders in the enterprise and not just 
there at the convenience of the company," 
Janulaitis says. "People need to feel they 
are valued and their work is rewarded." 

Salary Situation 

It seems a given, in this economy, that 
salary increases — if any — will be small. 
Mok says she expects few changes in IT 

"Whether you are 
insourcing or 
outsourcing, 
understand the 
skills needed for 
the job." 

-Gartner's Lily Mok | 

budgets, headcount, or staffing in 2010. Her 
studies show raises will be in the 3% area. 

Not so bullish is Janulaitis, whose 
research shows that any increase in com- 
pensation for IT workers will be negligible. 
According to a study by Janco Associates, 
the median compensation increase in 2010 
will be one-quarter of 1%. 







Mean Compensation IT Professionals 


2009 


2010 


% Change 1 


Large Enterprises 

Executives 
Middle IVIanagers 
Staff 


$ 142,753 
$ 78,861 
$ 66,061 


$ 143,776 

$79,164 

$66,176 


0.72% 
0.38% 
0.17% 


Total Large Enterprises 


$ 81 ,302 


$81,614 


0.38% 


Mid-Sized Enterprises 
Executives 
Middle Managers 
Staff 


$ 123,728 
$71,628 
$ 60,043 


$ 123,646 
$71,787 
$ 60,095 


-0.07% 
0.22% 
0.09% 


Total Mid-Sized Enterprises 


$73,132 


$73,216 


0.11% 










Total All IT Professionals 


$77,217 


$77,415 


0.26% 





Any increase in compensation will be negligible. According to a study by Janco 
Associates, the median compensation increase in 2010 will be one-quarter of 1%. 



^ 2010 Copyright Janco Associates, Inc. www.e-janco.com 



situation may force some workers to stay 
with an unsavory job, but they will be out 
the door as soon as things perk up. 

In any case, whether it involves a high- 
demand employee or IT supervisor, when 
everyone is being asked to cut back on 
salary, management must be seen as part- 
ners in surviving the hard times. 

Simple things such as a pleasant work 
environment can get workers through 



Salary levels for CIOs will remain 
around $180,000, while those for IT pro- 
fessionals at the vice president level will 
hover in the $140,000 to $145,000 range. 

Mok says she thinks more companies 
will provide merit increases to salary 
based on performance. This will allow 
SMEs to reward outstanding workers and 
keep them happy through tough times 
while not breaking the bank. 
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Consider Your Options When Planning For Improvements 



by Jean Thilmany 

Thinking about expanding your present 
data center or building a new one? Con- 
trary to what you might think, now is the 
time small and midsized enterprises 
should consider forging ahead with these 
plans rather than putting them on hold. 

That's the advice from Steven Harris, 
director of data center engineering at tech- 
nology consultancy Forsythe Technology. 
Enterprises looking to make data center 
changes can take advantage of a drop in 
equipment, labor, and construction costs, he 
says. 

Current economic conditions are driving 
the cost of labor and materials (for example, 
generators, cooling units, and the like) down 
to their lowest levels in years, according to 
Harris. Recent findings by Forsythe indicate 
that overall, labor and materials costs are 
down to 2007 levels. That makes now a 
great time to consider a major data center 
project or upgrade, Harris says. 

There is one important caveat: Expect 
costs for data center design and network 
infrastructure maintenance to remain stable, 
says Jeff Powers, marketing manager at 
Emerson Network Power (www.emerson 
.com), provider of data center power and 
design services. 

Despite the state of the current economy, 
Harris explains that Forsythe has several 
projects in the works, with some clients 
building new data centers from the ground 
up and others retrofitting or expanding 
existing data centers. 

"We're seeing pricing on labor and mate- 
rials that makes it attractive from a capital 
spend position to want to do some of these 
projects," Harris says. "If you can get done 
today what a year or two ago would cost 
you 20% more, why would you not take 
advantage of it?" 

Ramp Up Energy Efficiency 

With prices of materials falling to levels 
of past years, generator, UPS, and air 



conditioner manufacturers are realizing 
there is more competition for business. 
Thus, data center managers may want to 
take a closer look at energy-efficient mod- 
els they have deemed too expensive in the 
past, Harris says. This may be a good time 
to pay the one-time extra capital costs for a 
more energy-efficient product so your 
enterprise can experience longer-term 
power savings, he adds. 

Lowered equipment costs also make it 
easier to take advantage of more energy-effi- 
cient servers to cut the monthly power bill, 
says Zachary Smith, president of IT infra- 
structure provider Voxel (www.voxel.net). 

Because today's servers use less energy 
but include more processing power than 
servers produced even three years ago, 
enterprises can realize savings by upgrad- 
ing, says Smith. 

"If you're running eight servers, you can 
now take that down to two or three new 
ones," says Smith. "Even servers made in 
2006 and 2007 were really power-hungry. 
A few years ago, everyone started caring 
about energy use, but it took the server 
and chip makers awhile to gear their prod- 
ucts toward that." 

Whether an enterprise expands, retrofits 
a current facility, or builds new. Smith 



Key Points 



A recent Forsythe survey revealed 
that data center labor and materials 
costs are at 2007 prices, which is 
appealing to enterprises considering 
data center upgrades. 
If possible, purchase energy-efficient 
servers with the money the enterprise 
saves on a build. This action will result 
in lower electricity costs, as well. 
Don't expect to bargain for a new electri- 
cal contractor. When doing a build or an 
upgrade, it's smart to stick with the con- 
tractor you've worked with in the past 
because he'll already know much about 
your setup. 



suggests using a managed service provider 
for backup and storage services to save 
physical space. 

Keep Your Electrical Contractor 

Notari Associates (www.notariassociates 
.com) architect Peter Notari, who designs 
data centers, doubts whether data center 
managers looking to expand or retrofit their 
facilities will have luck negotiating contracts 



Current economic conditions 
are driving the cost of labor and 
materials down to their lowest 

levels in years. 



suggests that enterprises consider invest- 
ing in virtualized servers to further drive 
down equipment and power costs. 

He explains that throwing out old servers, 
buying more power-efficient ones, and run- 
ning virtualization on them is cheaper than 
adding another rack of servers. Smith also 



Go Vertical 



If it's time to build a new data center, Dave Cappuccio, Gartner chief of research for the infra- 
structures group, suggests building a smaller facility than you would have built in the past— and 
scale it vertically. "People used to build big and fill it up slowly, but now they're building it small 
and making it very dense," he says. 

The method reduces construction costs; however, the actual building itself may only last eight to 
10 years instead of 20. "You used to build data centers to last 20 years and put all the mechani- 
cal equipment in to support that building. Then you'd have big open space you'd slowly fill up 
with IT equipment," Cappuccio explains. "But in the end, you'd have 15-year-old IT equipment 
running on top of 20-year-old mechanical equipment." 

In the past, data center engineers designed for longevity, but they didn't quite grasp how quickly 
IT equipment would change. And they could in no way forecast the shrinking footprint brought 
about by blade servers and offsite hosting. 

The tendency now is to build smaller data centers. Then, within a few years, you can build out 
another module right next door with newer mechanicals and keep trading up to a space with new 
mechanicals while you retrofit that old space. 

"Then, if you have room, build a third one next to that," Cappuccio says. "With each module retro- 
fitted on a 10-year cycle, the whole thing will have a life span of 60 to 80 years." 



with the electrical contractors charged with 
maintaining and designing their facilities. 

Although it may be tempting to take 
advantage of competitive pricing, Notari 
strongly cautions against bidding out elec- 
trical contractors for existing sites. 

"You don't want some guy going in 
without the intimate knowledge of your 
data center. If your systems go offline and 
the contractor can't get back right away 
because he's not familiar with them, you'll 
lose more money than you saved in a bid- 
ding war." 

IT managers are likely already depen- 
dent on an electrical contractor who has 
the intellectual knowledge about your data 
center, Notari says. 

"If you're building new, you can bid it 
out, but you'll likely want to use the same 
contractor for an expansion," he says. 
"You'll want to use a contractor that 
knows all the skeletons in your closet, so 
to speak." 

Notari says electrical contractors have 
been somewhat isolated from the economic 
climate and may not be subject to competi- 
tive bidding. A good contractor, he adds, 
can show an enterprise how to cut costs on 
a new build or an expansion. 

Whether expanding, retrofitting, or build- 
ing new, data center managers might just 
find a way to make the economic slowdown 
work in their favor. 



I Report Shows Companies Ignore 
Old Security Flaws 

According to the 2010 Global Security Report 
from Trustwave, some companies are leaving 
themselves vulnerable to old security threats 
even as they work to implement security 
strategies for new and developing security 
threats. Ironically, the attention and resources 
that companies are devoting to thwart new 
threats are leaving them exposed to known 
threats. The report further shows that, once 
criminals breach a company's security, 
they're using more advanced tools than ever 
to steal and mine the data. The study was 
performed by Trustwave's SpiderLabs divi- 
sion, which gathered its data from about 
1 ,900 penetration tests and 200 security 
breach investigations. 

I First Cybersecurity Bill 
Passes House 

The U.S. House of 
Representatives 
overwhelmingly 
passed the 
Cybersecurity 
Enhancement Act 
of 2009 (HR4061) 
by a vote of 422-5, with 
six abstentions. The bill is designed to sup- 
port cybersecurity research and develop- 
ment, provide a roadmap for implementation, 
develop cybersecurity solutions, and provide 
educational resources. HR4061 was spon- 
sored by Rep. Daniel Lipinski in November 
2009. The bill is expected to be joined with 
other cybersecurity bills in the Senate. 





I Google Plans 
Ultra-High-Speed Internet 

Google intends to provide a broadband con- 
nectivity network that will transfer data at 
speeds 100 times greater than typical Web 
access in the United States. One of the com- 
pany's goals is to offer a trial service to 50,000 
to 500,000 people, running fiber optic lines to 
homes. This announcement stems from the 
American Recovery and Reinvestment Act of 
2009 signed in February 2009, which asked 
the FCC to create a National Broadband Plan. 
Google says it's conducting the experiment to 
"make the Web better and faster for everyone" 
and that a faster Web will enable more sophis- 
ticated applications. 

I Micron Buys Numonyx 

Micron acquired flash memory maker Nu- 
monyx for $1 .27 billion in stock. Numonyx 
is one of the world's largest suppliers of 
NOR flash, a type of nonvolatile memory 
used in mobile phones and MPS players. 
Intel and STMicroelectronics created 
Numonyx in 2008 by combining Intel's NOR 
flash memory business and STMicroelec- 
tronics' NAND flash business. Micron, the 
largest memory chip maker in the United 
States, already manufactures DRAM and 
NAND flash chips, which are commonly 
found in mobile devices. The deal is expect- 
ed to close in three to six months. 
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Do You Speak Global? 



■ Enterprises are becoming more 
globalized by the minute, and the IT 
department is often the most diverse part 
of the company. It's not unusual, for 
example, to have a lead developer from 
India, a project manager from Argentina, 
and a network admin from Hong Kong. If 
enrollment in computer science and engi- 
neering programs is any indication, the 
diversity of IT is only going to increase. 
IT professionals need to be able to com- 
municate effectively with people from dif- 
ferent backgrounds. 

Not Another Globalization Guide 

Many experts on international business 
attempt to write books or articles on how to 
navigate the global workplace. They start 
with an anecdote about an amusing miscom- 
munication and then provide an overview of 
key differences in various cultures, conclud- 
ing with some pithy words of encourage- 
ment. This is not one of those articles. 

As a former cultural consultant, I can't 
bring myself to reduce an entire people's 
history, language, and way of life into a 
snappy list of do's and don'ts. Not to men- 
tion the fact that there are simply too many 
distinct cultures in the world to attempt any 
kind of reasonable representation. Can we 
really trust a 10-page chapter summarizing 
East Asian corporate culture, when Chinese 
professionals need seminars on working 
with their Japanese counterparts? Global- 
ization guides may initially help to under- 
stand divergent ways of thinking, but they 



often try to cover too much ground, resulting 
in overuse of generalizations. 

Proceed With Caution 

Although we all have much to learn 
about each other, globalization has a built- 
in safeguard of sorts: anticipation of diffi- 
culty. Intercultural communication is like 
driving on a busy highway — accidents do 
happen, but most people try to watch where 
they're going. When professionals from 
different backgrounds work together, they 
know there's an increased risk of miscom- 
munication, so there's an expectation of 
extra effort in making oneself understood. 
Needless to say, the expected effort is even 
greater when the working language isn't 
the native language of one or more team- 
mates. In general, people will take more 
time to ensure they've expressed or under- 
stood a message appropriately. 

That doesn't mean that everything will 
automatically sort itself out. We should still 
take steps to minimize the risk of miscom- 
munication. To continue the highway analo- 
gy, we shouldn't undo our seatbelts and floor 
the gas pedal assuming that other drivers will 
get out of the way — we still need to drive 
carefully. In the context of navigating 
between different cultures, that means being 
extra patient and extra clear. 

Say What You Mean 

Clarity is more than choosing the right 
words. We often don't think about how 
much we rely on implied meanings and 



nonverbal cues when we communicate. A 
message that seems perfectly clear to the 
speaker may be confusing to someone who 
doesn't catch the intended implication. 

Suppose a manager approaches a business 
analyst and asks, "How's that requirements 
document coming along?" On the surface, 
the manager wants to know how the docu- 
ment is progressing. This question can have 
multiple underlying messages, however, 
depending on the asker's intent and the status 
of the project: 

A) No big deal; I'm just checking. 

B) You seemed concerned earlier. Do you 
think you'll need more time to complete 
the document? 

C) I should have received that document 
an hour ago. Why is it not finished? 

Even when both parties are native speakers 
of English from the same part of the world, 
there is ample room for divergent interpreta- 
tions. Usually the appropriate interpretation 
is suggested by the context and by the speak- 
er' s tone of voice. Now imagine the question 
being directed to someone with a different 
cultural and language background. He or she 
might completely misread the intonation cues 
and view the context in a different light. A 
listener can understand all of the words being 
spoken without grasping the deeper message. 
To communicate more clearly, we need to try 
to rely less on implication. Ideally, the sur- 
face meaning alone should match what we're 
trying to convey. 

It's not as difficult as it sounds, and we 
don't necessarily have to edit everything we 
say. Because we're so used to using nonver- 
bal cues, we can often see when our words 
don't produce the desired effect by watching 
the listener's reaction. If the reaction is a lit- 
tle off, a quick clarification — stating the 




Author: Fen Yik is a research analyst with Info- 
Tech Research Group. Prior to joining Info-Tech, 
Yik specialized in translation technology and cultural 
consulting at a leading international translation 
company. Yik holds a B.A. from Cornell University 
and an M.A. from the University at Buffalo. 
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unstated message — is usually enough. In sit- 
uations where clarity is of paramount impor- 
tance, such as giving instructions, it helps to 
speak the way we write. We tend to be more 
careful when writing because we're reduced 
to communicating with only words — intona- 
tion, gestures, and facial expressions are 
taken out of the equation. 

Above all else, the key to success in 
intercultural communication is patience. 
Not just patience with others, but also 
patience with yourself because you will 
need to learn and adapt as much as any- 
one else. If everyone adopts this type of 
mindset, we should be able to steer clear of 
most miscommunications. tm 



However, as platform devices continue to 
mature, more features are being added. 
These devices continue to evolve along with 
customer demand, and one cannot simply 
assume that a platform device will not be 
just as feature-rich as a point product. 

Historically, unified devices were limited 
to a single box — a single rack-mounted 
computer. As products evolve and each ser- 
vice function gets its own resources, fea- 
tures will improve. 

UTM products are not best-of-breed. 
Another common criticism of UTM devices 
is that the services were not of the highest 
quality to begin with. Historically, there 
was a lot of truth to this statement. Most of 
the services were grown organically or 
built off open-source developments. 
Although this poor-man's approach was 
understandable given the target market, it 
sure wasn't ready for enterprise prime time. 

Many vendors now are deploying ser- 
vices through partnerships with best-of- 
breed companies. Acquisitions have already 
taken place in the unified security device 
space that will lead to better technology 
integrated into the platforms of the future. 

Recommendations For The Data Center 

When thinking about the future, take a 
good look at the emerging security plat- 
forms. Although unified security in the past 
has been a yawner for the data center, that 
is changing quickly, and without careful 
evaluation, one might miss an opportunity 
to save costs on equipment and personnel. 
A unified platform will simplify manage- 
ment by unifying reporting and interfaces. 
Costs will be reduced as maintenance will 
be limited to a single platform and not sep- 
arate vendors. Overall, the security plat- 
form of the future is going to be viable for 
the data center. 



FROST AND SULLIVAN 



The Next Generation Of 
Infrastructure Security 



Firewalls. Intrusion prevention sys- 
tems. Content filtering. Web proxies. 
All these devices are considered the core of 
modern infrastructure security, and any 
enterprise that claims to take security seri- 
ously has the devices in place. Unfortunately, 
the recent global recession has put already- 
strained IT departments under the gun, 
requiring even more performance and securi- 
ty with even fewer resources. 

The only way that enterprises and vendors 
can respond is to look at alternatives to their 
current devices. Most enterprises have a 
variety of devices from different vendors 
representing the best of breed for each class 
of technology. This translates into most ven- 
dors having a network infrastructure that, 
while impressive, is expensive to maintain in 
terms of service fees and requires specializa- 
tion across a variety of vendor platforms. 

Frost & Sullivan believes the future for 
infrastructure security is the platform 
approach. Although many vendors already 
have products that seem to address this 
approach, there are still many challenges to be 
met and overcome before end users are will- 
ing to take the plunge to a platform approach. 

Platform vs. Point Products 

One of the key challenges with moving 
enterprises to a platform is the bad reputa- 
tion of current unified security devices. The 
unified security devices segment (UTM, as 
the space is better known) has a reputation 
for being SMB -class devices. 



Much of the reason for this preconceived 
notion is historical. Looking back just five 
years, the bulk of UTMs had average per- 
formance throughput rates of 100Mbps, 
falling far short of firewalls and IDS/IPS 
products from the same time frame. 

A lot happens in five years in the security 
space, however, and the UTM space is no 
different. Devices are approaching through- 
put speeds equivalent to those achieved by 
dedicated devices and providing plenty of 
bandwidth for many enterprises. Average 
throughput for UTMs today is in the 
500Mbps range, with some vendors offer- 
ing IGbps of throughput. That is plenty of 
speed for many midsized enterprises. 

When we look at the future, it's not about a 
single box. Several vendors already have a 
chassis-based form factor that holds dedicated 
blade servers. That is what Frost & Sullivan 
means as a security platform — not a single 
box, but a single chas- 
sis designed by a 
single vendor. 




Challenges For The Platform Approach 

Despite the impressive performance 
gains over the past five years and the pre- 
dictions of analyst firms such as ours, 
acceptance of the platform still has a long 
way to go. Some of the reasons for hesita- 
tion by most enterprises are: 

The performance is still lacking. Despite 
continued performance improvements 
(today there are platform devices that can 
handle more than IGbps of traffic through- 
put), customers still claim that performance 
just doesn't match that of the single-purpose 
devices. With the increased popularity in 
chassis deployments and higher throughput 
being achieved, the performance problem 
will continue to decrease in importance. 

Frost & Sullivan predicts that in five 
years, more than 90% of current devices 
handling less than IGbps of firewall and 
less than 500Mbps of throughput IDS/IPS 
traffic will move to a UTM/platform secu- 
rity device. Cloud computing may also lend 
itself to improving performance of some of 
the more resource-intensive UTM functions 
such as Web and email security. Some ven- 
dors are already evaluating this option. 

Lack of feature richness. Proponents of 
point products are quick to point out that 
integrated devices do not have the feature 
richness of best-of-breed point devices. 



Author: Robert Ayoub is the global program director of the Network Security 
Group in Frost & Sullivan 's Information and Communication Technologies 
Practice. He focuses on monitoring and analyzing emerging trends, technologies, 
and market behavior in network security markets worldwide. Since joining Frost 
& Sullivan in June 2005, Ayoub has completed several research studies 
and consulting projects on IDS/IPS, security event correlations 

( SIM, SEM) systems, IT policy and compliance, videoconferencing 
security, and network access control systems. 

Send your comments tofrostandsullivan@processor.com 
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Processor 
Solutions Directory 

Here are brief snapshots of several companies 
offering products designed for the data center and 
IT industry. Listings are sorted by category, 
making it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 



To list your company and products, 
call (800) 247-4880. 



Physical Infrastructure 



AVTECH 



AVTECH Software, founded in 1988, is focused on making 
the monitoring and management of systems, servers, net- 
works, and data center environments easier. AVTECH pro- 
vides powerful, easy-to-use software and hardware that 
saves organizations time and money while improving opera- 
tional efficiency and preparedness. AVTECH products use 
advanced alerting technologies to communicate critical status 
information and can perform automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities 
environment, including temperature, humidity, power, 
flood, room entry, and UPS 



(888)220-6700 I www.AVTECH.com 



Physical Infrastructure 




Founded in 2004, Clawson, Mich., -based FireXonline 
employs a team of experts in the field of fire suppression 
who offer products and consulting to facility managers, 
sprinkler contractors, systems engineers, architects, fire 
marshals, service people, and others. Over the course of 
more than 15 years, FireXonline's experts have deter- 
mined the most appropriate and cost-effective suppression 
solutions for unique situations and spaces, including the 
London subway system, atomic waste disposal sites, 
computer rooms, and even consumers' homes. 

Products Sold: 

Fire suppression products and consulting services 



(800)338-9010 | www.firexonline.com 



Physical Infrastructure 



PDUs 



direct 



Established in 2008, PDUsDirect.com is an online whole- 
saler providing a select line of PDUs for server and net- 
worked environments. PDUs Direct's basic, metered, and 
switched Rack PDUs provide local and remote power 
management, power monitoring, and environmental moni- 
toring. We pride ourselves in offering industrial-grade qual- 
ity products at the lowest prices, with the fastest shipping 
(most orders shipped within 24 hours) and simplest pur- 
chase process. 

Products Sold: 

A complete line of 20A PDUs, including metered, basic, 
and switched. 



751-7387 I pdusdirect.com 



Physical Infrastructure 



Access Floors OnSite 



i 



For today's enterprises, it makes economic and environ- 
mental sense to reuse access floor panels you already 
have in place rather than buying new. Access Floors 
OnSite specializes in providing enterprises with a virtually 
new raised floor overnight, without disrupting your data 
center. Our special Mobile Ops units come to your site to 
clean, recondition, and repair your existing raised floor. We 
can handle projects of all types, including legacy or decom- 
missioned sites and new construction and renovation. 

Products Sold: 

Raised floor reconditioning, including cleaning, resurfac- 
ing, replacing, and recoating. We also sell new, recondi- 
tioned, and certified used flooring materials. 



(866) 984-9991 ext. 1 | www.Processor.com/AccessFloors 



Physical Infrastructure 



BayTech was founded in 1976 and, since the 1990s, has 
developed unique products for remote power management. 
The company uses printed circuit board instead of wires for a 
better, more resilient connection between the data center 
equipment and the receptacle. BayTech provides an exten- 
sive Web site with brochure downloads, warranty informa- 
tion, and reseller support and also offers evaluation units for 
data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 



(800)523-2702 I www.baytech.net 



Physical Infrastructure 



j^^'eSigmaDC 



Future Facilities Limited aims to help enterprises improve 
and manage their mission-critical data centers. Its multi- 
faceted software suite called 6SigmaDC supplies compre- 
hensive 3D modeling of every aspect of data center lay- 
out, cooling, power, and even weight. Customers include 
Cisco and Verari Systems, and partners include IBM, Dell, 
and HP. 

Products Sold: 

6SigmaDC data center modeling and simulation software 



(408)436-7701 | www.futurefacilities.com 



Physical Infrastructure 



PnSoune. 

MISSION CRITICAL SERVICES 

The right choice for mission criticsil data centers 



ProSource Technical Services offers a number of products 
and services designed to help data centers save energy, 
increase cooling efficiency, and reduce downtime. The 
company's products and services help prevent and miti- 
gate dust and other environmental contaminants, optimize 
airflow, and keep data centers stocked with items needed 
for maintaining the facility. 

Products & Services Sold: 

• Contamination Control Sticky Mats 

• Koldlok and Hotlok products and installation 

• Replacement access flooring panels 

• Data center cleaning 



247-0986 I www.team-prosource.com 



Physical Infrastructure 



AUSTIN 



Founded in 1995, Austin Hughes Electronics is a design and 
manufacturing company offering a broad range of electro- 
mechanical products based on 19-inch rackmount technolo- 
gy. Austin Hughes has ISO 14001 & 9001 -approved design, 
manufacturing, assembly, and test facilities in Hong Kong 
and China. It has sales offices throughout the Asia-Pacific 
region as well as Europe and the United States, supporting 
a worldwide distributor network. 

Products Sold: 

• Rackmount LCD keyboard/KVM drawers 

• Rackmount serial console LCD keyboard drawers 

• LCD screens 



www.austin-hughes.com 



Physical Infrastructure 



CYBER@SWITCHING 



® 



Cyber Switching began pioneering power distribution 
technologies in 1994. Our PDUs are used to power cycle 
and manage power to blade servers, routers, SANs, and 
other data center equipment. Our intelligent PDUs can 
monitor current individually by outlet and also provide virtual 
circuit breaker protection on an individual outlet basis. No 
other PDU on the market offers these unique features. 



Products Sold: 

• Intelligent power management 

• Value-added power management 

• Metered power distribution 

• Three-phase power distribution 



Energy management 
and control 
Switches 
Patch Panels 



(888)311-6277 I www.cyberswitching.com 



Physical Infrastructure 




Based in New York City, Hergo Ergonomic Support 
Systems is an independent designer and manufacturer of 
enclosure cabinet solutions, technical computer furniture, 
and modular racking systems. The company's products 
are designed to promote organization in the workspace 
and to increase the productivity of computers, peripherals, 
and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 



Products Sold: 

• Racks 

• Enclosures/cabinets 

• Motorized workstations 

• Flat-panel arms 



Computer desks 
Cable management 
Power management 



222-7270 I www.hergo.com 



Physical Infrastructure 



t 



RACKMOUNT 

SOLUTIONS, Ltd 

where customer service matters^ 



Rackmount Solutions' mission is to listen to the IT engi- 
neer's specific needs and deliver superb-quality, high-per- 
formance products through continuous product innovation 
and operational excellence. We pride ourselves in provid- 
ing quality customer service, products that fit your IT 
requirements, and solid value for your money. 

Products Sold: 

• Wallmount and server racks and cabinets, including 
sound proof, air conditioned, and large cable bundle 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 



(866)207-6631 I www.rackmountsolutions.net 
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Physical Infrastructure 




Server Technology 

Solutions for the Data Center Equipment Cabinet 



Server Technology is committed to the PDU market with the 
largest group of engineers dedicated to power distribution 
and other solutions within the equipment cabinet. Advance- 
ments in device power monitoring help data centers monitor 
and improve their efficiency, and continuous research and 
development is fueled by companies that look to Server 
Technology for their custom cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet 
Power Sensing (POPS), Rack Mount Fail-Safe Transfer 
Switch, Console Port access with remote power manage- 
ment. Switched, Smart, Metered, Basic, and -48 VDC 



(800)835-1515 I www.servertech.com 



Physical Infrastructure 



designed and 
manufactured by 

upsite 

technologies'" 



Founded in 2001 , Upsite Technologies has established itself 
as a leader in the marketplace for high-availability data cen- 
ter solutions, concentrating on hot spots and energy-efficien- 
cy issues. Upsite founder Kenneth G. Brill recognized a need 
for products and solutions reaching far beyond standard 
engineering and consulting offerings. Upsite has developed 
a suite of products designed to increase the reliability and 
availability of data centers while reducing energy costs. 

Products Sold: 

A line of products designed to solve heat-density problems 
in data centers, including blanking panels, temperature 
strips, and raised floor grommets to seal cable openings. 



(505)982-7800 I www.upsite.com 



Networking & VPN 



^BLACK BOX^ 

NETWORK SERVICES 



Black Box is the world's largest independent provider of 
voice communications, data infrastructure, and product 
solutions. Shop at Black Box for 1 18,000+ networking 
products, a best-price guarantee, and FREE, live, 24/7 
Tech Support. 



Products Sold: 

• Cabinets and racks 

• Cables 

• Datacom 

• Digital signage and 
multimedia 

• Industrial 

• Infrastructure hardware 



KVM 

Networking 
Power 

Premise security 
Servers, storage, 
and PCs 

Voice communications 



(877)877-2269 1 www.blackbox.com 




PRODUCTS 



Established in 1983, CMS Products is a leading innovator 
in data backup, encryption, and security technology. CMS 
Products has received global recognition for its work in 
developing leading-edge, easy-to-use products that 
revolutionize the notebook and desktop data backup/ 
restore and storage industry. 

Products Sold: 

• Backup and restore disaster recovery software and sys- 
tems, including laptop, desktop, and secure versions 

• Laptop hard drive upgrades 

• Data security products, including encryption software, 
encrypted portable backup, and encrypted flash drives 



(800)327-5773 | www.cmsproducts.com 



Physical Infrastructure 



TEMPERATURE@LERT* 

USB TEMPERATURE MONITOR WITH EMAIL ALERTS 



Boston, Mass., -based Temperature @lert manufactures 
products designed to be as simple as possible to provide 
the most reliable temperature monitoring for your IT equip- 
ment. Temperature® lert has been growing at a steady, 
measured pace, which allows it to exceed customer expecta- 
tions in terms of product quality and support, and its cus- 
tomer support staff is composed only of members of its prod- 
uct engineering team, ensuring superior support. 

Products Sold: 

USB and Wi-Fi versions of the Temperature @lert device, 
which monitors data center temperature, alerts you to 
problems, and takes corrective action as needed. 



(866)524-3540 I www.24sensor.com 



Networking & VPN 




NattofiwidB Voice, Data and Video 
Products and Services 



ASD's mission is to be the best nationwide provider of 
design, deployment, and project management services in 
the voice and data network integration industry. We offer 
turnkey, reliable, and cost-effective communications sys- 
tems tailored to fit the client. Our goal is to be the single 
point of contact for services to end users, systems integra- 
tors, manufacturers, building owners, and others. Our com- 
mitment includes delivering projects on time and on budget 
and offering superior, customized design. 

Products Sold: 

Voice and data network integration services, along with a 
line of networking-related products. 



(800) CABLING (222-5464) I www.icat-its.cotn 



Networking & VPN 



GoToAssist 

EXPRESS 



GoToAssist® Express"^"^ lets you easily view and control 
your customer's computer online, so you quickly resolve 
their technical issues. You'll amaze customers by solving 
problems on the spot while reducing travel time and 
lowering supports costs. GoToAssist Express is brought to 
you by Citrix Online, a fast-growing division of Citrix 
Systems. Every month, more than 15,000 new customers 
start using Citrix Online's services to work from anywhere 
with anyone — using remote-connectivity tools to save time, 
get more done, and connect to others around the world. 

Products Sold: 

GoToMyPC, GoToMeeting, GoToAssist, and GoToWebinar. 



(800) 549-8541 I www.gotoassist.com/processor 



InMage 



InMage develops disk-based business application 
recovery solutions for both physical and virtual machine 
environments. The company's integrated recovery 
software supports local and remote backup and disaster 
recovery and application availability, performing 
exceptionally well in heterogeneous IT infrastructures 
with mixed platforms and storage. 

Products Sold: 

Disk-based recovery platforms for backup, disaster 
recovery, and application recovery 



(800) 646-3617 | www.inmage.com 



Physical Infrastructure 




Universal Networking Services provides server room and 
data center equipment from APC. When choosing an IT 
vendor, you deserve a partner that can provide a timely 
and adaptable solution. We strive for excellence, and our 
APC Premier Partner status ensures we can provide you 
with the best pricing in the industry. At UNS, we pride our- 
selves on right-sizing equipment to reduce electrical waste 
and ensure that the TCO is as low as possible. 

Products & Services Sold: 

PDUs, UPSes, ATSes, racks, cooling products, emergency 
power generators, data center security and environmental 
products, and energy-efficiency assessment services 



486-7725 I www.apcdistributors.com 



Networking & VPN 



SBRADyf 

WHEN PERFORMANCE MATTERS MOST" 



Brady Worldwide, founded in 1914, is headquartered in 
Milwaukee, Wis., and specializes in performance labels, 
printers, safety and facility identification, and Lockout/ 
Tagout products. Brady serves more than 500,000 cus- 
tomers and employs more than 7,000 individuals in the 
United States, Europe, and the Asia/Pacific region. Evident 
from the tagline "when performance matters most," Brady 
prides itself on exceeding expectations with its reliable 
product designs and exceptional customer service. 

Products Sold: 

Performance labels, printers, safety and facility identifica- 
tion, and Lockout/Tagout products 



(888)250-3082 | www.bradyid.com 



■StoragePro™ 

iStoragePro is a branch of Ci Design, established in 1983. 
Originally, the company started as a PC peripherals manu- 
facturer and has transformed into a worldwide storage 
solution provider. iStoragePro customizes and distributes 
solutions for high-end storage performance and audio/video 
users. The company targets the OEM, VAR, and reseller 
markets, and it maintains a lead-free and RoHS-compliant 
environmental standard. 

Products Sold: 

• Portable and desktop storage solutions 

• PCI Express video recorders 

• JBOD/eSATA/MiniSAS/RAID systems 

• Rackmount multibay storage solutions 



(800)272-0062 I www.istoragepro.com 



Servers 



]f\J lAJJfNJ 



IN-WIN Development Inc., an ISO 9001 manufacturer of 
professional computer chassis, power supplies, and digi- 
tal storage devices, is the leading provider of enclosure 
solutions to system integrators worldwide. Founded in 
1986, IN-WIN provides high-quality chassis that conform 
to all safety regulations, as well as unsurpassed cus- 
tomer service. 

Products Sold: 

• Computer cases 

• Server cases 

• Power supplies 

• Storage devices 



(909)348-0588 | www.in-win.us 
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Servers 



(i) Portwell 



Intel Embedded Alliance member American Portwell 
Technology is a wholly owned subsidiary of industrial com- 
puter innovator Portwell of Taiwan. It's known for its cus- 
tom solutions as well as for its rackmount and embedded 
computers used in industrial, medical, retail, financial, 
semiconductor equipment, mission-critical, and network 
security environments. 

Products Sold: 

Embedded, single-board, and rackmount computers; spe- 
cialty platforms; human-machine interfaces; and communi- 
cation appliances 



(510)403-3399 | www.portwell.com 



P 

4 



IGS DECPARTS 



IGS is an independent manufacturer and source of supply, 
service, and depot repair of obsolete Digital Equipment 
Corp. parts, products, and systems. We maintain an exten- 
sive inventory of DEC parts and equipment; some date from 
the 1960s. We refurbish and service these parts, adding 
current technology when applicable. We provide Advance 
Replacement Service within 24 hours if we have the item in 
stock and, with 75,000 stock items, chances are we will. 

Products Sold: 

Digital Equipment Corp. parts, products, and systems, 
including memory, storage, processors, display and video, 
printers, and cables, for repair, lease, or rental 



332-7278 I www.decparts.com 




In 1987, Pegasus Computer Marketing started providing 
mainframe products to the end-user market. What began as 
a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 10 years, Pegasus 
has focused primarily on the point-of-sale and barcode 
industries, buying, selling, and providing service contracts for 
anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 



(800) 856-2111 I www.pegasuscomputer.net 



dtSearch 

www.dtsearch.com 



Maryland-based dtSearch started research and develop- 
ment in text retrieval in 1988. The company is known for 
speedy adoption of new programming standards, OSes, 
and file types. Plus, it has a flexible licensing model. 
Typical corporate use of dtSearch includes general infor- 
mation retrieval, Internet and intranet site searching, and 
email archiving and email filtering. 

Products Sold: 

Text retrieval products, including: 

• Desktop With Spider • Web With Spider 

• Network With Spider • Engine For Win & .NET 

• Publish For CD/DVDs • Engine For Linux 



(800)483-4637 I www.dtsearch.com 



Information 
Technology 
Trading 



At Information Technology Trading, our goal is to help you 
acquire the right hardware or software solution. We special- 
ize in purchasing and reselling data-processing equipment 
and have more than 21 years combined experience. We pro- 
vide services and system upgrades, DASD, communication, 
and memory. We're also an outlet for off-lease portfolios. 

Products Sold: 

• AS400, Advanced System/36, R/S6000, ES/9000, and 
PC systems (including lease and rental) 

• CPUs, memory, disks, tapes, displays, and controllers 

• Services, including system design and installation, 
maintenance, and buyback of existing hardware 



(877)715-3686 I www.itechtrading.com 



Founded in 1989, SMS Memory is a leading distributor in 
computer memory and processors. Our goal is to provide 
customers with the exact memory they need, complete 
with a low-price guarantee and a lifetime warranty. 
Whether you're buying from us or selling to us, we strive 
for the easiest, most hassle-free process possible— we 
want you to keep coming back. 

Products Sold: 

New and used computer memory and processors 



Electronic 
Environments 

Infrastructure Solutions 



Electronic Environments Corp. was founded in 1986 and is 
currently headquartered in Marlborough, Mass. EEC has 
built and serviced mission-critical data centers for close 
to 25 years. Our broad range of capabilities include 
engineering, construction, and maintenance services, 
with emphasis on electrical and mechanical systems, as 
well as data center power and cooling assessments and 
energy savings solutions. 

Services Offered: 

A range of data center services, including design/build, 
assessment, energy savings, site maintenance, and 24x7 
emergency response. 



(800)342-5332 | www.eecnet.com 




• PaceButler buys used cell phones. 

• In business since 1987 

• Redeploy your used phones after upgrade 

• Donation option - directly to the non-profit of your choice 

• Dedicated to customer satisfaction 

- A+ Rating with the Better Business Bureau 

- Payment issued in four days 

• Dedicated to employee development 

- Book reading program 

- Health and fitness programs 

Products Sold: 

We buy used cell phones & PDAs, including Apple, LG, 
Blackberry, HTC, Motorola, Nextel, Nokia, PalmOne & 
Samsung. 



(800)248-5360 I www.pacebutler.com 



(239)596-2254 | www.smsassembly.com 



Attention Data Center Professionals 

Where do you go to find the 
newest products available? 

Check out each issue for . . . 



New Product articles filled with in-depth information. 
Quick rundowns of new data center-related products. 
> Articles with valuable product overviews and data. 



. . . then go to Processor.com and take 
advantage of our online search tools to find 
even more in-depth information! 

PROCESSOR. 




Subscribe 
Today! 

Call (800) 819-9014 



Subscribe 
Online! 

Gotowww.processor.com 
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CyberView™ 



Cat6 KVM access over IP from anywhere around the world 




PS/2 dongle 



DVI dongle 



USB dongle 



• Cat6 cable from KVM port to server end up to 40 meters 

• Cat6 cable up to 300 meters to remote access server 

• 8 / 16 / 32-port available 

• IP-based remote access function available 

• Matrix KVM allows simultaneous users for efficient system management 




Cat6 IP KVM 8/16/32 port Matrix Cat6 IP KVM 16 / 32 port 



1U 17"/ 19" 
LCD KVM Drawer 



Full range KVM integration 



lUDual Slide 17" 
LCD KVM Drawer 




1U20" 
1600x1200 





8U 19" Widescreen 
LCD Quad Display 




1U 19" Widescreen 
1440x900 




8U 22" Widescreen LCD 
1680x 1050 





1U20" LCD Drawer 
1600 X 1200 



AUSTIN 



